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Chapter 1

SHA-256-based

1.1 Bitcoin

Bitcoint 31[note 61 j5 5 digital asset!!>! and a payment system invented by Satoshi Nakamoto, ' 7! who published the
invention in 2008!!!! and released it as open-source software in 2009.1'”! The system is peer-to-peer; users can transact
directly without an intermediary.['®** Transactions are verified by network nodes and recorded in a public distributed
ledger called the block chain."®! The ledger uses bitcoin as its unit of account. The system works without a central
repository or single administrator, which has led the U.S. Treasury to categorize bitcoin as a decentralized virtual
currency.!!! Bitcoin is often called the first cryptocurrency,?%12111221 although prior systems existed. 8] Bitcoin is
more correctly described as the first decentralized digital currency.!'8/?3 It is the largest of its kind in terms of total
market value.[?®!

Bitcoins are created as a reward for payment processing work in which users offer their computing power to verify
and record payments into a public ledger. This activity is called mining and miners are rewarded with transaction fees
and newly created bitcoins.'®! Besides being obtained by mining, bitcoins can be exchanged for other currencies,?”!
products, and services.”?8! Users can send and receive bitcoins for an optional transaction fee.?”!

Bitcoin as a form of payment for products and services has grown,?®! and merchants have had an incentive to accept
it because fees were generally*°! lower than the 2—-3% typically imposed by credit card processors.[*!! Unlike credit
cards, any fees are paid by the purchaser, not the vendor. The European Banking Authority!*?! and other sources!!8!:!!
have warned that bitcoin users are not protected by refund rights or chargebacks. Despite a large increase in the
number of merchants accepting bitcoin, the cryptocurrency does not have much momentum in retail transactions.**!

The use of bitcoin by criminals has attracted the attention of financial regulators,'**! legislative bodies,*> law enforcement, ¢!
and media.®”! Criminal activities are primarily centered around black markets and theft, though officials in countries
such as the United States also recognize that bitcoin can provide legitimate financial services.'®!

Bitcoin has drawn the support of a few politicians, notably U.S. Presidential candidate Rand Paul, who accepts do-
nations in bitcoin.*"!

1.1.1 Design
Block chain

Main article: Block chain (database)

The block chain is a public ledger that records bitcoin transactions. A novel solution accomplishes this without any
trusted central authority: maintenance of the block chain is performed by a network of communicating nodes running
bitcoin software.['8 Transactions of the form payer X sends Y bitcoins to payee Z are broadcast to this network using
readily available software applications. Network nodes can validate transactions, add them to their copy of the ledger,
and then broadcast these ledger additions to other nodes.”’*M 8 The block chain is a distributed database; to achieve
independent verification of the chain of ownership of any and every bitcoin (amount), each network node stores its
own copy of the block chain. Approximately six times per hour, a new group of accepted transactions, a block, is
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created, added to the block chain, and quickly published to all nodes. This allows bitcoin software to determine when
a particular bitcoin amount has been spent, which is necessary in order to prevent double-spending in an environment
without central oversight. Whereas a conventional ledger records the transfers of actual bills or promissory notes that
exist apart from it, the block chain is the only place that bitcoins can be said to exist in the form of unspent outputs
of transactions.[?lh- 3

Units

The unit of account of the bitcoin system is bitcoin. As of 2014, symbols used to represent bitcoin are BTC, "ot 2!
XBT, 0t 31 apd B.note 4114012 gma]l amounts of bitcoin used as alternative units are millibitcoin (mBTC), microbit-
coin (UBTC), and satoshi. Named in homage to bitcoin’s creator, a safoshi is the smallest amount within bitcoin
representing 0.00000001 bitcoin, one hundred millionth of a bitcoin.™ A millibitcoin equals to 0.001 bitcoin, which
is one thousandth of bitcoin.[*!! One microbitcoin equals to 0.000001 bitcoin, which is one millionth of bitcoin. A
microbitcoin is sometimes referred to as a bit.

On 7 October 2014, the Bitcoin Foundation disseminated a plan to apply for an ISO 4217 currency code for bitcoin,4?!
and mentioned BTC and XBT as the leading candidates.[**

Ownership

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public key Public key Public key

Y Y Y
Hash Hash Hash
Y Y Y
Owner 0's N Owner 1's N Owner 2's
Signature v Signature 7 Signature
Owner 1's i Owner 2's i Owner 3's
Private Key Private Key Private Key

Simplified chain of ownership."!! In reality, a transaction can have more than one input and more than one output.

Ownership of bitcoins implies that a user can spend bitcoins associated with a specific address. To do so, a payer must
digitally sign the transaction using the corresponding private key. Without knowledge of the private key, the transac-
tion cannot be signed and bitcoins cannot be spent. The network verifies the signature using the public key.[*/*h 3 If
the private key is lost, the bitcoin network will not recognize any other evidence of ownership;!'®! the coins are then
unusable, and thus effectively lost. For example, in 2013 one user claimed to have lost 7,500 bitcoins, worth $7.5
million at the time, when he discarded a hard drive containing his private key.!*¥]

Transactions

See also: Bitcoin network
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A transaction must have one or more inputs. For the transaction to be valid, every input must be an unspent output
of a previous transaction. Every input must be digitally signed. The use of multiple inputs corresponds to the use
of multiple coins in a cash transaction. A transaction can also have multiple outputs, allowing one to make multiple
payments in one go. A transaction output can be specified as an arbitrary multiple of satoshi. As in a cash transaction,
the sum of inputs (coins used to pay) can exceed the intended sum of payments. In such case, an additional output is
used, returning the change back to the payer. Any input satoshis not accounted for in the transaction outputs become
the transaction fee.1*" 3

To send money to a bitcoin address, users can click links on webpages; this is accomplished with a provisional bitcoin
URI scheme using a template registered with [ANA. Bitcoin clients like Electrum and Armory support bitcoin URISs.
Mobile clients recognize bitcoin URIs in QR codes, so that the user does not have to type the bitcoin address and
amount in manually. The QR code is generated from the user input based on the payment amount. The QR code is
displayed on the mobile device screen and can be scanned by a second mobile device.[**!

Mining

1,000,000,000,000

10,000,000,000

100,000,000

1,000,000

10,000

100

1
2009 2010 2011 2012 2013 2014 2015 2016

[note 9] [46]

Relative mining difficulty, the scale is logarithmic.
Mining is a record-keeping service.[" 191 Miners keep the block chain consistent, complete, and unalterable by
repeatedly verifying and collecting newly broadcast transactions into a new group of transactions called a block. A
new block contains information that “chains” it to the previous block thus giving the block chain its name. It is a
cryptographic hash of the previous block, using the SHA-256 hashing algorithm.®!:h- 7

In order to be accepted by the rest of the network, a new block must contain a so-called proof-of-work. The proof-
of-work requires miners to find a number called a nonce, such that when the block content is hashed along with the
nonce, the result is numerically smaller than the network’s difficulty target.”)™" ® This proof is easy for any node in
the network to verify, but extremely time-consuming to generate, as for a secure cryptographic hash, miners must try
many different nonce values (usually the sequence of tested values is 0, 1, 2, 3, ...[°/I 3) before meeting the difficulty
target.

Every 2016 blocks (approximately 14 days), the difficulty target is adjusted based on the network’s recent perfor-
mance, with the aim of keeping the average time between new blocks at ten minutes. In this way the system auto-
matically adapts to the total amount of mining power on the network.[”/*M 8 For example, between 1 March 2014
and 1 March 2015, the average number of nonces miners had to try before creating a new block increased from 16.4
quintillion to 200.5 quintillion.[*®!

The proof-of-work system, alongside the chaining of blocks, makes modifications of the block chain extremely hard
as an attacker must modify all subsequent blocks in order for the modifications of one block to be accepted. As
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A mining farm in Iceland

new blocks are mined all the time, the difficulty of modifying a block increases as time passes and the number of
subsequent blocks (also called confirmations of the given block) increases.*”!

Practicalities It has become common for miners to join organized mining pools,® which combine the computa-
tional resources of their members in order to increase the frequency of generating new blocks. The reward for each
block is then split proportionately among the members, creating a more predictable stream of income for each miner
without necessarily changing their long-term average income,®!! although a fee may be charged for the service.!>?/53!

The rewards of mining have led to ever-more-specialized technology being utilized. The most efficient mining hard-
ware makes use of custom designed application-specific integrated circuits, which outperform general purpose CPUs
while using less power.>* As of 2015, a miner who is not using purpose-built hardware is unlikely to earn enough
to cover the cost of the electricity used in their efforts,>>! even if they are a member of a pool.l>3!

As of 2015, even if all miners used energy efficient processors, the combined electricity consumption would be 1.46
terawatt-hours per year—equal to the consumption of about 135,000 American homes."® In 2013, electricity use
was estimated to be 0.36 terawatt-hours per year or the equivalent of powering 31,000 US homes."”!

Supply

The successful miner finding the new block is rewarded with newly created bitcoins and transaction fees.!>®! As of
28 November 2012,5%! the reward amounted to 25 newly created bitcoins per block added to the block chain. To
claim the reward, a special transaction called a coinbase is included with the processed payments.!* 8 All bitcoins
in circulation can be traced back to such coinbase transactions. The bitcoin protocol specifies that the reward for
adding a block will be halved approximately every four years. Eventually, the reward will decrease to zero, and the
limit of 21 million bitcoins™® ! will be reached c. 2140; the record keeping will then be rewarded by transaction
fees solely.[6"!

Transaction fees

Paying a transaction fee is optional, but may speed up confirmation of the transaction.[®! Payers have an incentive to
include such fees because doing so means their transaction is more likely to be added to the block chain sooner; miners
can choose which transactions to process!>’! and prioritize those that pay higher fees. Fees are based on the storage
size of the transaction generated, which in turn is dependent on the number of inputs used to create the transaction.
Furthermore, priority is given to older unspent inputs.?!
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Total bitcoins in circulation.'**’!

Wallets

See also: Digital wallet
A wallet stores the information necessary to transact bitcoins. While wallets are often described as a place to hold!®3!

800 ) Electrum - 72.49 BTC

72.49 g1 (568.33 EUR) Receive

Enter a Bitcoln address..

Electrum bitcoin wallet

or store bitcoins,®*! due to the nature of the system, bitcoins are inseparable from the block chain transaction ledger.
Perhaps a better way to describe a wallet is something that “stores the digital credentials for your bitcoin holdings”6*!
and allows you to access (and spend) them. Bitcoin uses public-key cryptography, in which two cryptographic keys,
one public and one private, are generated.[®>! At its most basic, a wallet is a collection of these keys.

There are several types of wallets. Software wallets connect to the network and allow spending bitcoins in addition
to holding the credentials that prove ownership.[%®! Software wallets can be split further in two categories: full clients
and lightweight clients. Full clients find transactions directly on the block chain (over 60GB in 2016/%7! and keeps
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Bitcoin Address
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Private Key
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bitcoin
Amount;

Trezor hardware wallet

growing, which may be an inconvenience for some users). Lightweight clients on the other hand consult a server to
parse the block chain, and get only relevant transactions from the server (transactions to and from the user). When
working with lightweight wallets, the user has to trust the server to a certain degree. The server can't steal bitcoins
directly, or intercept transactions, but the server can report faulty values back to the user. With both types of software
wallets, the users are responsible for keeping their private keys in a secure place.

Next to software wallets, there are also internet services called online wallets, like Blockchain.info, Circle, Coinbase
or CoinCorner. They offer similar functionality but may be easier to use. In these wallets, bitcoin credentials are
stored with the online wallet provider rather than on the user’s hardware./%811%1 As a result, the user needs to have
complete trust in the wallet provider. A malicious provider or a breach in server security may cause all bitcoins to be
stolen.

Physical wallets also exist and are more secure, as they store the credentials necessary to spend bitcoins offline.[®*!
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Examples combine a novelty coin with these credentials printed on metal,l’”!”!! wood, or plastic. Others are sim-
ply paper printouts. Another type of wallet called a hardware wallet keeps credentials offline while facilitating
transactions.!”?!

Reference implementation The first wallet program was released in 2009 by Satoshi Nakamoto as open-source
code and was originally called bitcoind.”*! Sometimes referred to as the “Satoshi client,” this is also known as the
reference client because it serves to define the bitcoin protocol and acts as a standard for other implementations. 6!
In version 0.5 the client moved from the wxWidgets user interface toolkit to Qt, and the whole bundle was referred
to as Bitcoin-Qt.[%) After the release of version 0.9, Bitcoin-Qt was renamed Bitcoin Core.!”*!

Privacy

Privacy is achieved by not identifying owners of bitcoin addresses while making other transaction data public. Bit-
coin users are not identified by name, but transactions can be linked to individuals and companies.!”>! Additionally,
bitcoin exchanges, where people buy and sell bitcoins for fiat money, may be required by law to collect personal
information.[”®! To maintain financial privacy, a different bitcoin address for each transaction is recommended.””!
Transactions that spend coins from multiple inputs can reveal that the inputs may have a common owner. Users
concerned about privacy can use so-called mixing services that swap coins they own for coins with different transac-
tion histories.!”8! It has been suggested that bitcoin payments should not be considered more private than credit card
payments./”’!

Fungibility

Wallets and similar software technically handle bitcoins as equivalent, establishing the basic level of fungibility. Re-
searchers have pointed out that the history of each bitcoin is registered and publicly available in the block chain ledger,
and that some users may refuse to accept bitcoins coming from controversial transactions, which would harm bitcoin’s
fungibility.[® Projects such as Zerocoin and Dark Wallet aim to address these privacy and fungibility issues.!8!1[8%]

1.1.2 History

Main article: History of bitcoin
Bitcoin was invented by Satoshi Nakamoto, ™' 7 who published the invention on 31 October 2008 in a research paper
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Number of bitcoin transactions per month (logarithmic scale).!*!
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called “Bitcoin: A Peer-to-Peer Electronic Cash System”.!' !l Tt was implemented as open source code and released in
January 2009. Bitcoin is often called the first cryptocurrency??2111221 although prior systems existed.[™t 8] Bitcoin
is more correctly described as the first decentralized digital currency.!8/12]

One of the first supporters, adopters, contributor to bitcoin and receiver of the first bitcoin transaction was programmer
Hal Finney. Finney downloaded the bitcoin software the day it was released, and received 10 bitcoins from Nakamoto
in the world’s first bitcoin transaction.[831184]

Other early supporters were Wei Dai, creator of bitcoin predecessor b-money, and Nick Szabo, creator of bitcoin
predecessor bit gold.[®>]

In 2010, an exploit in an early bitcoin client was found that allowed large numbers of bitcoins to be created.’®®! The
artificially created bitcoins were removed when another chain overtook the bad chain.®”!

Based on bitcoin’s open source code, other cryptocurrencies started to emerge in 2011.1%6!

In March 2013, a technical glitch caused a fork in the block chain, with one half of the network adding blocks to one
version of the chain and the other half adding to another. For six hours two bitcoin networks operated at the same time,
each with its own version of the transaction history. The core developers called for a temporary halt to transactions,
sparking a sharp sell-off.!®3] Normal operation was restored when the majority of the network downgraded to version
0.7 of the bitcoin software. %!

In 2013 some mainstream websites began accepting bitcoins. WordPress had started in November 2012, followed
by OKCupid in April 2013,1°"! TigerDirect®!! and Overstock.com in January 2014,°?! Expedia in June 2014,
Newegg and Dell in July 2014,/°4! and Microsoft in December 2014.93!n 121 The Electronic Frontier Foundation, a
non-profit group, started accepting bitcoins in January 2011,°7! stopped accepting them in June 2011,8! and began
again in May 2013.1")

In May 2013, the Department of Homeland Security seized assets belonging to the Mt. Gox exchange.!'%! The U.S.
Federal Bureau of Investigation (FBI) shut down the Silk Road website in October 2013.[101]

In October 2013, Chinese internet giant Baidu had allowed clients of website security services to pay with bitcoins. %%
During November 2013, the China-based bitcoin exchange BTC China overtook the Japan-based Mt. Gox and the
Europe-based Bitstamp to become the largest bitcoin trading exchange by trade volume.!'%! On 19 November 2013,
the value of a bitcoin on the Mt. Gox exchange soared to a peak of US$900 after a United States Senate committee
hearing was told by the FBI that virtual currencies are a legitimate financial service.l'® On the same day, one bitcoin
traded for over RMB¥6780 (US$1,100) in China.['%1 On 5 December 2013, the People’s Bank of China prohibited
Chinese financial institutions from using bitcoins.['%! After the announcement, the value of bitcoins dropped,!'?”!
and Baidu no longer accepted bitcoins for certain services.'’! Buying real-world goods with any virtual currency has
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been illegal in China since at least 2009.1%"]
The first bitcoin ATM was installed in October 2013 in Vancouver, British Columbia, Canada.[!!0!

With about 12 million existing bitcoins in November 2013,!!!!! the new price increased the market cap for bitcoin to
at least US$7.2 billion.!''?! By 23 November 2013, the total market capitalization of bitcoin exceeded US$10 billion
for the first time.[!!3!

In the U.S., two men were arrested in January 2014 on charges of money-laundering using bitcoins; one was Charlie
Shrem, the head of now defunct bitcoin exchange BitInstant and a vice chairman of the Bitcoin Foundation. Shrem
allegedly allowed the other arrested party to purchase large quantities of bitcoins for use on black-market websites.! 4!

In early February 2014, one of the largest bitcoin exchanges, Mt. Gox,!''>! suspended withdrawals citing technical
issues.!!' By the end of the month, Mt. Gox had filed for bankruptcy protection in Japan amid reports that 744,000
bitcoins had been stolen.!'!”! Originally a site for trading Magic: The Gathering cards,!''8! Mt. Gox had once been
the dominant bitcoin exchange but its popularity had waned as users experienced difficulties withdrawing funds.(!!"!

On June 18, 2014, it was announced that bitcoin payment service provider BitPay would become the new sponsor of
St. Petersburg Bowl under a two-year deal, renamed the Bitcoin St. Petersburg Bowl. Bitcoin was to be accepted for
ticket and concession sales at the game as part of the sponsorship, and the sponsorship itself was also paid for using
bitcoin.!20!

Less than one year after the collapse of Mt. Gox, United Kingdom-based exhange Bitstamp announced that their
exchange would be taken offline while they investigate a hack which resulted in about 19,000 bitcoins (equivalent to
roughly US$5 million at that time) being stolen from their hot wallet.['>!] The exchange remained offline for several
days amid speculation that customers had lost their funds. Bitstamp resumed trading on January 9 after increasing
security measures and assuring customers that their account balances would not be impacted.[!??]

The bitcoin exchange service Coinbase launched the first regulated bitcoin exchange in 25 US states on January 26,
2015. At the time of the announcement, CEO Brian Armstrong stated that Coinbase intends to expand to thirty
countries by the end of 2015.1>31' A spokesperson for Benjamin M. Lawsky, the superintendent of New York state’s
Department of Financial Services, stated that Coinbase is operating without a license in the state of New York.
Lawsky is responsible for the development of the so-called 'BitLicense', which companies need to acquire in order to
legally operate in New York.!'?4l

In August 2015 it was announced that Barclays would become the first UK high street bank to start accepting bitcoin,
with the bank revealing that it plans to allow users to make charitable donations using the currency.?!

1.1.3 Economics
Classification

According to the director of the Institute for Money, Technology and Financial Inclusion at the University of California-
Irvine there is “an unsettled debate about whether bitcoin is a currency”.'"?®! Bitcoin is commonly referred to with

terms like: digital currency,!'81"! digital cash,!'?”! virtual currency,*! electronic currency,!'?! or cryptocurrency.!'?®! Its

inventor, Satoshi Nakamoto, used the term electronic cash.!'!! Bitcoins have three useful qualities in a currency, ac-

cording to the Economist in January 2015: they are “hard to earn, limited in supply and easy to verify”.l'?8! Economists

define money as a store of value, a medium of exchange, and a unit of account and agree that bitcoin has some way

to go to meet all these criteria.l'??! It does best as a medium of exchange.!" 13! The bitcoin market currently suffers

from volatility, limiting the ability of bitcoin to act as a stable store of value, and retailers accepting bitcoin use other

currencies as their principal unit of account.!!?”!

Journalists and academics also dispute what to call bitcoin. Some media outlets do make a distinction between “real”
money and bitcoins,!'3!! while others call bitcoin real money.!"3?! The Wall Street Journal declared it a commodity
in December 2013.1'33! A Forbes journalist referred to it as digital collectible.!'3*! Two University of Amsterdam
computer scientists proposed the term “money-like informational commodity”.!'3%! In addition to that, The Wall Street
Journal,">! Wired 30! Daily Mail Australia,""3"" Forbes,'3® and Business Wire!'* used the digital asset classification
for bitcoin.

In the 21 September 2015 press release, 4! the US Commodity Futures Trading Commission (CFTC) declared
bitcoin to be a commodity covered by the Commodity Exchange Act.

The People’s Bank of China has stated that bitcoin “is fundamentally not a currency but an investment target”.[14]
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Buying and selling

 bitcoin |
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A Bitcoin ATM in California.

Bitcoins can be bought and sold both on- and offline. Participants in online exchanges offer bitcoin buy and sell bids.
Using an online exchange to obtain bitcoins entails some risk, and, according to a study published in April 2013, 45%
of exchanges fail and take client bitcoins with them.['¥?! Exchanges have since implemented measures to provide
proof of reserves in an effort to convey transparency to users.!'43111441 Offfine, bitcoins may be purchased directly
from an individual"*>! or at a bitcoin ATM.14¢!
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Price and volatility
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According to Mark T. Williams, as of 2014, bitcoin has volatility seven times greater than gold, eight times greater
than the S&P 500, and eighteen times greater than the U.S. dollar.!'4”!

Attempting to explain the high volatility, a group of Japanese scholars stated that there is no stabilization mechanism.!'43]
The Bitcoin Foundation contends that high volatility is due to insufficient liquidity,'**! while a Forbes journalist claims
that it is related to the uncertainty of its long-term value,'>%! and the high volatility of a startup currency makes sense,
“because people are still experimenting with the currency to figure out how useful it is.”!3!!

There are uses where volatility does not matter, such as online gambling, tipping, and international remittances.!'>'! As
of 2014, pro-bitcoin venture capitalists argued that the greatly increased trading volume that planned high-frequency
trading exchanges would generate is needed to decrease price volatility.[!>]

The price of bitcoins has gone through various cycles of appreciation and depreciation referred to by some as bubbles
and busts.['33111341 In 2011, the value of one bitcoin rapidly rose from about US$0.30 to US$32 before returning to
US$2.1155! In the latter half of 2012 and during the 2012—13 Cypriot financial crisis, the bitcoin price began to rise, 3!
reaching a high of US$266 on 10 April 2013, before crashing to around US$50.!"37! On November 29, 2013, the cost
of one bitcoin rose to the all-time peak of US$1,242.158! In 2014, the price fell sharply, and as of April remained
depressed at little more than half 2013 prices. As of August 2014 it was under US$600.[>"1 In January 2015, noting
that the bitcoin price had dropped to its lowest level since spring 2013 - around US$224 - The New York Times
suggested that "[w]ith no signs of a rally in the offing, the industry is bracing for the effects of a prolonged decline
in prices. In particular, bitcoin mining companies, which are essential to the currency’s underlying technology, are
flashing warning signs.”'®"! Also in January 2015, Business Insider reported that deep web drug dealers were “freaking
out” as they lost profits through being unable to convert bitcoin revenue to cash quickly enough as the price declined
- and that there was a danger that dealers selling reserves to stay in business might force the bitcoin price down
further.[161]

Speculative bubble dispute

Bitcoin has been labelled a speculative bubble by many including former Fed Chairman Alan Greenspan!'%?! and
economist John Quiggin.!'®3! Nobel Memorial Prize laureate Robert Shiller said that bitcoin “exhibited many of the
characteristics of a speculative bubble”.l'* Two lead software developers of bitcoin, Gavin Andresen!'® and Mike
Hearn, '] have warned that bubbles may occur. David Andolfatto, a vice president at the Federal Reserve Bank of
St. Louis, stated, “Is bitcoin a bubble? Yes, if bubble is defined as a liquidity premium.” According to Andolfatto, the
price of bitcoin “consists purely of a bubble,” but he concedes that many assets have prices that are greater than their
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intrinsic value.[*’'2! Journalist Matthew Boesler rejects the speculative bubble label and sees bitcoin’s quick rise in
price as nothing more than normal economic forces at work.!'%”! The Washington Post pointed out that the observed
cycles of appreciation and depreciation don't correspond to the definition of speculative bubble.!'3!

Ponzi scheme dispute

Various journalists,!'%®! U.S. economist Nouriel Roubini,/'®! and the head of the Estonian central bank!!”"! have
voiced concerns that bitcoin may be a Ponzi scheme. A 2012 report by the European Central Bank stated, “it [is not]
easy to assess whether or not the bitcoin system actually works like a pyramid or Ponzi scheme.”'7!127 A 2014 report
by the World Bank concluded that “contrary to a widely-held opinion, bitcoin is not a deliberate Ponzi”.!'’?/"7 In the
opinion of Eric Posner, a law professor at the University of Chicago, “A real Ponzi scheme takes fraud; bitcoin, by
contrast, seems more like a collective delusion.”!!68]

U.S. economist Nouriel Roubini, a former senior adviser to the U.S. Treasury and the International Monetary Fund,
has stated that bitcoin is “a Ponzi game”.!"’?! In February 2014, an asset manager and columnist for The New York
Post called bitcoin a Ponzi scheme, opining, “Welcome to 21st-century Ponzi scheme: Bitcoin”.!74! The head of
the Estonian central bank, Mihkel Nommela, stated, “virtual currency schemes are an innovation that deserves some
caution, given the lack of ... evidence that this isn’t just a Ponzi scheme.”!0]

Others have expressed the opinion that bitcoin is not a Ponzi scheme. The Huffington Post asked, “is bitcoin a Ponzi
scheme, yes or no?" and answered itself with a definitive “no!"[!”>] PC World magazine stated, “bitcoin is clearly not
a Ponzi scheme”.['7®! Economist Jeffrey Tucker published an article by John Mather claiming that “there are several
key differences between a Ponzi scheme and bitcoin.”!'7’! A 2014 report by the Swiss Federal Council states, “the
question is repeatedly raised whether bitcoin can be deemed an impermissible pyramid scheme... since in the case
of bitcoin the typical promises of profits are lacking, it cannot be assumed that bitcoin is a pyramid scheme.”! 78121

Value forecasts

Financial journalists and analysts, economists, and investors have attempted to predict the possible future value of
bitcoin. In April 2013, economist John Quiggin stated, “bitcoins will attain their true value of zero sooner or later,
but it is impossible to say when”.l'63! A similar forecast was made in November 2014 by economist Kevin Dowd."7!
In November 2014, David Yermack, Professor of Finance at New York University Stern School of Business, forecast
that in November 2015 bitcoin may be all but worthless.!'8"! In the indicated period bitcoin has exchanged as low
as $176.50 (January 2015) and during November 2015 the bitcoin low was $309.90.46! In December 2013, teacher
Mark T. Williams forecast a bitcoin would be worth less than $10 by July 2014.['811 In the indicated period bitcoin
has exchanged as low as $344 (April 2014) and during July 2014 the bitcoin low was $609.46111821 In December
2014, Williams said, “The probability of success is low, but if it does hit, the reward will be very large.”!'®3 In May
2013, Bank of America FX and Rate Strategist David Woo forecast a maximum fair value per bitcoin of $1,300.!'34!
Bitcoin investor Cameron Winklevoss stated in December 2013 that the “small bull case scenario for bitcoin is...
40,000 USD a coin”.['83]

Obituaries

The “death” of bitcoin has been proclaimed numerous times.!'3¢! One journalist has recorded 29 such “obituaries”
as of early 2015.1'86! Forbes magazine declared bitcoin “dead” in June 2011,['87! followed by Gizmodo Australia in
August 2011.1'381 Wired magazine wrote it had “expired” in December 2012,1'3%1 Quishare Magazine declared, “game
over, bitcoin” in May 2013,[1%1 and New York Magazine stated bitcoin was “on its path to grave” in June 2013.11°"!
Reuters published an “obituary” for bitcoin in January 20141%2! Street Insider declared bitcoin “dead” in February
2014,11931 a5 did The Weekly Standard in March 2014,194 followed by Salon in March 2014,11%1 and Vice News in
March 2014,11%! then the Financial Times in September 2014.1"97! In January 2015, USA Today states bitcoin was
“headed to the ash heap”,['8! and The Telegraph declared “the end of bitcoin experiment”.['*’! In January 2016,
former bitcoin developer Mike Hearn called bitcoin a “failed project”.?®! Peter Greenhill, Director of E-Business
Development for the Isle of Man, commenting on the obituaries paraphrased Mark Twain saying “reports of bitcoin’s
death have been greatly exaggerated”.[?!]
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Reception

Some economists have responded positively to bitcoin while others have expressed skepticism. Frangois R. Velde, Se-
nior Economist at the Chicago Fed described it as “an elegant solution to the problem of creating a digital currency”.[29?]
Paul Krugman and Brad DeLong have found fault with bitcoin questioning why it should act as a reasonably stable
store of value or whether there is a floor on its value.?*>! Economist John Quiggin has criticized bitcoin as “the final

refutation of the efficient-market hypothesis".[193]

David Andolfatto, Vice President at the Federal Reserve Bank of St. Louis, stated that bitcoin is a threat to the
establishment, which he argues is a good thing for the Federal Reserve System and other central banks because it
prompts these institutions to operate sound policies.[*71:33[20411205]

Free software movement activist Richard Stallman has criticized the lack of anonymity and called for reformed
development.!?%®! PayPal President David A. Marcus calls bitcoin a “great place to put assets” but claims it will not
be a currency until price volatility is reduced.>*”] Bill Gates, in relation to the cost of moving money from place to
place in an interview for Bloomberg L.P. stated: “Bitcoin is exciting because it shows how cheap it can be.”?%8!

Similarly, Peter Schiff, a bitcoin sceptic understands “the value of the technology as a payment platform” and his
Euro Pacific Precious Metals fund partnered with BitPay in May 2014, because “a wire transfer of fiat funds can be

slow and expensive for the customer”.[2%]

Officials in countries such as Brazil,?!% the Isle of Man,*'!! Jersey,?!'?! the United Kingdom,?!3! and the United
States!*8! have recognized its ability to provide legitimate financial services. Recent bitcoin developments have been
drawing the interest of more financially savvy politicians and legislators as a result of bitcoin’s capability to eradicate
fraud, simplify transactions, and provide transparency, when bitcoins are properly utilized.?!4/121511216]

Acceptance by merchants
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Bitcoins are accepted in this café in Delft in the Netherlands as of 2013

In 2015, the number of merchants accepting bitcoin exceeded 100,000.!'3%! As of December 2014 established firms
that accept payments in bitcoin include Clearly Canadian,?!'”! Dell,[?!8) Dish Network,?!”! Dynamite Entertain-
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ment,??%! Expedia,??!! Microsoft,!”>! Newegg,!???! PrivateFly,?*3! Overstock.com,®?! the Sacramento Kings,??*!
TigerDirect,®!! Time Inc.,?>) Virgin Galactic,??®) and Zynga.[??71["t 121 Dye to the fact that chargebacks are im-
possible, retailers usually offer in-store credit as the only option when returning items purchased with bitcoins.??®!
As of September 2014 PayPal allows North American merchants using its system the ability to receive payment in
bitcoins.[??!

Acceptance by nonprofits

Organizations accepting donations in bitcoin include: The Electronic Frontier Foundation,®®! Greenpeace,>**! The
Mozilla Foundation,?*!! and The Wikimedia Foundation.!**?! Some U.S. political candidates, including New York
City Democratic Congressional candidate Jeff Kurzon have said they would accept campaign donations in bitcoin.!?33!
In late 2013 the University of Nicosia became the first university in the world to accept bitcoins.?*

Use in retail transactions

Due to the design of bitcoin, all retail figures are only estimates.?*!1233! According to Tim Swanson, head of business
development at a Hong Kong-based cryptocurrency technology company, in 2014, daily retail purchases made with
bitcoin were worth about $2.3 million.[>*3! He estimates that, as of February 2015, fewer than 5,000 bitcoins per day
(worth roughly $1.2 million at the time) were being used for retail transactions,?3! and concluded that in 2014 “it
appears there has been very little if any increase in retail purchases using bitcoin.”(3*!

Financial institutions

Bitcoin companies have had difficulty opening traditional bank accounts because lenders have been leery of bitcoin’s
links to illicit activity.!>*®! According to Antonio Gallippi, a co-founder of BitPay, “banks are scared to deal with
bitcoin companies, even if they really want to”.[*”! In 2014, the National Australia Bank closed accounts of businesses
with ties to bitcoin,?38! and HSBC refused to serve a hedge fund with links to bitcoin.[23!

In a 2013 report, Bank of America Merrill Lynch stated that “we believe bitcoin can become a major means of
payment for e-commerce and may emerge as a serious competitor to traditional money-transfer providers.”?4! In
June 2014, the first bank that converts deposits in currencies instantly to bitcoin without any fees was opened in
Boston.[?41]

As an investment

Some Argentinians have bought bitcoins to protect their savings against high inflation or the possibility that gov-
ernments could confiscate savings accounts.!”®! During the 2012-2013 Cypriot financial crisis, bitcoin purchases in
Cyprus rose due to fears that savings accounts would be confiscated or taxed.**?! Other methods of investment are
bitcoin funds. The first regulated bitcoin fund was established in Jersey in July 2014 and approved by the Jersey
Financial Services Commission.[>*3! Also, c¢. 2012 an attempt was made by the Winklevoss twins (who in April 2013
claimed they owned nearly 1% of all bitcoins in existence!?**) to establish a bitcoin ETF.?*! As of early 2015, they
have announced plans to launch a New York-based bitcoin exchange named Gemini,'>*®! which has received approval
to launch on 5 October 2015.12471 On 4 May 2015, Bitcoin Investment Trust started trading on the OTCQX market
as GBTC.[>*3] Forbes started publishing arguments in favor of investing in December 2015.124!

In 2013 and 2014, the European Banking Authority!*?! and the Financial Industry Regulatory Authority (FINRA),
a United States self-regulatory organization,!>>°! warned that investing in bitcoins carries significant risks. Forbes
named bitcoin the best investment of 2013.23!1 In 2014, Bloomberg named bitcoin one of its worst investments of
the year.>>?! In 2015, bitcoin topped Bloomberg’s currency tables.>33!

To improve access to price information and increase transparency, on 30 April 2014 Bloomberg LP announced plans
to list prices from bitcoin companies Kraken and Coinbase on its 320,000 subscription financial data terminals.!132/1254]
In May 2015, Intercontinental Exchange Inc., parent company of the New York Stock Exchange, announced a bitcoin
index initially based on data from Coinbase transactions./?>!
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Venture capital

Venture capitalists, such as Peter Thiel's Founders Fund, which invested US$3 million in BitPay, do not purchase
bitcoins themselves, instead funding bitcoin infrastructure like companies that provide payment systems to merchants,
exchanges, wallet services, etc.[?%°! [n 2012, an incubator for bitcoin-focused start-ups was founded by Adam Draper,
with financing help from his father, venture capitalist Tim Draper, one of the largest bitcoin holders after winning
an auction of 30,000 bitcoins,[>>”! at the time called 'mystery buyer'.[>>*! The company’s goal is to fund 100 bitcoin
businesses within 2—3 years with $10,000 to $20,000 for a 6% stake.!>>’! Investors also invest in bitcoin mining./>>"!

Political economy

The decentralization of money offered by virtual currencies like bitcoin has its theoretical roots in the Austrian school
of economics,?%%! especially with Friedrich von Hayek in his book Denationalisation of Money: The Argument Re-
fined, in which he advocates a complete free market in the production, distribution and management of money to end
the monopoly of central banks.[?6!]

Bitcoin appeals to tech-savvy libertarians, because it so far exists outside the institutional banking system and the
control of governments.'>%?! However, researchers looking to uncover the reasons for interest in bitcoin did not find
evidence in Google search data that this was linked to libertarianism. 26!

Bitcoin’s appeal reaches from left wing critics, “who perceive the state and banking sector as representing the same
elite interests, [...] recognising in it the potential for collective direct democratic governance of currency”?%*! and so-
cialists proposing their “own states, complete with currencies”,'?%! to right wing critics suspicious of big government,
at a time when activities within the regulated banking system were responsible for the severity of the financial crisis
of 2007-08,1266! “because governments are not fully living up to the responsibility that comes with state-sponsored
money”.[?®”] Bitcoin has been described as “remov[ing] the imbalance between the big boys of finance and the dis-
enfranchised little man, potentially allowing early adopters to negotiate favourable rates on exchanges and transfers
— something that only the very biggest firms have traditionally enjoyed”.[?*8! Two WSJ journalists describe bitcoin in

their book as “about freeing people from the tyranny of centralised trust”.[>*]

1.1.4 Legal status and regulation

Main article: Legality of bitcoin by country

The legal status of bitcoin varies substantially from country to country and is still undefined or changing in many of
them. While some countries have explicitly allowed its use and trade, others have banned or restricted it. Likewise,
various government agencies, departments, and courts have classified bitcoins differently. Regulations and bans that
apply to bitcoin probably extend to similar cryptocurrency systems.

In April 2013, Steven Strauss, a Harvard public policy professor, suggested that governments could outlaw bitcoin,?”"!

and this possibility was mentioned again by a bitcoin investment vehicle in a July 2013 report to a regulator./>*”!
However, the vast majority of nations have not done so as of 2014. It is illegal in Bangladesh,>’!! Bolivia,?’?!
Ecuador!?”3 and Russia.l?’4!

1.1.5 Criminal activity

The use of bitcoin by criminals has attracted the attention of financial regulators, legislative bodies, law enforcement,
and the media.’**! The FBI prepared an intelligence assessment,'*®! the SEC has issued a pointed warning about
investment schemes using virtual currencies,?¥ and the U.S. Senate held a hearing on virtual currencies in November
2013. CNN has referred to bitcoin as a “shady online currency [that is] starting to gain legitimacy in certain parts of

the world”,[>”>! and The Washington Post called it “the currency of choice for seedy online activities”.3!

Several news outlets have asserted that the popularity of bitcoins hinges on the ability to use them to purchase illegal
200ds.1?70112771 In 2014, researchers at the University of Kentucky found “robust evidence that computer programming
enthusiasts and illegal activity drive interest in bitcoin, and find limited or no support for political and investment
motives.”[263]
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Theft

There have been many cases of bitcoin theft.[%>) One way this is accomplished involves a third party accessing the
private key to a victim’s bitcoin address,”?’®! or of an online wallet.?”! If the private key is stolen, all the bitcoins
from the compromised address can be transferred. In that case, the network does not have any provisions to identify
the thief, block further transactions of those stolen bitcoins, or return them to the legitimate owner.24]

Theft also occurs at sites where bitcoins are used to purchase illicit goods. In late November 2013, an estimated
$100 million in bitcoins were allegedly stolen from the online illicit goods marketplace Sheep Marketplace, which
immediately closed.”?®"! Users tracked the coins as they were processed and converted to cash, but no funds were
recovered and no culprits identified.!**"! A different black market, Silk Road 2, stated that during a February 2014
hack, bitcoins valued at $2.7 million were taken from escrow accounts.28!]

Sites where users exchange bitcoins for cash or store them in “wallets” are also targets for theft. Inputs.io, an Australian
wallet service, was hacked twice in October 2013 and lost more than $1 million in bitcoins.?%?! In late February 2014
Mt. Gox, one of the largest virtual currency exchanges, filed for bankruptcy in Tokyo amid reports that bitcoins
worth $350 million had been stolen.!!!”! Flexcoin, a bitcoin storage specialist based in Alberta, Canada, shut down on
March 2014 after saying it discovered a theft of about $650,000 in bitcoins.[83 Poloniex, a digital currency exchange,
reported on March 2014 that it lost bitcoins valued at around $50,000.1?%4! In January 2015 UK-based bitstamp, the
third busiest bitcoin exchange globally, was hacked and $5 million in bitcoins were stolen.®>! February 2015 saw a
Chinese exchange named BTER lose bitcoins worth nearly $2 million to hackers.!?3¢!

Black markets

Main article: Darknet market

A CMU researcher estimated that in 2012, 4.5% to 9% of all transactions on all exchanges in the world were for drug
trades on a single deep web drugs market, Silk Road.?%”! Child pornography,?®¥! murder-for-hire services,?®°! and
weapons!?"! are also allegedly available on black market sites that sell in bitcoin. Due to the anonymous nature and
the lack of central control on these markets, it is hard to know whether the services are real or just trying to take the
bitcoins.!?!!

Several deep web black markets have been shut by authorities. In October 2013 Silk Road was shut down by U.S.
law enforcement!?921129311294] Jeading to a short-term decrease in the value of bitcoin.!**>! In 2015, the founder of
the site was sentenced to life in prison.!>”®! Alternative sites were soon available, and in early 2014 the Australian
Broadcasting Corporation reported that the closure of Silk Road had little impact on the number of Australians selling
drugs online, which had actually increased.?*”! In early 2014, Dutch authorities closed Utopia, an online illegal goods
market, and seized 900 bitcoins.[**8! In late 2014, a joint police operation saw European and American authorities
seize bitcoins and close 400 deep web sites including the illicit goods market Silk Road 2.0.1**”! Law enforcement
activity has resulted in several convictions. In December, 2014, Charlie Shrem was sentenced to two years in prison
for indirectly helping to send $1 million to the Silk Road drugs site,**! and in February, 2015, its founder, Ross
Ulbricht, was convicted on drugs charges and faces a life sentence.>°!]

Some black market sites may seek to steal bitcoins from customers. The bitcoin community branded one site, Sheep
Marketplace, as a scam when it prevented withdrawals and shut down after an alleged bitcoins theft.!**?! In a separate
case, escrow accounts with bitcoins belonging to patrons of a different black market were hacked in early 2014.281]

According to the Internet Watch Foundation, a UK-based charity, bitcoin is used to purchase child pornography, and
almost 200 such websites accept it as payment. Bitcoin isn't the sole way to purchase child pornography online, as
Troels Oertling, head of the cybercrime unit at Europol, states, “Ukash and Paysafecard... have [also] been used to pay
for such material.” However, the Internet Watch Foundation lists around 30 sites that exclusively accept bitcoins.?5®!
Some of these sites have shut down, such as a deep web crowdfunding website that aimed to fund the creation of new
child porn.*%3! Furthermore, hyperlinks to child porn websites have been added to the block chain as arbitrary data
can be included when a transaction is made. 304113051

Money laundering

Bitcoins may not be ideal for money laundering because all transactions are public.l*%! Authorities, including the
European Banking Authority®?! the FBL,*®! and the Financial Action Task Force of the G71*°7! have expressed
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concerns that bitcoin may be used for money laundering. In early 2014, an operator of a U.S. bitcoin exchange was
arrested for money laundering.[!'4]

Ponzi scheme

In a Ponzi scheme that utilized bitcoins, The Bitcoin Savings and Trust promised investors up to 7 percent weekly
interest, and raised at least 700,000 bitcoins from 2011 to 2012.13%! In July 2013 the U.S. Securities and Exchange
Commission charged the company and its founder in 2013 “with defrauding investors in a Ponzi scheme involving
bitcoin”.[3%8) In September 2014 the judge fined Bitcoin Savings & Trust and its owner $40 million for operating a
bitcoin Ponzi scheme.3%!

Malware

Bitcoin-related malware includes software that steals bitcoins from users using a variety of techniques, software that
uses infected computers to mine bitcoins, and different types of ransomware, which disable computers or prevent
files from being accessed until some payment is made. Security company Dell SecureWorks said in February 2014
that it had identified almost 150 types of bitcoin malware.*!°!

Unauthorized mining In June 2011, Symantec warned about the possibility that botnets could mine covertly for
bitcoins.?'!l Malware used the parallel processing capabilities of GPUs built into many modern video cards.?!?]
Although the average PC with an integrated graphics processor is virtually useless for bitcoin mining, tens of thousands
of PCs laden with mining malware could produce some results.!'?!

In mid-August 2011, bitcoin mining botnets were detected,’*'*! and less than three months later, bitcoin mining
trojans had infected Mac OS X.[313!

In April 2013, electronic sports organization E-Sports Entertainment was accused of hijacking 14,000 computers to
mine bitcoins; the company later settled the case with the State of New Jersey.316]

German police arrested two people in December 2013 who customized existing botnet software to perform bitcoin
mining, which police said had been used to mine at least $950,000 worth of bitcoins.[*!”}

For four days in December 2013 and January 2014, Yahoo! Europe hosted an ad containing bitcoin mining malware
that infected an estimated two million computers.*'® The software, called Sefnit, was first detected in mid-2013 and
has been bundled with many software packages. Microsoft has been removing the malware through its Microsoft
Security Essentials and other security software.3!"!

Several reports of employees or students using university or research computers to mine bitcoins have been published.*2"!

Malware stealing Some malware can steal private keys for bitcoin wallets allowing the bitcoins themselves to be
stolen. The most common type searches computers for cryptocurrency wallets to upload to a remote server where they
can be cracked and their coins stolen.[*?!] Many of these also log keystrokes to record passwords, often avoiding the
need to crack the keys.*?!! A different approach detects when a bitcoin address is copied to a clipboard and quickly
replaces it with a different address, tricking people into sending bitcoins to the wrong address.*??! This method is
effective because bitcoin transactions are irreversible.

One virus, spread through the Pony botnet, was reported in February 2014 to have stolen up to $220,000 in cryptocur-
rencies including bitcoins from 85 wallets.!*?3! Security company Trustwave, which tracked the malware, reports that
its latest version was able to steal 30 types of digital currency.!**#!

A type of Mac malware active in August 2013, Bitvanity posed as a vanity wallet address generator and stole addresses
and private keys from other bitcoin client software.3?! A different trojan for Mac OS X, called CoinThief was
reported in February 2014 to be responsible for multiple bitcoin thefts.3>>! The software was hidden in versions of
some cryptocurrency apps on Download.com and MacUpdate.323!

Ransomware Another type of bitcoin-related malware is ransomware. One program called CryptoLocker, typ-
ically spread through legitimate-looking email attachments, encrypts the hard drive of an infected computer, then
displays a countdown timer and demands a ransom, usually two bitcoins, to decrypt it.[*?%! Massachusetts police said
they paid a 2 bitcoin ransom in November 2013, worth more than $1,300 at the time, to decrypt one of their hard
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drives.!*?’! Linkup, a combination ransomware and bitcoin mining program that surfaced in February 2014, disables
internet access and demands credit card information to restore it, while secretly mining bitcoins.32¢!

1.1.6 Security

Various potential attacks on the bitcoin network and its use as a payment system, real or theoretical, have been consid-
ered. The bitcoin protocol includes several features that protect it against some of those attacks, such as unauthorized
spending, double spending, forging bitcoins, and tampering with the block chain.!*”! Other attacks, such as theft of
private keys, require due care by users.

Unauthorized spending

Unauthorized spending is mitigated by bitcoin’s implementation of public-private key cryptography. For example;
when Alice sends a bitcoin to Bob, Bob becomes the new owner of the bitcoin. Eve observing the transaction might
want to spend the bitcoin Bob just received, but she cannot sign the transaction without the knowledge of Bob’s private
key.[!¥!

Double spending

A specific problem that an internet payment system must solve is double-spending, whereby a user pays the same coin
to two or more different recipients. An example of such a problem would be if Eve sent a bitcoin to Alice and later
sent the same bitcoin to Bob. The bitcoin network guards against double-spending by recording all bitcoin transfers
in a ledger (the block chain) that is visible to all users, and ensuring for all transferred bitcoins that they haven't been
previously spent.[184

Race attack

If Eve offers to pay Alice a bitcoin in exchange for goods and signs a corresponding transaction, it is still possible
that she also creates a different transaction at the same time sending the same bitcoin to Bob. By the rules, the
network accepts only one of the transactions. This is called a race attack, since there is a race which transaction will
be accepted first. Alice can reduce the risk of race attack stipulating that she will not deliver the goods until Eve’s
payment to Alice appears in the block chain.[3%8!

A variant race attack (which has been called a Finney attack by reference to Hal Finney) requires the participation
of a miner. Instead of sending both payment requests (to pay Bob and Alice with the same coins) to the network,
Eve issues only Alice’s payment request to the network, while the accomplice tries to mine a block that includes the
payment to Bob instead of Alice. There is a positive probability that the rogue miner will succeed before the network,
in which case the payment to Alice will be rejected. As with the plain race attack, Alice can reduce the risk of a
Finney attack by waiting for the payment to be included in the block chain.!3>!

History modification

The other principal way to steal bitcoins would be to modify block chain ledger entries.

For example, Eve could buy something from Alice, like a sofa, by adding a signed entry to the block chain ledger
equivalent to Eve pays Alice 100 bitcoins. Later, after receiving the sofa, Eve could modify that block chain ledger
entry to read instead: Eve pays Alice 1 bitcoin, or replace Alice’s address by another of Eve’s addresses. Digital
signatures cannot prevent this attack: Eve can simply sign her entry again after modifying it.

To prevent modification attacks, each block of transactions that is added to the block chain includes a cryptographic
hash code that is computed from the hash of the previous block as well as all the information in the block itself.
When the bitcoin software notices two competing block chains, it will automatically assume that the chain with the
greatest amount of work to produce it is the valid one. Therefore, in order to modify an already recorded transaction
(as in the above example), the attacker would have to recalculate not just the modified block, but all the blocks after
the modified one, until the modified chain contains more work than the legitimate chain that the rest of the network
has been building in the meantime. Consequently, for this attack to succeed, the attacker must outperform the honest
part of the network.!*’!
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Each block that is added to the block chain, starting with the block containing a given transaction, is called a confir-
mation of that transaction. Ideally, merchants and services that receive payment in bitcoin should wait for at least one
confirmation to be distributed over the network, before assuming that the payment was done. The more confirmations
that the merchant waits for, the more difficult it is for an attacker to successfully reverse the transaction in a block
chain—unless the attacker controls more than half the total network power, in which case it is called a 51% attack.[339
For example, if the attacker possesses 10% of the calculation power of the bitcoin network and the shop requires 6
confirmations for a successful transaction, the probability of success of such an attack will be 0.02428%.!]

Selfish mining

This attack was first introduced by Ittay Eyal and Emin Gun Sirer at the beginning of November 2013.133!! In this
attack, the attacker finds blocks but does not broadcast them. Instead, the attacker mines their own private chain
and eventually (when another miner or network of miners finds their own block) publishes several private blocks in
a row. This forces the “honest” network to abandon their previous work and switch to the attacker’s branch. As a
result, honest miners lose a significant part of their revenue, while the attacker increases their profits due to changes
in relative hashpowers.

According to the authors, a rational miner observing a selfish mining attacker would have an incentive to join the
attacker’s pool, thereby increasing the attacker’s hashpower. This makes the attack and incentives even stronger, thus
potentially leading to a 51% attack and the collapse of the currency.

Gavin Andresen and Ed Felten disagreed with this conclusion,'*3?! Felten defending his assertion that the bitcoin
protocol is incentive compatible.!*”! The original authors responded that the disagreement stemmed from Felten’s
misunderstanding of how miners are compensated in mining pools,?*¥! that the assertion was in error, given the
presence of a strategy that dominates honest mining, and that the error stemmed from Felten et al. not modeling
block withholding attacks in their analysis.[*3¥]

Deanonymisation of clients

Along with transaction graph analysis, which may reveal connections between bitcoin addresses (pseudonyms),!!133!
there is a possible attackl**®! which links a user’s pseudonym to its IP address, even if the peer is using Tor. The
attack makes use of bitcoin mechanisms of relaying peer addresses and anti-DoS protection. The cost of the attack
on the full bitcoin network is under €1500 per month.33!

1.1.7 Alternative applications of the block chain

In January 2015 IBM’s Institute for Business Value announced a concept called ADEPT (Autonomous Decentralized
Peer-to-Peer Telemetry) where network-connected devices can interact autonomously on the Internet of things using
freely available technology including bittorrent, Telehash, and bitcoin.?3”! This is not an IBM product!**”! but instead
a concept system.33 IBM has also explored using the block chain as part of a payment system that would allow
transactions in major currencies.**!

In May 2015 NASDAQ OMX Group announced a pilot study using bitcoins of negligible value, called “colored
coins”, to represent and transfer pre-IPO trading shares on its Nasdaq Private Markets.[**1341 In the same month
the government of Honduras announced plans to use Bitcoin technology to host a land title registry.[34?!

1.1.8 Data in the block chain
While it is possible to store any digital file in the block chain, the larger the transaction size, the larger any associated

fees become.[%?! Various items have been embedded, including URLS to child pornography, an ASCII art image of Ben
Bernanke, material from the Wikileaks cables, prayers from bitcoin miners, and the original bitcoin whitepaper.34*!

1.1.9 In academia

In the fall of 2014, undergraduate students at the Massachusetts Institute of Technology (MIT) each received bitcoins
worth $100 “to better understand this emerging technology”. The bitcoins were not provided by MIT but rather the
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MIT Bitcoin Club, a student-run club.***!13%31 Similar initiatives have been created by students and groups at other
universities, such as Stanford University and the University of California, Berkeley.

1.1.10 In art, entertainment, and media
Fine arts

The Museum of Applied Arts, Vienna purchased a work by Dutch artist Harm van den Dorpel in 2015 and became
the first museum to acquire art work using bitcoin.34¢!

Films

A documentary film called The Rise and Rise of Bitcoin (late 2014) features interviews with people who use bitcoin,
such as a computer programmer and a drug dealer.[>47]

In the film Dope a group of three friends organize an online network through bitcoin transactions that would allow
them to sell drugs without getting it traced back to them.

Music

Several lighthearted songs celebrating bitcoin have been released.**3!

Literature

In Charles Stross' science fiction novel Neptune’s Brood (2014), a modification of bitcoin is used as the universal
interstellar payment system. The functioning of the system is a major plot element of the book.!**!

Radio

On April 25, 2013, the weekly Mexican Public Radio technology program, 1060 Interfase produced by Radio Edu-
cacién, broadcast two shows dedicated to bitcoin. 33013511

Television

e In early 2015, the CNN series Inside Man featured an episode about bitcoin. Filmed in July, 2014, it featured
Morgan Spurlock living off of bitcoins for a week to figure out whether the world is ready for a new kind of
[352]
money.

e In Season 3, the CBS show The Good Wife featured an episode alluding to the creator of bitcoin as well as the
FBI investigating the case. The episode titled 'Bitcoin for Dummies’ was shown in early 20121353

e The CBS series CSI: Cyber featured an episode about bitcoin during its first season, entitled “Bit by Bit”. The
plot focused on the theft of bitcoins from a small family-run business.

e In November 2015, on the reality television show Judge Judy a bitcoin trader lost a case where he had claimed
to be involved in an elaborate man-in-the-middle scheme.>>*!
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1.1.12 See also

Alternative currency

Digital gold currency

Bitcoin XT

Bitcoin Classic

Crypto-anarchism

Decentralized autonomous organization
Electronic money

Private currency

Proof-of-work system

World currency

1.1.13 Notes

(1]

(2]

(3]

(4]
5]

(6]

(7]

8]

(9]

(10]

(11]

(12]

[13]
(14]

[15]

Bitcoin does not have a central authority.!</ref>Date of introduction 3 January 2009User(s) WorldwideSupply growth
25 bitcoins per block (approximately every ten minutes) until mid 2016, and then afterwards 12.5 bitcoins per block
for 4 years until next halving. This halving continues until 2110—40, when 21 million bitcoins have been issued.Subunit
107> millibitcoin 10~° microbitcoin, bit"®! 107 satoshi[4]Symbol BTC,™ 2! It does not conform to ISO 4217 as BT is the
country code of Bhutan.

As of 2014, BTC is a commonly used code.<ref name='standardize'>Nermin Hajdarbegovic (7 October 2014). “Bitcoin
Foundation to Standardise Bitcoin Symbol and Code Next Year”. CoinDesk. Retrieved 28 January 2015.

As of 2014, XBT, a code that conforms to ISO 4217 though is not officially part of it, is used by Bloomberg L.P.,"
CNNMoney," and xe.com.”

The proposal for the addition of bitcoin sign B has been accepted by Unicode.™™

The word bitcoin is a compound of the words bit and coin.'” The white paper that defined bitcoin!"!! frequently uses the
shorter coin.

There is no uniform convention for bitcoin capitalization. Some sources use Bifcoin, capitalized, to refer to the technology
and network and bitcoin, lowercase, to refer to the unit of account.”"? The WSJ!'3! and The Chronicle of Higher Education!¥
advocate use of lowercase bitcoin in all cases. This article follows the latter convention.

It is not known whether the name Satoshi Nakamoto is real or a pseudonym, or if it represents one person or a group.''®!

DigiCash was first used for a transaction in 1994, and OpenCoin, now known as Ripple, had code written prior to
November 2008.74

Relative mining difficulty is defined as the ratio of the difficulty target on 9 January 2009 to the current difficulty target.

It is misleading to think that there is an analogy between gold mining and bitcoin mining. The fact is that gold miners
are rewarded for producing gold, while bitcoin miners are not rewarded for producing bitcoins; they are rewarded for their
record-keeping services.[*

The exact number is 20999999.9769 bitcoins.”" *

Some of these firms use bitcoin payment processors such as BitPay and Coinbase and do not handle or store bitcoins
themselves.®

As of 2015 the number of merchants accepting bitcoin has passed 100,000.1*"
The price of 1 bitcoin in U.S. dollars.

Volatility is calculated on a yearly basis.
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1.1.15 External links

e Bitcoin at DMOZ
e Bitcoin video series at Khan Academy

e Bitcoin: a cryptographic currency Bitcoin, Instituto Nacional de Tecnologias de la Communicacién (INTECO),
Spain, or National Institute of Communication Technologies (undated, 47pp, in English).

e Quandl - Bitcoin currency data - historical statistics in time series downloadable format.

1.2 Mastercoin

Omni (formerly Mastercoin) is a digital currency and communications protocol built on the bitcoin block chain.
It is one of several efforts to enable complex financial functions in a cryptocurrency.!!! Planned features include the
development of a decentralized exchange and the implementation of smart property and savings wallets.?!

J. R. Willett published the first draft of the Mastercoin protocol in January 2012 as a white paper, in which he
proposed that existing bitcoin protocol “can be used as a protocol layer, on top of which new currency layers with
new rules can be built without changing the foundation.”(?!

The Mastercoin project officially launched on July 31, 2013, with a month-long fundraiser in which anyone could buy
Mastercoins - the digital tokens that the protocol uses to conduct transactions — by sending bitcoins to a special “Exodus
Address”.[?! The idea was that as the platform was being developed, the tokens would become more valuable and
investors could sell their Mastercoins to realize a return.’®! A nonprofit organization called the Mastercoin Foundation
was formed to handle the funds sent to the address.?/Despite warnings that Mastercoin might just be an elaborate
scam, some 500 people invested, sending a total of about 5000 bitcoins worth about US$500,000 at the time.D!

As of January 2014, J.R. Willet is employed full-time by the Mastercoin Foundation as “chief architect”(®!

As of February 2014, Mastercoin was the world’s seventh largest cryptocurrency by market capitalization according
to coinmarketcap.com.”!

In April 2014, MaidSafe used a crowdsale to raise over $7,000,000 in Mastercoins and bitcoins. The value of the
Mastercoins (half the currency) subsequently declined, leaving the total from the sale at $5,500,000.11 In July,
MaidSafe COO Nick Lambert was among a number of people joining the Mastercoin board as observers.['"!

In March 2015 Mastercoin efforts were rebranded as Omni.!'!! Omni role in bitcoin ecosystem is declared as being
a platform for decentralized protocols like Factom and MaidSafe.['?! «A common analogy that is used to describe
the relation of the Omni Layer to bitcoin is that of HTTP to TCP/IP: HTTP, like the Omni Layer, is the application
layer to the more fundamental transport and internet layer of TCP/IP, like bitcoin.»13!
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1.2.2 External links

o Official website

1.3 MazaCoin

Mazacoin was developed by the BTC Oyate Initiative, under the direction of Payu Harris, a native American activist,
web developer, and digital currency trader who has traced his ancestry to the Northern Cheyenne tribe.['! Harris
hopes that the currency will cause the international community to “realize we’re serious about our sovereignty”, as
well as help alleviate poverty within the nation.!?/3!

The digital currency is a type of cryptocurrency, and like the cryptocurrency bitcoin, MazaCoin can be bought or
sold on international cryptocurrency exchanges, or it can be obtained through virtual “mining”.[!!!*! The underlying
software for MazaCoin is derived from that of another cryptocurrency, ZetaCoin, which in turn is based on bitcoin’s
SHA-256 proof of work system.3[¢! It includes 50 million pre-mined Mazacoin, equally split by the Lakota Nation
between a national reserve and a planned “Tribal Trust”,'>! which it is hoped will help “to prevent the wild speculation
that has caused bitcoin such price volatility.””) One of its differences from bitcoin is that it is inflationary; while there
is a maximum cap of 21 million bitcoins that will be produced, there is no similar cap for MazaCoin.!®! The Lakota
Nation anticipates that 2.4 billion MazaCoin will be produced within five years, and drop to 1 million MazaCoin per
year thereafter.®! Another difference from bitcoin is that it is “simpler” in a way that makes it consume less power to
run the cryptographic mining algorithm, making it more environmentally friendly.(®!

The MazaCoin development received a Memorandum of Understanding between the Oglala Lakota Nation & the
MazaCoin Development Team.!”) On 25 March 2014, David Mills, Director Oglala Sioux Tribe, Office of Economic
Development commented on the status of MazaCoin that the tribe is “for support of more research” and “if we are
satisfied with the outcome we will develop a resolution to the Tribal E&BD Committee in support of this venture to
be forwarded on the Tribal Council for final approval.”!!!

The MazaCoin development team officially endorsed a community-built and -driven website called MazaTalk.[!!]

“This coin has a block target of 120 seconds, and a block reward of 1000 MZC, halving now every 950,000 blocks.
The initial block reward was S000MZC, which was lowered to 1000MZC at block 100,000 when the difficulty re-
tartgeting algorithm was changed in Mazacoin”!®!
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1.3.2 External links

o Official website
e Officially endorsed community website MazaTalk.com

e "Crypto-Currency: Lakota Nation set to launch MazaCoin", O'Gorman, Helen. Financial Crime Asia (web-
site). 19 February 2014.

1.4 Namecoin

Namecoin (Symbol: N or NMC) is a cryptocurrency and the first fork of the bitcoin software.[P12114] Tt is based
on the code of bitcoin and uses the same proof-of-work algorithm. It is limited to 21 million coins.®’

Unlike bitcoin, Namecoin can store data within its own blockchain transaction database. The original proposal for

Namecoin called for Namecoin to insert data into bitcoin’s block chain directly.l”! Anticipating scaling difficulties with

this approach,®! a shared proof-of-work (POW) system was proposed to secure new cryptocurrencies with different
[91

use cases.

Namecoin’s flagship use case is the censorship-resistant top level domain .bit, which is functionally similar to .com
or .net domains but is independent of ICANN, the main governing body for domain names.!"!

1.4.1 Records

Each Namecoin record consists of a key and a value which can be up to 520 bytes in size. Each key is actually
a path, with the namespace preceding the name of the record. The key d/example signifies a record stored in the
DNS namespace d with the name example and corresponds to the record for the example.bit website. The content of
d/example is expected to conform to the DNS namespace specification.!!!

The current fee for a record is 0.01 NMC and records expire after 36000 blocks (~200 days) unless updated or
renewed. Namecoins used to purchase records are marked as used and destroyed, as giving the fee to miners would
enable larger miners to register names at a significant discount.?!

1.4.2 Uses

Proposed potential uses for Namecoin besides domain name registration include:

o Identity systems!!3]

e Messaging systems! 41!
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Personal namespaces!'%!

Notary/timestamp systems!!”!

Alias systems!!81119]

Issuance of shares/stocks!20/[21]

1.4.3 History

In September 2010 a discussion was started in the Bitcointalk forum about a hypothetical system called BitDNS and
generalizing bitcoin, based on a talk at IRC at 14 November 2010. Gavin Andresen and Satoshi Nakamoto joined the
discussion in the Bitcointalk forum and supported the idea of BitDNS.[2231124] A reward for implementing BitDNS
was announced at the Bitcointalk forum in December 2010.>%! Soon a developer decided to implement this idea to
earn this reward.!>>1?) On April 18, 2011 Namecoin was introduced by Vinced (Rumored to be Vincent Durham)
as a multipurpose and distributed naming system based on bitcoin. It was inspired by the BitDNS discussion on the
Bitcointalk forum.?”! WikiLeaks mentioned the project via Twitter in June 2011.128!

Two years later, in June 2013, NamelID was launched.[211301 1t is a service to associate profile information with
identities on the Namecoin blockchain and an OpenlID provider to allow logging into existing websites with Namecoin
identities. The main site itself is accompanied by an open protocol for password-less authentication with Namecoin
identities, a corresponding free-software implementation and a supporting extension for Firefox.

In October 2013, Michael Gronager, main developer of libcoin,*!! found a security issue in the Namecoin protocol,
which allowed modifying foreign names. It was successfully fixed in a short timeframe and was never exploited,
except for bitcoin.bit as a proof-of-concept. 321133

In February 2014, a plug-in for Firefox compatible with Windows and Linux, FreeSpeechMe, was released, providing
automatic resolution of .bit addresses. This is available by downloading the Namecoin block chain and running it in
the background.**

Namecoin was also mentioned by ICANN in a public draft report as the most well-known example of distributing
control and privacy in DNS.[33136]

One month later, in March 2014, OneName was released. It is another identity system built on top of the Namecoin
protocol that stores usernames and personal profile data in the Namecoin block chain.!*”) In contrast to NamelD,
OneName is built purely for profile information and does not support password-less authentication or log-in. One-
Name later (in September 2015) switched user profiles from Namecoin to the Bitcoin blockchain, citing the higher
hashrate of Bitcoin as the reason.38!

In May 2014, Kevin McCoy and Anil Dash introduced Monegraph, a system that links Twitter accounts and digital
assets (such as artwork) in the block chain, allowing proof of ownership of such assets.!*!

1.4.4 See also

e Alternative DNS

e Zooko’s Triangle
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1.5 NuBits

NuBits are the worlds first distributed, stable value digital currency.!!! One NuBit is equal to one US dollar in value.
It works like many other popular digital currencies without the risk of volatility.

NuBits are notable for being the first decentralized cryptocurrency to maintain a $1.00 US price peg for a period of
one year,?! having accomplished it on September 23, 2015.531 The Nu project is considered a global pioneer in the
creation of decentralized stable-value cryptocurrencies.!!!

Price is maintained by users placing huge market orders in both sides of 1 USD (or their equivalent in non USD
exchange pairs), commonly refereed as sell and buy walls, to support the price within a narrow range of the 1 USD
peg. The incentive to do so is the small commission between the market order and the 1 USD peg, usually <1%.
Different users compete to be the closest price , so orders are filled with their walls and earn their profit, at the same
time strengthening the 1 USD peg.

NuBits are the stable part of the Nu Network, the decentralized autonomous organization that started the project.

1.5.1 Notes

[1] NuBits does not have a central authority.

[2] NBT symbol is used by all exchanges accepting the currency. https://nubits.com/exchanges/nubits-exchanges

1.5.2 References
[1] https://www.cryptocoinsnews.com/nubits-seeks-to-end-cryptocurrency-volatility-with-usd-peg/
[2] Price history of NuBits (BTC price rounding adds +/—2%) http://coinmarketcap.com/currencies/nubits/

[3] https://www.reddit.com/r/peercoin/comments/3m4knf/nubits_becomes_the_first_decentralized_digital/

1.5.3 External links

e Official introductory video
o Official website for the Nu Network

e Official discussion about the Nu Network

1.6 Peercoin

Peercoin, also known as PPCoin or PPC, is a peer-to-peer cryptocurrency utilizing both proof-of-stake and proof-
of-work systems.[41%]

Peercoin is based on an August 2012 paper which listed the authors as Scott Nadal and Sunny King."! Sunny King,
who also created Primecoin, is a pseudonym.[® Nadal’s involvement had diminished by November 2013, leaving
King as Peercoin’s sole core developer."!

Peercoin was inspired by bitcoin, and it shares much of the source code and technical implementation of bitcoin.!”)
The Peercoin source code is distributed under the MIT/X11 software license.®!

Peercoin is the fourth largest minable cryptocurrency by market capitalization. Peercoin has a market cap of $30
million USD as of Jul 20, 2014.°! Unlike bitcoin, Namecoin, and Litecoin, Peercoin does not have a hard limit on
the number of possible coins, but is designed to eventually attain an annual inflation rate of 1%. This feature, along
with increased energy efficiency, aim to allow for greater long-term scalability. %!
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1.6.1 Transactions

A peer-to-peer network handles Peercoin’s transactions, balances and issuance through SHA-256, the proof-of-work
scheme (Peercoins are issued when a small enough hash value is found, at which point the block of transactions is
added to the shared block chain. The process of finding these hashes and creating blocks is called 'mining').

Peercoins are currently traded for fiat currencies, bitcoins, and other cryptocurrencies, mostly on online exchanges.
Reversible transactions (such as those with credit cards) are not normally used to buy Peercoins as Peercoin transac-
tions are irreversible, so there is the danger of chargebacks.!!!!

Addresses

Payments in the Peercoin network are made to addresses, which are based on digital signatures. They are strings of
34 numbers and letters which always begin with the letter P. One can create as many addresses as needed without
spending any Peercoins. It is quite common to use one address for one purpose only which makes it easy to see who
actually sent the Peercoins.

Confirmations

Transactions are recorded in the Peercoin blockchain (a ledger held by most clients), a new block is added to the
blockchain with a targeted time of 10 minutes (whenever a small enough hash value is found for the proof-of-work
scheme), a transaction is usually considered complete after 6 blocks, or 60 minutes, though for smaller transactions,
less than 6 blocks may be needed for adequate security.

1.6.2 Creation of New Coins

New coins can be created in two different ways; mining and minting. Mining uses the SHA-256 algorithm to directly
secure the network. Minting rewards users proportionality to the coins that they hold (targeted at 1% annually). There
are long term plans to reduce gradually the amount of mining and to rely more on minting. This is to create a fair
distribution and could lead to an increase in the reward from minting.!!?!

1.6.3 Distinguishing features
Proof-of-stake

Peercoin’s major distinguishing feature is that it uses a hybrid proof-of-stake/proof-of-work system. The proof-of-
stake system was designed to address vulnerabilities that could occur in a pure proof-of-work system. With bitcoin,
for example, there is a risk of attacks resulting from a monopoly on mining share. This is because rewards from
mining are programmed to decline exponentially, which may decrease the incentive to mine.!'! As miners decline,
the likelihood of a monopoly increases, which leaves the network vulnerable to a 51% attack (a 51% attack is when
a single entity possesses over half the mining share, which would allow this entity to theoretically double-spend a
transaction involving their coins)."'3! With a proof-of-stake system, new coins are generated based on the holdings of
individuals. In other words, someone holding 1% of the currency will generate 1% of all proof-of-stake coin blocks.
This has the effect of making a monopoly more costly, and separates the risk of a monopoly from proof-of-work
mining shares.[!1[14]

The proof-of-stake system also has other effects (listed below).!!!

Proof-of-work

The whole network uses the SHA-256 Algorithm. For each 16 times increase in the network, the proof-of-work
block reward is halved.
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Energy efficiency

Peercoin’s proof-of-stake system was developed to address the high energy consumption of bitcoin.!'! For example,
as of April 2013 the generation of bitcoins was using approximately $150,000 USD per day in power consumption
costs.!!3! The proof-of-stake method of generating coins requires very minimal energy consumption; it only requires
the energy to run the client software on a computer, as opposed to running resource-intensive cryptographic hashing
functions.!!! During its early stages of growth, most Peercoins will be generated by proof-of-work like bitcoin, how-
ever over time proof-of-work will be phased out as proof-of-work difficulty increases and block rewards decrease.!!)
As Proof-of-stake becomes the primary source of coin generation, energy consumption (relative to market cap) de-
creases over time.['! As of January 2014, roughly 90% of new coins being generated are still from proof-of-work
and the energy consumption of Peercoin uses roughly 30% of the energy consumption of bitcoin (scaling for market
cap - in terms of value secured per GH/s).

Steady inflation

Peercoin is designed so that it will theoretically experience a steady 1% inflation per year, yielding an unlimited
number of coins. This is a combined result of the proof-of-stake minting process, and scaling of mining difficulty
with popularity.!'! Although Peercoin technically has a cap of 2 billion coins, it is only for consistency checking, and
the cap is unlikely to be reached for the foreseeable future. If the cap were to be reached, it could easily be raised,
hence for all practical purposes Peercoin can be considered to have inflation of 1% per year, with a limitless money
supply.l! This was partially designed to address the growing population.

Transaction fees

Peercoin is designed so that variable and optional transaction fees are removed in favor of a protocol defined trans-
action fee (currently 0.01 PPC/kB).[' The transaction fee is fixed at the protocol level and does not go to miners
but is destroyed instead. This is intended to offset inflation by deflating the money supply and serves to self-regulate
transaction volume, and stop network spam. One issue with a protocol defined transaction fee is that it does not evolve
with the value of currency units, and requires a hardfork of the protocol to adjust transaction fees.

1.6.4 Other
Checkpointing

According to the original paper, Peercoin uses a centrally broadcast checkpoint mechanism.!'! The paper cites Ben
Laurie's argument that “Bitcoin has not completely solved the distributed consensus problem as the mechanism for
checkpointing is not distributed.” King notes that he attempted to design a distributed alternative, but ultimately
concluded that a centralized solution was acceptable until a distributed solution became available.!!

1.6.5 See also

e Alternative currency
e Peer-to-peer computing

e Neucoin

1.6.6 References
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Retrieved 2013-12-23.

[2] Bradbury, Danny. “Third largest cryptocurrency peercoin moves into spotlight with Vault of Satoshi deal”. Coindesk.
Retrieved 19 July 2014.

[3] “Wary of Bitcoin? A guide to some other cryptocurrencies”. Wired.co.uk. 2013-05-12.
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1.6.7 External links

e Official website

o Official Peercoin white paper

1.7 Titcoin

Titcoin (Ticker Symbol: TIT!!) is a type of digital currency called a cryptocurrency that uses cryptography on a
decentralized peer-to-peer network to manage the issuance of new currency units while simultaneously processing
transactions.!?! Titcoin is a derivative of the bitcoin source code with key modifications to the software which greatly
improve transaction speeds and network difficulty readjustments.®! Titcoin is exclusively designed for and marketed
towards the adult entertainment industry to allow owners of the currency to pay for adult products and services without
the fear of incriminating payment histories appearing on their credit cards.[4!!

Titcoin is notable for being the first altcoin fully recognized as a legitimate form of currency by a major industry trade
organization. In 2015, Titcoin received two nominations at the 2015 XBIZ Awards ceremony which honors companies
that play an essential part in the growth and success of adult entertainment.!’ In 2016, Titcoin was nominated for a
second year in a row as Alternative Payment Services Company of the Year at the 2016 XBIZ Awards.”]

1.7.1 History

Titcoin was originally founded by three cryptocurrency advocates from New York City: Edward Mansfield, Richard
Allen and a third anonymous individual.®® The founders developed Titcoin for the adult entertainment industry as a
cash alternative payment system for performing anonymous transactions.[*!!”! Titcoin allows consumers of adult en-
tertainment to perform transactions without using any personally identifiable information.!''"?! Titcoin also benefits
adult businesses with zero chargebacks and freedom from dealing with traditional financial institutions.!'3/[14]

On January 17, 2014, Titcoin was formally revealed to the cryptocurrency community with initial coin specifications
and an official launch timeframe.>!

On June 21, 2014, the Titcoin wallet and source code was released with an initial soft launch for the cryptocurrency
community followed by a hard launch for the public.!%!

On August 26, 2014, the Titcoin wallet was successfully forked to support transaction times 10x faster than bitcoin
and to enable real-time adjustments to the network difficulty level.['”!
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In September, 2014, former Wall Street stockbroker and Jordan Belfort protégé at Stratton Oakmont, Patrick McDonnell,1'8]
joined the Titcoin development team as a business development advisor.[ 120!

1.7.2 Specifications

Titcoin is a bitcoin clone that leverages the same SHA-256 set of cryptographic hash functions.!>!?2! The four key
differences between Titcoin and bitcoin are the total number of coins to be issued, the total number of coins rewarded
per block, the average block time, and the network difficulty retarget frequency.?*!

1.7.3 Awards and Recognition

Titcoin has received several award nominations and ratings from notable organizations within the adult entertainment
and cryptocurrency industries.

Adult Industry

e Alternative Payment Services Company of the Year (Finalist) - 2016 XBIZ Awards!”!
e Alternative Payment Services Company of the Year (Finalist) - 2015 XBIZ Awards!®!

e Innovative Web Product of the Year (Finalist) - 2015 XBIZ Awards!®
Cryptocurrency Industry

e 5 Plus+ POD Rating - Proof of Developer!?>!

1.7.4 Other adult cryptocurrencies

In addition to Titcoin, there are other lesser known cryptocurrencies that were similarly developed for the adult
entertainment industry.

1.7.5 External links

e Official Titcoin Website
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Chapter 2

Scrypt-based

2.1 Auroracoin

Auroracoin (code: AUR, symbol: [) is a peer-to-peer cryptocurrency launched in February 2014 as an Icelandic
alternative to bitcoin and the Icelandic kréna.['l?/3] Based on Litecoin with a scrypt proof-of-work algorithm, its
unknown creator or creators use the pseudonym Baldur Friggjar Odinsson (or Odinsson).!!2/3] They stated that they
planned to distribute half of auroracoins that would ever be created to all 330,000 people listed in Iceland’s national
ID database beginning on March 25, 2014, free of charge, coming out to 31.8 auroracoins per person.!!3!

Auroracoin was created as an alternative currency to address the government restrictions on Iceland’s kréna, in place
since 2008, which severely restricts movement of the currency outside of the country.!!! Iceland’s Foreign Exchange
Act also prohibits the foreign exchange of bitcoins from the country, according to a government minister.*! Aurora-
coin was the first of a number of country-based cryptocurrencies."!

2.1.1 History

The pseudonym Baldur Friggjar Odinsson is based on Norse mythology, referencing Baldur, his mother Frigg, and
his father Odin.!!!

Airdrop

By using the Kennitala national identification system to give away 50% of the total issuance of Auroracoins to the
population of Iceland, a process dubbed the “airdrop”, the developer hoped to bootstrap a network effect and introduce
cryptocurrency to a national audience.®!

Phase 1 of the airdrop began on March 25, 2014, with 31.8 AUR being distributed to each claimant. With a USD
value of $12.11 per coin on March 24th, Icelanders were receiving the equivalent of $385.1"! Price quickly began
to fall with the broad issuance of coins. Within one day of the Airdrop launch, approximately 281,000 coins had
been distributed and price had dropped nearly 50% versus bitcoin.[” When phase one of the airdrop had completed
on July 24, 2014 it was estimated that 1,126,674 AUR had been disbursed among 35,430 claimants, out of a total
Iceland population of 323,002 (2013).8!

The second phase of the airdrop ran from July 25 to November 24, 2014.With the value of AUR having fallen
dramatically against the krona the amount per claim was increased to 318 coins. About 5024 claims totalling almost
1.6 million coins were made.!”!

The final phase of the airdrop took place from November 25, 2014 to March 24, 2015 with nearly 1.7 million
coins being claimed by more than 2600 Icelanders. By this time the price had fallen so sharply that the payout
had increased to 636 coins per recipient.'’! On April 22, 2015 in accordance with the original airdrop plan, the
5,344,628 unclaimed pre-mined coins were verifiably 'burned' or made inaccessible by being sent to the address
AURburnAURburnAURburnAURburn7eS4Rf.
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Foundation

The Auroracoin Foundation was launched on March 29, 2015 to spearhead further technical development and promote
the use of Auroracoin in Iceland. The Foundation was granted 1,000,000 AUR by the developer to help fund this
work. ']

2.1.2 Controversy

Some Icelandic politicians have taken a negative view of Auroracoin. During a parliamentary debate on March 14,
2014, MP Pétur Blondal, vice-chair of the Parliament’s Economic Affairs and Trade Committee (EATC), emphasized

that potential tax evasion through the use of Auroracoin could impact Iceland’s economy.['?'1'3] He also said that the

public should realize that Auroracoin “is not a recognized currency since no-one backs the medium”.[?!

MP Frosti Sigurjénsson, a member of the ruling Progressive Party and Chairman of the EATC,!'?! suggested in a

blog post on his website that there is evidence that Auroracoin is an illegal financial “scam”.!131114]

Odinsson said that "(parliament) can make it illegal to own or trade Auroracoin, however, they will never be able to
control such a decentralized system, or stop Icelanders from using the currency, without turning Iceland into a police
state.”[1?]

Between its peak of around 0.1 BTC and March 30, 2014, Auroracoin’s value fell to 0.004BTC.['>) Auroracoin has
begun to stabilize since the remaining pre-mined coins were burned on April 22, 2015.[6]
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tion”. International Business Times.
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[5] Gilbert, David (March 1, 2014). “Cryptocurrency News Round-Up: Aphroditecoin Woos Miners as Auroracoin Airdrop
Nears”. International Business Times.

[6] “As Auroracoin “Airdrop” Approaches, What Does It Mean When A Nation Adopts A Cryptocurrency?". Tech Crunch.
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2.1.4 External links

e Auroracoin Foundation official website

e Auroracoin community site

2.2 Coinye

Coinye, formerly Coinye West, is an abandoned!!!?![3! scrypt-based cryptocurrency that became embroiled in a
trademark infringement lawsuit for using the American hip hop artist Kanye West as its mascot, despite West having
no affiliation with the project.[*'> The project was abandoned by the original developers following West's filing of a
trademark infringement lawsuit against them.[®!

2.2.1 Release

Coinye was originally slated for release on January 11, 2014, but legal pressure prompted David P. McEnery Jr.[”) and
his development team to release the source code and mining software on January 7, a few days ahead of schedule.®!
Early press materials promised a proper and fair release, with no pre-allocation of coins.””! However, later statements
from the developers confirmed that approximately 0.37% of the maximum money supply of Coinye had been reserved
for the creators of the coin before launch.['”! The developers claimed that this was to cover unexpected legal and
development costs.

2.2.2 Trademark infringement lawsuit

On January 6, 2014, Kanye West’s lawyers sent the development team a cease and desist order on the basis that the
then-unreleased currency constituted trademark infringement, unfair competition, cyberpiracy and dilution.[!'"1?! In
response to the legal threats, the development team changed the name of the currency from “Coinye West” to “Coinye”
and moved to a new domain name.'®! By January 10, 2014, the development team stated that they had removed all
references to West but instead “to a half-man-half-fish hybrid,” a nod to a South Park episode in which West fails to
realize why people are jokingly calling him a “gay fish.”[!*] These actions were not sufficient to appease West’s legal
team and a lawsuit was filed against the creators of the coin, prompting them to sell their Coinye holdings and leave
the project.[!]

2.2.3 Developer departure and community takeover

On January 14, 2014, a representative of Coinye announced on Reddit that “the developers basically dumped all their
coins on the one exchange and left the scene.”!1[!>] Coinye’s official site was replaced with text reading “Coinye is
dead. You win, Kanye.”,[m] and the original website is now down.

Although the creators of the project closed down all official Coinye services and have distanced themselves from the
parties they labeled “morons trying to revive this coin,”!!”! the peer-to-peer coin network is still operational and a
group of volunteers has claimed that they will continue development on the coin.['®! However, as of May 2015, no
updates to the Coinye source code appear to have been released since the original developers’ departure.!'*!

2.2.4 Decline of use

Coinye has been called “defunct” by numerous publications.20121112211231124] Though the coin’s peer-to-peer network
is itself still functional, Coinye’s global block difficulty fell from 78 to 1.012 between January 18, 2014!>5 and May
7, 2014,2%) indicating that the network’s total processing power fell by roughly 99% during that time.

2.2.5 External links

o https://web.archive.org/web/20140517065834/http://coinyethecoin.com/ An archive of a web site about the
cryptocurrency
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2.3 Dogecoin

Dogecoin (/'doszkom/ DOHZH-koyn,'*' code: DOGE, symbol: P! and D) is a cryptocurrency featuring a likeness
of the Shiba Inu dog from the "Doge" Internet meme as its logo.[*!/5116] Tt was introduced on December 8, 2013.!!
Started as a “joke currency” in late 2013, Dogecoin quickly developed its own online community and reached a
capitalization of USD 60 million in January 2014;! as of September 2015, it had a capitalization of USD 12.5
million.!

Compared with other cryptocurrencies, Dogecoin has such fast initial coin production schedule: 100 billion coins
have been in circulation by mid 2015 with an additional 5.256 billion coins every year thereafter. As of 30 June
2015, the 100 billionth Dogecoin has been mined.!'”! While there are few mainstream commercial applications, the
currency has gained traction as an Internet tipping system, in which social media users grant Dogecoin tips to other
users for providing interesting or noteworthy content.!'!! Many members of the Dogecoin community, as well as
members of other cryptocurrency communities, use the phrase “To the moon!" to such describe the overall sentiment
of the coin’s rising value H'211131014]

2.3.1 Opverview and history
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A Dogecoin paper wallet

Dogecoin was created by programmer Billy Markus from Portland, Oregon, who hoped to create a fun cryptocurrency
that could reach a broader demographic than Bitcoin. In addition, he wanted to distance it from the controversial
history behind bitcoin, mainly its association with the Silk Road online drug marketplace.!'>! At the same time,
Jackson Palmer, a member of Adobe Systems' marketing department in Sydney, was encouraged on Twitter by a
student at Front Range Community College to make the idea a reality.[!®!

After receiving several mentions on Twitter, Palmer purchased the domain dogecoin.com and added a splash screen,
which featured the coin’s logo and scattered Comic Sans text. Markus saw the site linked in an IRC chat room,
and started efforts to create the currency after reaching out to Palmer. Markus based Dogecoin on the existing
cryptocurrency, Luckycoin,!'”! which features a randomized reward that is received for mining a block, although this
behavior was later changed to a static block reward in March 2014. In turn, Luckycoin is based on Litecoin,!!®!
which also uses scrypt technology in its proof-of-work algorithm. The use of scrypt means that miners cannot use
SHA-256 bitcoin mining equipment, and that dedicated FPGA and ASIC devices used for mining are complicated to
create. Dogecoin was officially launched on December 8, 2013.!'1201 The Dogecoin network was originally intended
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to produce 100 billion Dogecoins, but later, it was announced that the Dogecoin network would produce infinite
Dogecoins.[?111221[23]

On December 19, 2013, Dogecoin jumped nearly 300 percent in value in 72 hours, rising from US$0.00026 to
$0.00095,2* with a volume of billions of Dogecoins per day.!>>! This growth occurred during a time when bitcoin
and many other cryptocurrencies were reeling from China’s decision to forbid Chinese banks from investing Chinese
Yuan into the bitcoin economy.['® Three days later, Dogecoin experienced its first major crash by dropping by 80%
due to large mining pools seizing opportunity in exploiting the very little computing power required at the time to
mine the coin.%%!

On December 24, 2013, The Reserve Bank of India cautioned users of Dogecoin and other cryptocurrencies on
the risks associated with them.?”? On December 25, 2013, the first major theft attempt of Dogecoin occurred when
millions of coins were stolen during a hacking attempt on the online wallet platform Dogewallet.?®! The hacker gained
access to the platform’s filesystem and modified its send/receive page to send any and all coins to a static address.!>"/3%!
This incident spiked Tweets about Dogecoin making it the most mentioned altcoin on Twitter.[*!! To help those who
lost funds on Dogewallet after its breach, the Dogecoin community started an initiative named “SaveDogemas” to
help donate coins to those who lost them. Approximately one month later, enough money was donated to cover all
of the coins that were lost.*?! By January 2014, the trading volume of Dogecoin briefly surpassed that of bitcoin and
all other crypto-currencies combined.!*3 As of 25 January 2015, Dogecoin has a market capitalization of USD 13.5
million.!

2.3.2 Fundraising
2014 Winter Olympics

The Dogecoin community and foundation have encouraged fundraising for charities and other notable causes. On
January 19, 2014, a fundraiser was established by the Dogecoin community to raise $50,000 for the Jamaican Bobsled
Team, which had qualified for, but could not afford to go to, the Sochi Winter Olympics. By the second day, $30,000
worth of Dogecoin was donated,’*¥ and the Dogecoin to bitcoin exchange rate rose by 50%.[33136137I381391140) The
Dogecoin community also raised funds for a second Sochi athlete Shiva Keshavan.!!

Doged4Water

Inspired by the Winter Olympics fundraiser and smaller charity fundraising successes, the Dogecoin Foundation, led
by Eric Nakagawa, began collecting donations to build a well in the Tana river basin in Kenya in cooperation with
Charity: Water. They set out to raise a total of 40,000,000 ($30,000 at the time) Dogecoin before World Water Day
(March 22). The campaign succeeded, collecting donations from more than 4,000 donors, including one anonymous
benefactor who donated 14,000,000 Dogecoin (~ $11,000) in what news media dubbed “the most valuable tweet in

history”.[4?!

NASCAR

On March 25, 2014, the Dogecoin community successfully raised 67.8 million Dogecoins (around $55,000 at the
time) in an effort to sponsor NASCAR driver Josh Wise. Wise ran with a Dogecoin/Reddit-sponsored paint scheme
at the Aaron’s 499 at Talladega Superspeedway.*! On May 4, 2014, Wise and his car were featured for nearly a
minute, during which the race commentators discussed Dogecoin and the crowdfunding effort, while finishing 20th
and narrowly avoiding multiple wrecks.[**! On May 16, 2014, Wise won a spot at the Sprint All-Star Race through an
online fan vote beating household name Danica Patrick, largely due to the efforts of the Dogecoin Reddit community.
He finished the race in 15th, last car running.[45][46] The following race in the Coca-Cola 600, Wise debuted a
Dogecoin/Reddit.com helmet.[*”! Wise later announced he would run the car again at the Toyota/Save Mart 350[4%!
as a thank-you gift to the community and the GEICO 500. He finished twenty-eighth in the race due in part to a
refueling issue; he was in twelfth place after a gas-and-go pit stop, but the gas can did not engage long enough, resulting
in a second pit stop that took him towards the back of the pack.[**!*"! The developer of the NASCAR '14 video game
announced that they are looking into adding the Dogecoin car as a drivable car in an upcoming DLC.[461150]
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2.3.3 Use and exchanges

Several online exchanges offer DOGE/BTC B! and DOGE/LTC 52! trading. Three exchanges, Mengmengbi,
Bter and BTC38, offer DOGE/CNY trading.!>3!* On January 8, 2014, AltQuick.co was the first exchange to
launch DOGE/USD exchange.®>! On January 30, 2014, Canada-based exchange Vault of Satoshi also announced
DOGE/USD and DOGE/CAD trading.’®'>7) On February 2014, Hong Kong-based exchange Asia Nexgen an-
nounced that they would support the trading of Dogecoins in all major currencies. China-based exchange BTC38
also added their support on the Dogecoin exchange, boosting the market capitalization over 24 hours.’815%! In the
first day of trading, Dogecoin was the second-most traded currency on the platform, after BTC.!®"! Since September
2014 offers UK based exchange Yacuna DOGE trading in EUR and GBP.[®!]

On January 31, 2014, trading volume across the major exchanges was valued at $1.05 million USD. The market
cap was USD$60 million. Three exchanges accounted for the majority of volume: Bter (60%), Cryptsy (23%), and
Vircurex (10%). The most traded currency pairs were DOGE/BTC (50%), DOGE/CNY (44%) and DOGE/LTC
(6%).16%!

Trading physical, tangible items in exchange for DOGE takes place on online communities such as Reddit and
Twitter.[9311%41 On December 23, 2013, Tristan Winters of the online journal Bitcoin Magazine discussed what was
needed for Dogecoin to replace bitcoin.!!

The first Dogecoin ATM was demoed at Coinfest in Vancouver in February 2014./%6! Two bitcoin ATMs supporting
Dogecoins and other altcoins opened in Tijuana, Mexico on March 17, 2014.16]

Dogecoin has also been used to try sell a house,%®! and has been used in the pornography®®! and poker’"! industries.

2.3.4 Transactions

See also: Bitcoin network

Like bitcoin and Litecoin, Dogecoin functions using public-key cryptography, in which a user generates a pair of
cryptographic keys: one public and one private. Only the private key can decode information encrypted with the
public key; therefore the keys’ owner can distribute the public key openly without fear that anyone will be able to use
it to gain access to the encrypted information. All Dogecoin addresses are public key hashes. Unlike bitcoin addresses,
which are 27 to 33 characters long, Dogecoin addresses are a string of 34 numbers and letters (both upper and lower
case), starting with the letter D. A public key is the Dogecoin address to which other users can send Dogecoins. A
private key, however, allows full access to the Dogecoin wallet; it must be kept secret and secure. Dogecoin holds
the record for most transactions per day for any cryptocurrency, peaking at 2.5 times more transactions than all other
cryptocurrencies combined in December 2013.17!]

2.3.5 Mining parameters

Dogecoin’s implementation differs from Litecoin by several parameters. Dogecoin’s block time is 1 minute as opposed
to Litecoin’s 2.5 minutes. The difficulty retarget time is once per block and the reward is fixed based on the block
schedule listed below. However, when Dogecoin was first introduced, the difficulty retargeting was once every four
hours, and the reward was a random number between 0 and a maximum defined by the block schedule. Under the
system in which a random number of coins were distributed, rewards were calculated using a Mersenne Twister
pseudo-random number generator.”?! While the original implementation of Dogecoin meant for there to be a fixed
number of coins per block from block 600,001 onwards only (providing 10,000 coins per block),!”! the algorithms
in Dogecoin were changed beginning from the 145,000th block so that a fixed reward was always given (providing
250,000 coins per block until block 200,001).[73]

On March 12, 2014, version 1.6 of the Dogecoin client was announced. Along with allowing for there to be a fixed
reward per block, the new client update also introduced a new difficulty algorithm called DigiShield. The main goal
of the new difficulty algorithm, adopted from the Digibyte altcoin, was to prevent multipools from being able to mine
(and thereby profit) off the coin, reducing the price of the coin drastically, along with forcing single-coin miners to
deal with the rise in difficulty the pools left in their wake. Thanks to the algorithm’s near-instant change in difficulty,
any multipool entering the Dogecoin network will immediately leave, as the difficulty of mining will spike upwards
severely, causing a drop in profitability and, ultimately, an absence of multipools.'”?!

Several cases of using employer or university computers to mine Dogecoin have been discovered.!”#7>!


https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Litecoin
https://en.wikipedia.org/wiki/Renminbi
https://en.wikipedia.org/wiki/United_States_dollar
https://en.wikipedia.org/wiki/Canadian_dollar
https://en.wikipedia.org/wiki/Asia_Nexgen
https://en.wikipedia.org/wiki/USD
https://en.wikipedia.org/wiki/Reddit
https://en.wikipedia.org/wiki/Twitter
https://en.wikipedia.org/wiki/Tristan_Winters
https://en.wikipedia.org/wiki/Bitcoin_network
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Litecoin
https://en.wikipedia.org/wiki/Litecoin
https://en.wikipedia.org/wiki/Mersenne_Twister
https://en.wikipedia.org/wiki/Pseudo-random_number_generator
https://en.wikipedia.org/wiki/Mining_pool#Multipool_mining

54 CHAPTER 2. SCRYPT-BASED

2.3.6 Block schedule

2.3.7 Currency supply

Unlike deflationary cryptocurrencies (like bitcoin), there is no limit to how many Dogecoins can be produced. This
puts Dogecoin in the same league as other inflationary coins. According to the current production schedule, approxi-
mately 98 billion coins have been released by February 2015, with block 600,000 mined on February 25. Thereafter,
approximately 5.256 billion more coins will be produced per year, in perpetuity. This represents an inflation rate of
5.256% (in 2015), that will forever decrease though (e.g. in 2025 yearly inflation rate will be 3.4%, in 2035 2.5%,
etc...). During December 2013 and January 2014, Dogecoin’s developers discussed in public forums whether this
should be changed,!??!®*! and, on February 2, 2014, Dogecoin founder Jackson Palmer announced that the supply of
coins would remain uncapped.®’!
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2.3.9 External links

e Official website

2.4 Litecoin

Litecoin (LTC or L) is a peer-to-peer cryptocurrency and open source software project released under the MIT/X11
license.?! Inspired by and technically nearly identical to bitcoin (BTC), Litecoin creation and transfer is based on an
open source protocol and is not managed by any central authority.?/!

After Bitcoin, Litecoin is the second-largest true cryptocurrency by market capitalization.*!

24.1 History

Litecoin was released via an open-source client on GitHub on October 7, 2011 by Charles Lee, a former Google
employee."! It was a fork of the Bitcoin-Qt client, differing primarily by having a decreased block generation time,
increased maximum number of coins, different hashing algorithm (scrypt, instead of SHA-256%1), and a slightly
modified GUL

During the month of November 2013, the aggregate value of Litecoin experienced massive growth which included a
100% leap within 24 hours.!”!

Litecoin reached a $1 billion marketcap in November 2013.181 As of August 2015, its market capitalization is
US$181,542,352 with the price at $4 levels.[®]

2.4.2 Development

Litecoin version 0.8.5.1 was released in November 2013. The release included fixes for vulnerabilities and added
enhanced security to the Litecoin network.

The Litecoin developer team released version 0.8.6.1 in early December 2013. The new version offered a 20x re-
duction in transaction fees, along with other security and performance improvements in the client and network. The
source code and binaries were released early to people in the "#litecoin” IRC channel, on the official Litecoin fo-
rums, and on Reddit, with information for power users to add a Litecoin supernode to the configuration file, while
the main site was to be updated after enough of the network was running the new version. This release method was
used to ensure that the low fee transactions from version 0.8.6.1 clients would not be delayed by clients running older
versions.

In April 2014, a new version of Litecoin was released, version 0.8.7.1, which fixed some minor issues along with an
important fix related to the Heartbleed security bug.
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2.4.3 Differences from Bitcoin

Litecoin offers three key differences from Bitcoin.

e The Litecoin Network aims to process a block every 2.5 minutes, rather than Bitcoin’s 10 minutes, which its
developers claim allows for faster transaction confirmation.!>!!! A drawback is a higher probability of orphaned
blocks. Advantages can include greater resistance to a double spending attack over the same period as bitcoin.
However, total work done is a consideration. For example, if the Litecoin Network has comparatively ten
times less computing work done per block than the bitcoin network, the bitcoin confirmation is around ten
times harder to reverse, even though the Litecoin Network is likely to add confirmation blocks at a rate four
times faster.

e Litecoin uses scrypt in its proof-of-work algorithm, a sequential memory-hard function requiring asymptotically
more memory than an algorithm which is not memory-hard.!!!

e The Litecoin Network will produce 84 million Litecoins, or four times as many currency units as will be issued
by the Bitcoin Network.

The original intended purpose of using Scrypt was to allow miners to mine both Bitcoin and Litecoin at the same
time.! The choice to use scrypt was also partially to avoid giving advantage to video card (GPU), FPGA and ASIC
miners over CPU miners; although Charlie Lee has never publicly agreed with this opinion.

Due to Litecoin’s use of the scrypt algorithm, FPGA and ASIC devices made for mining Litecoin are more compli-
cated to create and more expensive to produce than they are for bitcoin, which uses SHA-256.1>IThis is widely due to
the Scrypt hashing scheme being more memory intensive; increasing memory requirements for ASICs and FPGAs.
However, as of December 2015, ASIC miners are widely available and the primary method of mining Litecoin.

2.4.4 Transactions

A peer-to-peer network similar to bitcoin's handles Litecoin’s transactions, balances and issuance through scrypt,
the proof-of-work scheme (Litecoins are issued when a small enough hash value is found, at which point a block is
created, the process of finding these hashes and creating blocks is called mining). The issuing rate forms a geometric
series, and the rate halves every 840,000 blocks, roughly every four years, reaching a final total of 84 million LTC.

Litecoins are currently traded primarily for both fiat currencies and other cryptocurrencies, mostly on online exchanges.
To avoid the danger of chargebacks, reversible transactions, such as those with credit cards, are not normally used to
buy litecoins as Litecoin transactions are irreversible.

Addresses

Payments in the Litecoin network are made to addresses, which are Base58-encoded hashes of users’ public keys.
They are strings of 33 numbers and letters which always begin with the letter L.

Confirmations

Litecoin transactions are recorded in the Litecoin blockchain (a ledger held by most clients). A new block is added
to the blockchain roughly every 2.5 minutes (Whenever a small enough hash value is found for the proof-of-work
scheme). A transaction is usually considered complete after six blocks, or 15 minutes, though for smaller transactions,
fewer than six blocks may be needed for adequate security.

2.4.5 Wallets

The most common Wallet available today is “Litecoin Core” for Linux, Windows and Mac OS. Litecoin Core is an
offline wallet based on the Bitcoin Core wallet.

On January 19, 2014, the Litecoin Android wallet was released. This new release replaces the old Android client
which contained major security issues.
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A new Litecoin Electrum client — a lightweight wallet for Litecoin — was released for beta testing on April 10, 2014.
As with other Litecoin Dev projects, the client is based on the bitcoin source and the Litecoin developers fix issues
upstream in order to make it easier to keep the Litecoin version updated. As with the Litecoin Android wallet, this
new version of Electrum for Litecoin replaces the old and unsupported version created in the first year of Litecoin’s
release.

2.4.6 Exchanges

As of February 2015 there are many exchanges that deal with Litecoin. Although some exchanges allow only trading
between litecoins and bitcoins, many exchanges provide trading between litecoins and US dollars (247exchange,
Bitfinex, BTC-e, OKCoin, BitBay), Euros (Kraken, Yacuna), and Chinese Yuan (Huobi, BTC China, OKCoin).[!*]

2.4.7 See also

Bitcoin
Crypto-anarchism

Private currency
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2.5 PotCoin

PotCoin (code: POT!?)) is a peer-to-peer cryptocurrency which exists with the aim of becoming the standard form
of payment for the legalized cannabis industry.”’ PotCoin is an open source software project released under the
MIT/X11 license and was technically nearly identical to Litecoin until August 23, 2015, when Potcoin changed to
POSYV similar to Reddcoin. PotCoin is not managed by any central authority and provides a decentralised solution
for the transfer of value. As of August 2014, PotCoin has received mainstream media coverage from agencies such
as Fox Business,?! Vice and TechCrunch.P!

2.5.1 History

PotCoin was released on January 21, 2014, via GitHub by three entrepreneurs from Montreal, Canada, who hoped
to create a cryptocurrency that would be adopted by the legal cannabis industry across the world.”) A week after
launch, PotCoin had enough interest to merit multiple mining pools and on January 30, was added to a newly launched
cryptocurrency exchange named Cryptorush allowing trading between Bitcoin and PotCoin.!®! During February and
March 2014, PotCoin gained mainstream media attention due to the large community and expanding development
team. On February 17, Chronic Star Medical, a supplier of cannabis foods, was the first merchant to announce they
would be accepting PotCoin as a form of payment.l”) By the end of March, PotCoin was added to three cryptocurrency
exchanges that account for the largest trade volume to this date!®! and the development team had announced that they
had secured their first seed-round investment.”’

On April 9, 2014, the PotCoin development team revealed their identities for the first time when co-founders and de-
velopers Joel Yaffe and Nick Iversen delivered a talk about PotCoin at the New York Cryptocurrency Convention.[!"!
The team also announced that they would be present in Denver on April 20 for the 420 counterculture holiday. On
April 19, 2014, PotCoin witnessed a dramatic rise in price, taking its market capitalization over 1 million USD!'!! for
the first time, fuelled by excitement around the April 20th counterculture holiday. On April 20, PotCoin experienced
its first major crash with the value halving in one day due to speculation by investors.

The market capitalisation then sunk to a low of $244,000 on May 22, 2014. On May 27, PotCoin ATMs were made
available for use in two River Rock Wellness dispensaries in Colorado which was regarded as a major milestone and
helped overturn the downtrend in price leading to an all-time high market capitalization of $1,860,000 on July 1.["]

Early 2015 showed dark times for Potcoin. The original development team broke apart and left for various reasons.
At this point the community tried to rally Potcoin away from death as a community-driven coin. PotLabs, a group of
people who had helped to develop many things for Potcoin in the early years, took charge of the push to keep Potcoin
alive and moving forward.

On August 23, 2015, Potlabs released an update for Potcoin, one that was very anticipated. With this Potcoin began
its move to the POSV algorithm. Over the next few weeks there were some issues with the network getting up to
speed. Many cryptocurrency exchanges also froze their Potcoin wallets waiting to see what would happen. Within
a few weeks the network began to get up to speed and when exchanges were notified they began to unfreeze their
wallets allowing normal transactions to resume.

2.5.2 Overview and specification

Much like Bitcoin, PotCoin is based on a public ledger known as a block chain.!'?! PotCoin was originally a fork of
Litecoin-QT but with key differences including a shorter block generation time, a quicker halving schedule and an
increased maximum number of coins.!'3! Before PotCoin was publicly released, 55 blocks were mined for check-
points. The initial block reward (the number of coins rewarded for solving a block whilst mining) was set a 420
PotCoins but on June 1, 2014, the block reward was halved and currently stands at 210 PotCoins.[4 Mining can be
performed by hardware including CPUs, GPUs and more commonly scrypt ASICs. On August 23, Potcoin changed
mining algorithms from Scrypt to POSV, a proof of stake algorithm designed to reward not only the ownership of
coins but also transactions.

2.5.3 Usage
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Wallets

A PotCoin wallet is used to store, send and receive PotCoin and is the equivalent of a physical wallet for transactions.
Addresses are generated with a private key which can be used to redeem wallet contents and a public key which must be
used by the payer to send PotCoins to the payee’s wallet. The public key is a unique identifier of 26—34 alphanumeric
characters and is commonly known as one’s address. PotCoin wallets can be desktop software or mobile application
or can be hosted on the Internet.

PotCoin-Qt is an open-source PotCoin client that can be used as a desktop client for regular payments or as a server
utility for merchants and other payment services. The PotCoin-Qt client is a fork of Litecoin-Qt and binaries are
available for Windows, Mac and Linux. Electrum-Pot is an open-source wallet that can be used as an alternative to
PotCoin-Qt. The Electrum wallet differs in that a remote server is used and so an end-user does not need to download
the blockchain. A single wallet can also be used on numerous devices by using a secret seed.

There are numerous online services dedicated to hosting PotCoin wallets allowing users to store PotCoins remotely
and access through a smartphone. Many online services host wallets on their servers enabling users to deposit and
withdraw a balance from their website.

The use of physical items to store a private key is known as cold storage with a common example being paper
wallets.'!>! To redeem and send PotCoins held in cold storage, the private key must be imported into and electronic
wallet.

Buying and selling

PotCoin can be traded online at numerous digital currency exchanges for Bitcoin, Litecoin, Dogecoin and Darkcoin.
As of November 8, 2014, Cryptsy accounts for 91.7% of the trading volume, Bittrex 8.12% and seven other exchanges
contributing towards the other 0.18% of trading volume.!'®! There are also sites that facilitate private and local trades
with LocalPot being a notable example.!'”!

Spending

As of November 8, 2014, there are 44 merchants accepting PotCoin as a payment method for products or services.!!®!

2.5.4 Charitable fundraising
Snoop Youth Football League

On February 16, 2014, the PotCoin community paid $500 to Snoop Youth Football League, a charity set up by Snoop
Dogg. The Snoop Youth Football League is 501c¢3 non-profit organization that gives inner-city children between ages
5 and 13 the chance to participate in youth football and cheer.!"”! It took the community two days to raise the required
55,000 PotCoins.[°! A video message was posted by Snoop Dogg thanking Nick Iverson, a PotCoin developer, for
the contribution and bonus prizes were sent to a number of community members.?!!

Cannabis Health Service

On June 6, 2014, 18500 PotCoins were paid to the Cannabis Health Service, an organisation based in the UK, after
a community on PotFunder.??! The Cannabis Health Service was founded by Colin Davies, a prominent activist with
the aim of helping patients who believe, or have found, cannabis to be beneficial for the treatment of their illnesses.**!

FRAXA Research Foundation

On July 8, 2014, a check for US$2000 was presented to the FRAXA Research Foundation after a community fund-
raising initiative through PotFunder.*! The fund-raising campaign was pioneered by PotCoin team member Russell
Thomas who has a son that suffers from Fragile X syndrome (a form of mental retardation and the leading known
cause of autism'®!'). FRAXA is a 501c3 non-profit organization whose mission is to find effective treatments and
ultimately a cure for Fragile X.[?°!
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Healthy Hopes

On August 2, 2014, 32578 PotCoins were paid to Healthy Hopes after a campaign on PotFunder.?”! Healthy Hopes
are a charity whose mission is to provide safe access to medical cannabis to seriously and chronically ill patients who

have no hopes of legally obtaining the medicine they need where they live.

[28]
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Chapter 3

CryptoNote-based

3.1 CryptoNote

CryptoNote is an application layer protocol that powers several decentralized privacy oriented digital currencies.
Conceptually, it is an evolution of ideas behind bitcoin: both are similar in some ways yet different in many others.!!1?!

The main difference between the two technologies is that bitcoin (and most digital currencies) is less opaque than
CryptoNote-based currencies due to the later’s blockchain being almost anonymous, contrary to non-Cryptonote
blockchains.*!*! CryptoNote currencies use a distributed public ledger that records all balances and transactions of
its in-built currency like bitcoin. Unlike bitcoin, CryptoNote’s transactions cannot be followed through the blockchain
in a way that reveals who sent or received coins. The approximate amount of a transaction can be known, but the
origin, destination, or actual amount cannot be learned. The only information available is that the actual amount was
lower than the displayed amount. The only people with access to the whole set of data about a transaction are the
sender or receiver of the transaction and the person who possesses one or both secret keys.

Another significant difference is hash-based proof-of-work algorithm. Bitcoin uses SHA256, which is CPU-bound
function. That means that participants (miners) are only limited by their calculation speeds, and it is relatively cheap
to create an application-specific integrated circuit (ASIC) device, which will surpass an ordinary computer in hashes
per unit of money."! CryptoNote uses memory bound function CryptoNight, which cannot be easily pipelined.(®!

CryptoNote code was not forked from bitcoin’s, so it also has other different inner algorithms, like recalculating new
difficulty level or new block size.!®!

3.1.1 Origins

CryptoNote technology was first described in a whitepaper CryptoNote v 1.0."" An updated version has been re-
leased under the name CryptoNote v 2.0'%! later. The Bytecoin cryptocurrency was the first one where the underlying
cryptographic protocol has been implemented. CryptoNote was at first developed in Java for faster launch, and then
re-written in C++ in 2013.1%

CryptoNote is based on many early works and protocols and takes into consideration several issues raised formerly.
Below is the list of most important papers and events influenced CryptoNote:[]

e 1983 — Blind signatures described by David Chaum;"?!
e 1997 — HashCash (an instance of a proof-of-work system) invented by Adam Back;
e 2001 —Ron Rivest, Adi Shamir, and Yael Tauman proposed ring signatures to the cryptographic community;!!!!

e 2004 — Patrick P. Tsang and Victor K. proposed using the ring signature system for voting and electronic
cash;!!?

e 2008 — Bitcoin whitepaper published by Satoshi Nakamoto;!!*!

e 2010 - 2012 — Bitcoin Traceability Issue Discussion Gains Steam;!'4]
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e 2011 — An Analysis of Anonymity in the Bitcoin System, Fergal Reid and Martin Harrigwere;!!!

e 2012 — Destination Address Anonymity in Bitcoin (one-time addresses in CryptoNote).[®]

3.1.2 Anonymous transactions and ring signatures

The changes in the results of blockchain analysis after implementing the ring signatures.

Like bitcoin, CryptoNote currencies use a public address consisting of pseudorandom numbers and letters that is
derived from user’s public keys. Addresses serve as public IDs of the users. However, unlike bitcoin, CryptoNote
transactions hide the connection between the sender’s and the receiver’s addresses.

Sender privacy

To prevent sender identification, CryptoNote groups the sender’s public key with several other keys (more pre-
cisely, it groups the sender’s output with several other’s outputs), making it impossible to tell who actually sent
the transaction.!'”! If ring signatures are used, all possible senders referenced in the transaction are equiprobable and
there is no way to determine the exact private key used while signing.!'8! This approach does not require dedicated
master nodes for mixing coins and does not need other users to actively participate in transaction generation (see
CoinJoin"?!). Tt still assures the network that the original sender has the funds in his or her account to send the
transaction like an ordinary signature scheme does. Instead of proving in zero knowledge manner the fact “I possess
the private key which corresponds to this particular public key” the signer proves “I possess at least one of the private
keys which correspond to this set of public keys”.

Receiver privacy

On the receiver’s end, the technology generates a new public key for each money transfer,!>”! even for the same sender
and receiver. With sender’s random data and receiver public address it is possible to create a pair of unique private
and public keys via Diffie-Hellman protocol. Sender generates one-time ephemeral key for each transfer and only
the receiver can recover the corresponding private key (to redeem the funds). No third party can determine if two
different transactions were sent to the same recipient.

3.1.3 Double spending protection

Anonymous transactions have a potential problem. Bitcoin and similar currencies use a public ledger to verify that
each person sending funds actually has such funds in their account and have not sent it to another user previously.
Since CryptoNote currencies are anonymous, the network must confirm the validity of transactions in another way.

CryptoNote solved this problem!?!! by using more sophisticated scheme instead of usual ring signature: traceable
ring signature. The algorithm originally proposed by Fujisaki and Suzuki in 2007??! allows to trace the sender of
two different messages if they contain the same tag and signed by the same private key.
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CryptoNote authors slightly simplified the scheme, replacing fag with key image and discarding the traceability prop-
erty. They called their algorithm one-time ring signature, “stressing the user’s capability to produce only one valid
signature under his private key”.) Two different signatures under the same key (a double spend attempt) can be
easily linked together, and only one will be stored in the blockchain.

The key idea is in using the image of the private key in signing/verification formulas. These are not actual images that
would contribute greatly to blockchain bloat, but rather a number, which corresponds to each private key one-to-one
(deterministically derived from it by the cryptographic hash function). The key image cannot be used to derive the
private key and public address, but since every key image spent is stored in the blockchain, the network will block
any duplicates. Likewise, any attempt to create a key image would not fit into the mathematical formula during a
transaction verification and will be denied. The downside to this is that it would be impossible to identify anyone
who attempts to perform a double spend with fraudulent intent or as a result of software or human error. The system,
however, will block such attempts.

3.1.4 Egalitarian proof of work

The CryptoNote’s proof of work mechanism is actually a voting system where users vote for the right order of
transactions, new features in the protocol and honest money supply distribution. It is important that during the voting
process every participant have equal voting rights.!>!! Most CryptoNote coins use the CryptoNight!?3] algorithm to
run its blockchain and secure its network, the only exception being Boolberry. CryptoNight is a proof-of-work
algorithm that mixes graphics processing unit (GPU) and central processing unit (CPU) mining to create a system
resistant to both application-specific integrated circuits (ASICs) and fast memory-on-chip devices. This is designed
to create a more uniform distribution of coins through the currency’s life. However, there are some questions about
its susceptibility to botnets.

The algorithm includes:>*!

e Keccak sponge construction;

Scrypt-like 2 MB scratchpad with random look-ups (read-write);

64-bit multiplications;

Advanced Encryption Standard (AES) encryptions

Hash functions BLAKE, Grgstl, JH, Skein

3.1.5 Adaptive network limits

There are no hard-coded constants in CryptoNote code. Each network limit such as maximum block size, or minimum
fee amount is adjusted based on the historical data of the system. Moreover, the difficulty and the maximum block
size are automatically adjusted with each new block.!>!

3.1.6 Philosophy

CryptoNote philosophy is built on privacy as a fundamental human right, and egalitarianism.!*%! According to the
whitepaper, the CryptoNight algorithm is intended to make the coin adhere to Satoshi Nakamoto’s original vision
of “one-CPU-one-vote” system. Thus the tremendous advantage GPUs have over CPUs in most cryptocurrencies is
considerably decreased in CryptoNight. If it is a good thing, or not, is debatable.?71(28]

3.1.7 Current CryptoNote currencies

The CryptoNote platform has been used in several cryptocurrencies. The CryptoNote Foundation encourages de-
velopers to clone the technology. Transaction confirmation time, total number of coins and proof-of-work logic are
subject to be altered in forks. Several attempts has been performed to alter core protocol: Boolberry adds address
aliases and DigitalNote introduced private messaging.
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Bytecoin (BCN)

Bytecoin (BCN), not to be confused Bytecoin (BTE), was the first implementation of the CryptoNote protocol
launched in July 2012. Since launching, several improvements have been introduced including multisignature transactions!?”!
and several security updates. In 2013, the original CryptoNote Java implementation was rewritten using C++.13"!

The Bytecoin blockchain contains some extra information not directly related to money transfers: several blocks
include geographic coordinates of universities, educational facilities among other buildings.!*'! Blocks generated since
August 11, 2012 contain quotes from Cyphernomicon, Neuromancer by William Gibson and other authors.!*!

On March 31, 2015 Bytecoin developers announced their roadmap for several upcoming releases.**! The following
improvements were mentioned among others:-

e payment gateway capable of receiving and sending thousands transactions simultaneously
e desktop GUI wallet software (released few weeks later in April 2015134))

o several API layers for integration with other software

e blockchain-based aliases system

e blockchain-based assets

e smart contracts with embedded turing-complete language

Monero (XMR)

Main article: Monero (cryptocurrency)

Monero is currently the most well known of all the cryptonotes and has ongoing support from the community.[*>!

Forked from Bytecoin in April 2014, it has a 1-minute block target and 50% slower emission speed. Monero has
been praised by bitcoin core developers Gregory Maxwell, Peter Todd, and Wladimir J. van der Laan.3¢!

Along with simplewallet Monero has numerous GUI wallet applications as well as MyMonero that was launched on
November 24, 2014. Monero has also teamed up with academic cryptographers,'*”! implemented an extensive aliasing
system, OpenAlias,*® partially funded Privacy Solution for integrating I2P in Monero,[*”! created an anonymous
voting system, URS,“! and implemented Electrum’s mnemonic seeds.

Aeon (AEON)

Aeon was launched on June 6, 2014 as a fork of Monero and with the same maximum supply of 18.4 million coins.*!!
It has a block time of 4 minutes and a smoothly varying reward using the formula (M—A) / (218) / (1012) where M
=264 —1 and A = supply mined to date.*!! Consequently, it has a similar emission curve to Monero albeit offset by
about 6 weeks. 4!

In October 2014 the original developers discontinued work on Aeon and the project was considered abandoned.*!
However, in April 2015, after a display of community approval, all of Aeon’s assets were handed over to a new core
team of developers including notable developers concurrently working on the Monero project.[**! The Aeon project
was thereafter rebranded and a new roadmap announced.*’!

Aeon has been subsequently developed with a continued emphasis on secure and scalable blockchain obfuscation in
the interests of user privacy, with additional new faculties pertaining to mobile and low-fidelity operating hardware.*>!

DigitalNote (XDN)

DigitalNote is a CryptoNote based cryptocurrency, does not follow slow block reward reduction approach of CryptoNote.
It halves block reward every 11000 blocks (1 month) instead. This approach is similar to bitcoin’s. About 80% of all
DigitalNotes were mined in the very first year by community members and miners with the fair CPU-efficient proof-
of-work. The idea is to provide main coin units amount for Crypto Economy needs in the very first year, avoiding
future miners manipulation and making both network and coin units decentralized. After the first year XDN has a
static block reward = 150 XDN and first blockchain banking deposits with interest rate.
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DarkMote client version 0.95 beta: wallet, encrypted messanger, pool miner
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DigitalNote GUI wallet

DigitalNote was launched in May 2014 as duckNote. Later duckNote was renamed to darkNote and introduced
encrypted transactions comments and encrypted messaging features.[**/147] Messaging functionality provided by Dig-
italNote is popular in regions with high social tension and total surveillance.[*®! Following the duckNote to DarkNote
rebranding, the XDN price rose by about 50%.1*°! In 2015 DarkNote has been renamed again to DigitalNote.>!

Later a pure JavaScript paper wallet generator has been developed for DigitalNote.’! The resulting private key can
be used with DigitalNote GUI wallet.

Also with DigitalNote XDN developers made first ever cryptocurrency blockchain banking deposits with interest rate
on proof-of-work system.>?!

Boolberry (BBR)

Boolberry is a Bytecoin fork with several improvements and a very intensive development. At its launch, the following
improvements had been implemented:

e Wild Keccak hash function instead of CryptoNight
e user friendly address aliases are possible

e alerts from developers
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DarkNetCoin (DNC)

DarkNetCoin is a fork of BoolBerry launched on October 13, 2014. It is announced as a general currency for
DarkNetSpace - a platform for anonymous applications such as P2P exchange, on-chain shop, Lotto, Gamble, and
Bets.’3! DarkNetCoin inherits all features from the BoolBerry main branch: WildKeccak hash, aliases and alerts.
Development roadmap includes P2P exchange, smart contracts, on-chain shops and proof-of-stake implementation.

DarkNetCoin team is financed by miners: a 10% development bonus is charged from every block starting from height
4550. 1% of development bonus goes to CryptoNote team.

Quazarcoin (QCN)
Quazarcoin has been created by bitcointalk member OracionSeis as an attempt to relaunch BitMonero with a slower

emission curve:* 50% of Quazarcoins will be emitted during 6 years. Few months after its launch, Quazarcoin has
been refocused to distributed torrent-files storage providing users with censorship-free “tracker”.

Fantomcoin (FCN)

Fantomcoin is a Bytecoin fork with merged mining support. Fantomcoin can share hashpower with any other
CryptoNight-based coin. It has been released with GUI user-friendly miner and command line miner for cloud
mining.

Moneta Verde (MCN)

Moneta Verde is a Bytecoin fork that implements infinite coin emission driven by its network’s hashrate and merged
mining support. Moneta Verde is claimed to be environment-friendly.

Dashcoin (DSH)
A 1:1 clone of Bytecoin that claims to have “self-mutating code”. Dashcoin is automerged from Bytecoin source tree,

which means that the Dashcoin codebase is always the same as Bytecoin’s. Dashcoin team released scripts generating
personalized coins based on Cryptonote technology.

RedWind (RD)

RedWind is another CryptoNote Starter fork created for only one mission — funding colonization of Mars.>>! Red-
Wind was launched in September 2014.

Breakoutcoin (BRO)
Breakoutcoin is a fork of CryptoNote repository announced by Breakout Gaming (BRO)®! as a coin intended for

online gaming.®”! BreakoutCoin offers several new features in CryptoNote: Proof-of-Bergstake and BotlessNight
hashing algorithm. Initial coin offering was scheduled to October 14, 2014.

CryptoNoteCoin (CNC)

CryptoNoteCoin is the official reference coin launched for educational purposes only. Official site warns users from
trying to use CryptoNoteCoin for commercial purposes because coin emission restarts every 2 months.

Pebblecoin (XPB)

Pebblecoin is a CryptoNote-based coin launched in January 2015. It uses a new proof-of-work algorithm called
Boulderhash that requires 13 GB RAM. Developer claims that this algorithm is protected against botnets. >8]
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Discontinued

3.1.8 Controversy and criticism
Daemon-wallet architecture

Unlike in Bitcoin, all CryptoNote currencies have functionality of network node and wallet split into two separate
executables: daemon and simplewallet. Wladimir J. van der Laan writes:

“To name an example of it done right, IMO: Monero’s 'simplewallet'. It is a command-line utility
wallet that communicates with the node software, and remembers where it was in the chain, and processes
changes to the chain state since its last invocation when it 'refreshes’. What is nice is that one can run
an arbitrary number of simplewallets against one node daemon, and unlike bitcoind’s wallet it doesn't
need to run as always-on daemon itself. It can be invoked when the user wants to do something with the
wallet, or see if there are new transactions.” Bitcoin Development (17 September 2015).

Blockchain bloat and ring signature size

The kind of ring signature used in CryptoNote grows linearly with a number of public keys used in mixing.[%*! The
exact formula is S = 64n + 32 bytes, where n is the number of said keys (including the key of the sender). There
were proposed another ring signature with a lesser size, for example Chandran signatures size is proportional to square
root of n . When n is quite large, the difference becomes more significant: under particular conditions, Chandran
signature is 4KB while the CryptoNote ring signature is 36KB.!% But as for 2015 none of the proposed algorithms
are actually implemented in any cryptocurrency.

Developer of Boolberry, the CryptoNote-based coin, proposed another solution for this problem by going back
and actually pruning the old signatures from the blockchain; however, said solution has not been implemented
yet.[reference needed]

Nevertheless, an analogy to bitcoin’s simple payment verification is still possible: a user can avoid running full node
and keeping the whole blockchain by querying the network for the Merkle branch of a transaction.

Origins

The author of the white paper went by the name Nicolas van Saberhagen, although like Satoshi Nakamoto (the author
of the bitcoin white paper) that name is likely a pseudonym. Saberhagen’s true identity and location remains unknown.
Some have claimed that the real creator is someone in the bitcoin community. Adam Back, Nick Szabo and even
Satoshi Nakamoto!®! himself have been floated as possible suspects,!®”! but there is little to no evidence actually
supporting those claims.

Stanford Bitcoin Group’s possible involvement in creation of the CryptoNote protocol has also been discussed.[¢®!
Prior to CryptoNote cryptocurrency protocol, the domain cryptonote.org hosted an encrypted message application
also named CryptoNote.[® This application was developed by the members of the Stanford Bitcoin Group but had
not received wide recognition. This website currently hosts the CryptoNote technology.

Coin Mill conspiracy theory

Several CryptoNote-based coins launches are looking very similar: their announcement threads on bitcointalk.org
forum were created by “newbie” accounts and looked alike stressing the slogans such as 'CPU-only mining' and being
'ASIC resistant’. Moreover same file sharing service used for releases. It is supposed that the only purpose of such
launches was to earn easy money and creators were not intended to support and develop these forks.!”!

Faked versions of whitepaper

Community activists discovered altered versions of CryptoNote whitepapers with digital signatures not corresponding
to Nicolas van Saberhagen PGP key and missing PGP watermarks.!”!! This incident has been attributed to documents’
forgery.[”?! The possible goal of people behind this action was to refute claims about public availability of CryptoNote
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since 2012 in order to gain competitive advantage.”!l73] Modified whitepaper included link to discussion thread
started in May, 2013 on bitcointalk.org forum and have been generated using TeX Live software released in 2013
with XMP date property set to 2014.

Bytecoin and Cicada

Bytecoin Tor site included a hidden message with a reference to Cicada 3301. Users also noticed that Cicada-style
pictures were used by Bytecoin developers or by somebody impersonating them. Bytecoin blockchain contains several
riddles composed of multiple messages. One of these messages possibly refers to Cicada: “And it’s the name of person
you should give your key. To find it - follow little rabbit on land you've recently inhabit.”3!]

3.1.9 See also

e Alternative currency
e Crypto-anarchism
e Private currency

Dark Wallet

e Zerocoin
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3.2 Monero (cryptocurrency)

Monero (XMR) is a cryptocurrency created in April 2014 that is focused on privacy, decentralisation and scalability.
Unlike many cryptocurrencies that are derivatives of Bitcoin, Monero is based on the CryptoNote protocol and
possesses significant algorithmic differences relating to blockchain obfuscation.!*! Monero has ongoing support from
the community,"®! and its modular code architecture has been praised by Wladimir J. van der Laan, the Bitcoin Core
maintainer.[®) Monero currently carries a market capitalization of over $4 million.[”!

3.2.1 History

Monero was launched on 18 April 2014 originally under the name BitMonero, which is a compound of Bit (as in
Bitcoin) and Monero (literally meaning coin in Esperanto). Five days later the community opted for the name to be
shortened just to Monero.®!!'%1 It was launched as the first fork of CryptoNote-based currency Bytecoin, however
was released with two major differences. Firstly, the target block time was decreased from 120 to 60 seconds, and
secondly, the emission speed was decelerated by 50%. In addition, the Monero developers found numerous incidents
of poor quality code that was subsequently cleaned and re-constituted.

A few weeks after launch, an optimized GPU miner for CryptoNight proof-of-work function was developed.!!!!

On 4 September 2014, Monero recovered from an unusual and novel attack!'?! executed against the cryptocurrency
network.[13!
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3.2.2 Features
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Monero coin supply and inflation over time.

Monero is an open-source pure proof-of-work cryptocurrency. It runs on Windows, Mac, Linux and FreeBSD.['4]

Its main emission curve will issue about 18.4 million coins to be mined in approximately 8 years.['>! After that, a “tail
emission” will create a sub-1% perpetual inflation to prevent the lack of incentives for miners once a currency is not
mineable anymore.!'® The emission uses a smoothly decreasing reward with no block halving (any block generates a
bit less moneroj than the previous one). The proof-of-work algorithm, CryptoNight, is AES-intensive and “memory
heavy”, which significantly reduces the advantage of GPU over CPU.

Privacy

The changes in the results of blockchain analysis after implementing the ring signatures.

Monero daemon uses the original CryptoNote protocol except for the initial changes (as the block time and emission
speed). The protocol itself is based on “one-time ring signatures"l!”! and stealth addresses. Underlying cryptography
is essentially Daniel J. Bernstein's library for Ed25519, which is Schnorr signatures on the Twisted Edwards curve.
The end result is passive, decentralised mixing based on heavily-tested algorithms.[!®]

However, several improvements were suggested by Monero Research Labs (a group of people, including core devel-
opers team), which covered the proper use of ring signatures for better privacy.!'”! Specifically, the proposals include
“a protocol-level network-wide minimum mix-in policy of n = 2 foreign outputs per ring signature”, “a nonuniform
transaction output selection method for ring generation” and “a torrent-style method of sending Monero output”.!?% If

implemented, these changes, as stated by the authors, can help protect user’s privacy in a CryptoNote-based currency.
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As a consequence, Monero features an opaque blockchain (with an explicit allowance system called the viewkey), in
sharp contrast with transparent blockchain used by any other cryptocurrency not based on CryptoNote. Thus, Monero
is said to be “private, optionally transparent”. On top of very strong privacy by default, such a system permits net
neutrality on the blockchain (miners cannot become censors, since they do not know where the transaction goes or
what it contains) while still permitting auditing when desired (for instance, tax audit or public display of the finances
of an NGO).[?!1

Monero developers are also working on implementing a C++ i2p router straight in the code. This would complete
the privacy chain by also hiding the IP addresses.!*!

Decentralisation

The smart mining!?*! forthcoming feature will allow transparent CPU mining on the user’s computer, far from the
de facto centralization of mining farms and pool mining, pursuing Satoshi Nakamoto’s original vision of a true p2p
currency.>¥

Scalability

Monero has no hardcoded limit, which means it doesn't have a 1 MB block size limitation preventing scalability.

The Monero Core Team also released a standard called OpenAlias,?! which permits much more human-readable ad-
dresses and “squares” the Zooko’s triangle. OpenAlias can be used for any cryptocurrency and is already implemented
in Monero, Bitcoin (in latest Electrum versions) and HyperStake, as well as several websites such as mymonero.com
and coin.space.

3.2.3 Usage

XMR.TO allows you to make a payment to any Bitcoin address with the strong privacy provided by Monero.?°!

3.2.4 Limitations

Since it is not based on Bitcoin, Monero cannot take advantage of the Bitcoin technological ecosystem, like GUI
wallet or payment processors. As a consequence, everything has to be written from scratch.[*”! Presently (as of
March 2015), Monero doesn't have feature parity with Bitcoin. Notably, there is no support to multisignature and no
Monero payment processor (but in April 2015 it was announced on bitcointalk.org one is in the works by a member
of The Monero Core Team™®).

3.2.5 Ongoing work and side projects

e MoneroX: a .Net based GUI wallet software offers sending/receiving coins functionality. MoneroX uses RPC
connection to network nodes and provides interface that looks like traditional Bitcoin-Qt client;*"!

e OpenAlias: an extensive aliasing blockchain-based system;!*!

e Partially funded Privacy Solution for integrating I2P in Monero;*!!

e URS: the proof-of-concept of an anonymous voting system, based on ring signatures;3!
e Electrum’s mnemonic seeds for deterministic key creation in webwallet;>*!

e The Monero Core Team continues to depart from the original Bytecoin code with numerous patches and im-
provements to its implementation of the Cryptonote protocol.[*#133]

3.2.6 Applications

CryptoKingdom is a MMORPG that uses Monero for entry into its economy.?®’

MoneroDice is a dice gambling game that uses cryptography for provably fair randomness. !
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3.2.7 See also

Alternative currency

Alternative Finance

Anonymous Internet banking
Crypto-anarchism

Decentralized autonomous organization
Electronic money

Private currency

Proof-of-work system

World currency
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Chapter 4

Other proof-of-work

4.1 Dash (cryptocurrency)

Dash (formerly known as Darkcoin and XCoin) is an open source peer-to-peer cryptocurrency that uses a system
called Darksend to add privacy to transactions.!'! It was rebranded from “Darkcoin” to “Dash” on March 25, 2015, a
portmanteau of “Digital Cash”.!!

Dash uses a chained hashing algorithm approach called X11 for the proof-of-work. Instead of using the SHA-256
(from well-known Secure Hash Algorithm family) or scrypt it uses 11 rounds of different hashing functions.*’

4.1.1 Overview

Darksend

0.1 1 10 100 1k

Masternode count by country (as of September 2014)

Darksend is a coin-mixing service originally based on CoinJoin. Later iterations used a more advanced method of
pre-mixing denominations built into the user’s wallet.

In its current implementation it adds privacy to transactions by combining identical inputs from multiple users into
a single transaction with several outputs. Due to the identical inputs, transactions usually cannot be directly traced,
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obfuscating the flow of funds. A heuristic (based on inputs/outputs order) was suggested for partial tracing the
transactions, but neither formal proof nor counter-proof was presented.*!

Masternodes

Darksend’s mixing is performed by Masternodes, servers operating on a decentralized volunteer network which have
the responsibility of signing the transactions. For each round of Darksend, the user selects two to eight (or even more)
rounds of mixing which vary the degree of anonymity achieved. Random Masternodes are then elected to perform
the coin mixing. Masternodes are trust-less, in the sense that they cannot steal user coins, and the combination of
multiple Masternodes ensures that no single node has full knowledge of both inputs and outputs in the transaction
process.

To avoid a “bad actor” scenario, in which many Masternodes are operated by an adversary who wants to de-anonymize
transactions, a deterrent has been put in place in which 1000 Dash are required to own and operate a Masternode.!
As an incentive for operating a Masternode, chosen nodes currently earn 50% of the mining rewards.!®!

InstantX

InstantX is a service that allows for near-instant transactions. Through this system, inputs can be locked to only specific
transactions and verified by consensus of the Masternode network. Conflicting transactions and blocks are rejected.
If a consensus cannot be reached, validation of the transaction occurs through standard block confirmation. InstantX
purportedly solves the double-spending problem without the longer confirmation times of other cryptocurriencies
such as Bitcoin.!”!

X11

X11 is a hashing algorithm created by Dash core developer Evan Duffield. X11’s chained hashing algorithm approach
utilizes a sequence of eleven cryptographic hashing algorithms for the proof-of-work. This is so that the processing
distribution is fair and coins will be distributed in much the same way Bitcoin’s were originally.

With chained hashing, high end CPUs give an average return similar to that of GPUs. Another side effect of the
algorithm is that GPUs run at about 30% less electrical power than scrypt and 30% to 50% cooler, putting less stress
on the computing setup and ensuring lower energy bills for miners.®!

Dark Gravity Wave (DGW)

Dark Gravity Wave (DGW) is a mining difficulty adjustment algorithm created by Dash core developer Evan Duffield
to address flaws in Kimoto’s Gravity Well. It uses multiple exponential moving averages and a simple moving average
to smoothly adjust the difficulty, which is re-targeted every block. The block reward is not adjusted strictly by block
number, but instead uses a formula controlled by Moore’s law: 2222222/((Difficulty+2600)/9)2.1[10]

4.1.2 History

Dash was originally released as XCoin (XCO) on January 18, 2014. On February 28, the name was changed to
“Darkcoin”. On March 25, 2015, Darkcoin was rebranded as “Dash”.[?}

I discovered Bitcoin in mid 2010 and was obsessed ever since. After a couple of years in 2012 I started really thinking
about how to add anonymity to Bitcoin. I came up with maybe 10 ways of doing this, but I soon realized that Bitcoin
would never add my code. The developers really want the core protocol to stay the same for the most part and
everything else to be implemented on the top of it. This was the birth of the concept of Darkcoin. I implemented
X11 in a weekend and found it worked pretty well and it would give a completely fair start to the currency. What I
really was aiming for with X11 is a similar development curve where miners would fight to create small advantages
much like the early start of Bitcoin. I think this a requirement to create a healthy ecosystem.

Evan Duffield, March 2014 [11]
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Launch

Within the first hour of launch, approximately 500,000 coins were mined, followed by another 1,000,000 coins in the
next 7 hours and finally another 400,000 in 36 hours. All told 1.9 million coins were mined in 48 hours, or approx-
imately 32% of a current supply (as of October 2015) of approximately 5.9 million,?![!3! generating controversy
regarding the initial distribution of coins. In June 2014, industry news site Cryptocoinnews wrote “One of the biggest
bumps in the road Darkcoin faces is their big instamine.”!'*! According to Duffield, this was the result of an error in

the code “which incorrectly converted the difficulty, then tried using a corrupt value to calculate the subsidy, causing

the instamine”.[!%)
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4.1.4 External links

e Official website

4.2 Primecoin

Primecoin (sign: ¥; code: XPM) is a peer-to-peer open source cryptocurrency that implements a unique scien-
tific computing proof-of-work system.'?! Primecoin’s proof-of-work system searches for chains of prime numbers.?!
Primecoin was created by a person or group of people who use the pseudonym Sunny King. This entity is also re-
lated with the cryptocurrency Peercoin.!’/*! The Primecoin source code is copyrighted by a person or group called
“Primecoin Developers”, and distributed under a conditional MIT/X11 software license."!

Primecoin has been described as the main cause of spot shortages of dedicated servers because at the time it was
only possible to mine the currency with CPUs.!"18] For the same reason, Primecoin used to be the target of malware
writers.!18]

On March 29, 2014 the first GPU miner!® became publicly available.!'”! Currently there are many GPU miners
available both in solo and pool mining variations.
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4.2.1 Features

When comparing Primecoin with today’s most widely spread cryptocurrency called bitcoin some notable differences
are:

Scarcity is governed by the nature of prime number distribution
Almost all cryptocurrencies in existence define their scarcity properties merely by set of predefined values in
source code, whereas scarcity of Primecoin is based purely on a relationship of a simple function and mathe-
matical property of natural occurrence of prime chains in the set of whole numbers that are.

No predefined ultimate number of coins Instead of having hard-set ultimate number of coins in its code like many
other alternative cryptocurrencies, number of Primecoins released per block is always equal to 999 divided by
the square of the difficulty.!'!! There has been some attempts at approximating this number. The number of
Primecoins that will be mined will be determined by the progress of its adaptation by the mining community,
improvements that will be done to the mining algorithms and ultimately by Moore’s law.

Difficulty adjustment is more frequent Primecoin protocol adjusts its difficulty slightly after every block. The
difficulty change that occurs each block is targeted at achieving target of one new block created once per
minute.''!! As comparison the bitcoin protocol adjusts its difficulty every 2016 blocks, or approximately every
two weeks.

Faster transaction confirmations Since Primecoin blocks are generated 8 to 10 times as fast as bitcoin blocks on
average, Primecoin transactions are confirmed approximately 8 to 10 times as fast.!!!]

4.2.2 Proof-of-work system

Primecoin uses the finding of prime chains composed of Cunningham chains and bi-twin chains for proof-of-work,
which can lead to useful byproducts.[?/l!1]

The system is designed so that the work is efficiently verifiable by all nodes on the Primecoin network.!”! To meet
this requirement, the size of the prime numbers in the system cannot be too large.!”) The Primecoin proof-of-work
system has the following characteristics:

e Primecoin’s work takes the form of prime number chains.!'!}

e Finding the prime number chains becomes exponentially harder as the chain length is increased.?!

e Verification of the reasonably sized prime number chains can be performed efficiently by all network nodes.!!

e Mersenne primes are precluded due to their extremely large size.!

e Three types of prime number chains are accepted as proof-of-work:!!!

1. Cunningham chain of the first kind.
2. Cunningham chain of the second kind.

3. Bi-twin chain.

Other cryptocurrencies including bitcoin commonly use a Hashcash type of proof-of-work based on SHA-256 hash
calculations, which are of no value beyond its own economy.?/l!1]

List of largest known Cunningham chains of given length!'?! includes several results generated by Primecoin miners.[!*!

4.2.3 See also

e Anarcho-capitalism
e Anonymous Internet banking

e Alternative currency
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Crypto-anarchism
Money supply
Moore’s law
Prime number

Cunningham chain
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4.3

Official website

Official Primecoin white paper

Ethereum

Ethereum is a cryptocurrency which includes a programmable smart contract platform.[!! The unit of currency is
called the ether.

Ethereum was initially described by Vitalik Buterin in late 2013,[! formally described by Gavin Wood in early 2014
in the so-called “yellow paper” and launched 30 July 2015.1! It is among a group of “next generation” (or "Bitcoin
2.0”) platforms.!
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4.3.1 Purpose
The intended purpose of the Ethereum Project is to build and proliferate a decentralised and pseudonymous replace-

ment for the World Wide Web: incentivized static content publication (Swarm), pseudonymous low-level messaging
system (Whisper), trustless transactions (Ethereum) and an integrated user-interface (Mist).10]

4.3.2 Development

Group photo from DEVCON-0, Berlin, 14 November 2014.

Ethereum is an open source project. Development began in December 2013, with the first Go and C++ proof of
concept builds (PoC1) being released in early February 2014.!7 Since then, several further PoC builds have been
released, culminating with the public launch of the Ethereum blockchain on 30 July 2015.

4.3.3 Ether

The currency unit of Ethereum is the ether, used to pay for computational services on the network.

To finance development, Ethereum distributed the initial allocation of ether via a 42-day public crowdsale, netting
31,591 bitcoins, worth $18,439,086 at that time, in exchange for about 60,102,216 ether.['2!

4.3.4 Contracts

Smart contracts are programs and protocols to facilitate the automated performance of a contract. Ethereum contracts
can be implemented in various languages, compiled into bytecode for the Ethereum Virtual Machine before being
deployed to the blockchain.

Every contract is run on every full Ethereum node simultaneously and the result is the consensus of the output. The
documentation notes that computation on the EVM is “very expensive” and that “you will not be able to do anything
on the EVM that you cannot do on a smartphone from 1999.”13]
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4.3.5 Implementations

The following full-node implementations of Ethereum are available:

Geth, written in Gol'4!
Eth, written in C++[!3!
Ethereum J, written in Javal'®!
pyethapp, written in Python!”!

ethereumjs, written in JavaScript!!8]

ethereumH, written in Haskell[!*)

4.3.6 Media

The platform has been covered in The Wall Street Journal,?Y! Wired,?!! The Globe and Mail,?? Silicon ANGLE, 23
Al Jazeera,”*! The Telegraph'®' and the Keiser Report.*®!
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Chapter 5

Non proof-of-work

5.1 BlackCoin

BlackCoin is a peer-to-peer cryptocurrency. BlackCoin uses a proof-of-stake system and is open-source.3! Black-
Coin was created by the developer Rat4, with the goal of proving that BlackCoin’s way of disabling proof-of-work
is stable and secure.[*! BlackCoin secures its network through a process called “minting”. Transactions in BlackCoin
were called “significant” in a Citibank whitepaper.!®!

5.1.1 Proof-of-Stake

The expected time for a confirmation is 64 seconds while Bitcoin’s expected confirmation time is 10 minutes.(®!
BlackCoin’s Proof of Stake system secures the protocol through an efficient, decentralized process called “minting,”
while Bitcoin uses a mining process that has been well documented as expensive and energy-intensive.!”/8]

5.1.2 Merchant adoption

In June 2014, BlackCoin was accepted onto Coinkite exchange and payment hardware terminals. The Coinkite
terminal looks like the familiar handset device used in point of sale transactions. Coinkite’s system uses these ordinary
merchant terminals to accept Coinkite debit cards loaded with Bitcoin, Litecoin and BlackCoin.™

5.1.3 See also

e Alternative currency

e Peer-to-peer computing
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5.1.5 External links

e Blackcoin Website

5.2 Counterparty (technology)
Not to be confused with counterparty.

Counterparty is a financial platform for creating peer-to-peer financial applications on the bitcoin blockchain. The
protocol specification and all Counterparty software is open source. The reference client is counterpartyd and a
web wallet called Counterwallet showcases all protocol features. The protocol’s native currency, XCP, is the fuel
that powers Counterparty. It is slightly deflationary, with approximately 2.6 million XCP having been created by
burning Bitcoins in January 2014. Counterparty provides users with the world’s first functioning decentralized digital
currency exchange,!! as well as the ability to create their own virtual assets, issue dividends, create price feeds, bets
and contracts for difference.?!

5.21 XCP

Counterparty has a native currency called XCP. It was originally issued using a provable method called “proof of
burn”. This method involves sending bitcoins to a special address that renders the coins permanently unspendable. By
avoiding funding during its launch, Counterparty has ensured that developers and users have equal financial opportu-
nities. During January 2014, 2125.63 bitcoins'®! were sent to 1Counterparty XXXXXXXXXXXXXXXUWLpVr!#
(worth roughly US$1.8 million at the time).[’) XCP is used in the Counterparty protocol to create new assets, make
bets, and perform callbacks on callable assets. “Since Counterparty can't function without XCP, it ultimately rep-
resents the value of the network.”’®! Counterparty used proof of burn to issue XCP, instead of a more traditional
fund-raising technique for altcoin launches, to keep the initial distribution of funds as fair and decentralized as pos-
sible, and to avoid potential legal issues.[>!®]

5.2.2 Assets

With Counterparty, users can create their own currencies inside the bitcoin blockchain. These are separate from
bitcoin the currency itself, but exist entirely inside ordinary bitcoin transactions. Tokens can be received, stored, and
sent from any bitcoin address to any other. They can also be placed in cold storage. Counterparty tokens are not tied
to the BTC balance of any given address. This means that sending/receiving bitcoins has no effect on the balance
of tokens. Among other features, Counterparty adds the ability create, send, trade, and pay distributions on assets,
in a fully decentralized and trustless manner. While Counterparty has its own internal currency (XCP), trading and
creating assets does not require anything apart from regular bitcoin transaction fees.

Many of the features described below can be accessed using the Web-based Counterwallet. Especially casual users
and those without a counterparty-cli setup can benefit from the convenience of Counterwallet. Counterparty-issued
assets (tokens) can have plain-text or Enhanced Asset Information.

Creating Assets

Counterparty allows users to issue assets. An asset that is created within the Counterparty protocol is often called a
user-created token. User-created tokens are just as real as XCP or even BTC. With the asset issuance function, every
user has the ability to create a new currency project inside the bitcoin and Counterparty ecosystem.

You can create two different types of assets:
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XCP Symbol

1. Named: A unique string of 4 to 12 uppercase Latin characters (inclusive) not beginning with ‘A’. Alpha-
betic tokens carry a one-time issuance fee of 0.5 XCP to discourage spam and squatting. This fee is burned
(permanently taken out of circulation). BTC and XCP are the only three-character asset names.

2. Numeric (Free): An integer between 26*12 + 1 and 256”8(inclusive), prefixed with A. Numeric assets only
require one bitcoin transaction fee to be created.

The different kinds of assets

The most basic kind of asset must specify:

e who is issuing it (source)

the name of the asset (asset)

e how much of asset is being issued (quantity)

a description of asset (description)
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It is possible to issue more of asset, but, at any one time, there can only be one address which issues asset. With
that said, the Counterparty protocol allows source to transfer issuance rights of asset. Moreover, an asset can also
be locked, so that there can be no further issuances of it. (See the examples for instructions on how to do this
withcounterparty-cli). A description must always be included, even ifdescription is just an empty string; the syntax
of an asset with no description is description="".

Beyond creating the most basic asset, it is also possible to make assets either divisible or callable. If an asset is made
divisible (or callable) upon its initial issuance, it must always be divisible (or callable) with every issuance thereafter.
A divisible user-created asset is, like, bitcoin and XCP, divisible up to 8 decimal places. A callable asset is an asset
which the issuer can call back (i.e. repurchase) from its owners at a date (call-date) and for a price (call-price)
specified at the initial issuance.

Sending Assets

To send an asset in Counterparty, one must specify:

who is sending the asset (source)

what asset source is sending (asset)

e how much of asset source is sending (quantity)

to whom source is sending quantity of asset (destination)

Paying distributions on assets

It is possible to distribute funds proportionally among asset holders using the distribution function. This feature is also
known as dividend payments, depending on their desired purpose. Distributions are paid in in any distribution_asset
to everyone who holds the asset in proportion to how many units he holds; specifically: Let total equal the total
distribution paid out, and quantity be the total amount of asset, then: quantity-per-unit = total/quantity

Distributions can be paid out to any assets that you ownership and control over. You can freely select the currency in
which distributions are to be paid out: BTC, XCP, or any other user-created asset.

Use-cases

e Programmable Smart Contracts - Turing-complete smart contracts scripting is one of the most powerful
Counterparty features. Users can write their own custom financial instruments and decentralized applications
(Dapp). Counterparty contracts are 100% compatible with Ethereum scripting, and pretty much all contracts
can be run on both platforms without code changes.

e Betting - Counterparty turns the bitcoin blockchain into a betting platform and prediction market. Oracles
can create broadcasts of information, and users can then place bets on these broadcasts. Funds are escrowed
automatically by the protocol, and benefit from being stored securely inside the bitcoin blockchain. Funds
placed on bets are be provably inaccessible until the bet is resolved or expires. Oracles can set a fee fraction to
receive for their betting feeds, providing incentive to run their broadcasts.

o Tickets & Coupons - Assets can be used as tickets to a music event, parking tickets, coupons, etc.

e Token Controlled Access (TCA) - Token Controlled Access is the idea of granting access to private forums,
chatrooms, games, projects or other social media based on the ownership of tokens. Different types of tokens
represent different types of membership, and holders of that token can register and/or view the restricted
content. To invite new users, smaller fractions of these tokens can be transferred. If the token is indivisible
and scarce, it will limit the amount of users others are able to invite. These tokens are also publicly tradable
on the DEX and therefore can have a monetary value, and/or one proportional to other types of these tokens.

e Proof of Publication - Using broadcasts, users can publish timestamped information onto the bitcoin blockchain.
This makes it possible to verify that something has been posted at a certain time, and it cannot be deleted.
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Crowdfunding - Counterparty assets can be used for crowdfunding. You can issue a certain amount of assets
and sell these to start your project. Due to the high amount of trust involved, it is better to use a Counterparty-
based crowdfunding platform which can perform due-diligence on your project. This will provide your users
trust, and demonstrate the legitimacy of your project. There is nothing stopping you from doing this on your
own, but users may rightfully be suspicious about your project.

Derivatives - You can back Counterparty assets with tangible goods, such as gold.

In-game Currency - To integrate your multiplayer game into the global economy, Counterparty assets can
also be used as in-game currency.

Altcoin Migration - If you have an altcoin that seeks to fulfill a specific purpose, but do not wish to continue
mining, you can migrate it to Counterparty with proof-of-burn.

Verifiable Voting -Counterparty supports voting through the use of user-created tokens. This means that
you can post the terms and options of your vote as a broadcast, and let users vote on its outcome with full
transparency by using tokens. If you create a token (EXAMPLE), you can create any other tokens (such as
EXAMPLEVOTE) and pay distributions of EXAMPLEVOTE to all holders of EXAMPLE in one single
action. Create a distribution payment and choose EXAMPLEVOTE as the currency to distribute. This way,
all holders of EXAMPLE will receive EXAMPLEVOTE in the amount you specify. Now all you need are as
many different bitcoin addresses as there are choices in your poll. For example: one bitcoin address for yes,
one for no. To cast their votes, holders of EXAMPLE can then send the EXAMPLEVOTE they have received
to whichever address they agree with. The results of the poll will then be public and verifiable on the bitcoin
blockchain, and can be visualized in a block explorer.

5.2.3 Decentralized Exchange (DEX)

Counterparty supports peer-to-peer asset exchange: users can trade assets with no middleman and no counterparty
risk. The platform upon which trading is done is Counterparty’s decentralized exchange and the bitcoin blockchain.
In what follows trading on the decentralized exchange will be detailed and explained by means of examples. For the
purposes of the following use-cases:

“ordern” denotes the nth order in time, give_asset n denotes the asset being given in the order, etc.
Sally’s creates order1 and Alice creates order2

give_asset2 = get_assetl

Creating an order

At its most basic level, a trade on Counterparty’s decentralized exchange consists of two orders, which are matched
by the protocol. When Sally is constructing her order, she must specify:

her address (sourcel)

the asset she will give (give_asset])

the quantity of give_asset] she will give (give_quantity1)
the asset she will get (get_asset)

the quantity of get_assetl she will get (get_quantity)

how long before her order expires (expirationl)

5.2.4 Software

counterpartyd is the reference implementation of the Counterparty protocol, and Counterwallet is a deterministic
web-wallet frontend to counterpartyd, in which all cryptography is handled client-side. Both are open source and
hosted on GitHub.!”!
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5.2.5 Notable assets and issuers

e LTBCoin:!®! Let’s Talk Bitcoin, a podcast about bitcoin, has launched a Counterparty asset called 'LTBCOIN'.
LTBcoin is a crypto-rewards system where people who help LTB to be useful are rewarded for their efforts.
And it’s built on bitcoin! LTBcoin is the proprietary token for the Let’s Talk Bitcoin Network. It is the exclusive
token accepted for sponsorships. It will provide the user a significant discount in the network wide and ACT-
specific e-commerce stores. It can be used in the network for tipping and will generally be useful in every
corner of the LTB universe. LTBcoin does not use computational mining. Instead, coins are distributed to the
content creators, the community and the platform according to a fixed schedule. After a period of 260 weeks
(5 years), all coins will be distributed and no new coins will be created. LTBcoin is a user-defined asset using
the Counterparty protocol. LTBcoin can be traded on the Counterparty distributed exchange for XCP or other
user-defined assets. The Counterparty Asset ID for LTBCoin is LTBCOIN/?![!%]

e Storj:'"'"! Storj (pronounced: storage) aims to become a cloud storage platform that can’t be censored or mon-
itored, or have downtime. Storj is a platform, cryptocurrency, and suite of decentralized applications that
allows users to store data in a secure and decentralized manner. It uses blockchain features like a transaction
ledger, public/private key encryption, and cryptographic hash functions for security. Furthermore, it will be
way cheaper (10x-to-100x), faster, and more secure than traditional cloud storage services. Storj is working
hard to solve data security issues with the help of its own web app, MetaDisk, and client app, DriveShare. It is
the first decentralized, end-to-end encrypted cloud storage that uses blockchain technology and cryptography
to secure online files. There is no need to trust a corporation, vulnerable servers, or employees with your files.
Storj completely removes trust from the equation. To best protect your data, files are encrypted client-side
on users’ computers before they are uploaded. Each file is split up into chunks which are first encrypted and
then distributed for storage across the Storj network. The network consists of DriveShare nodes run by users
around the world who rent out their unused hard drive space in return for Storjcoin X (SICX). The decentral-
ized aspect of Storj means there are no central servers to be compromised, and because of the use of client-side
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encryption, only the end-users have access to their unencrypted files and encryption keys. The Counterparty
Asset ID for Storj is STCXH2113]

o GetGems:!'Y GetGems introduces cryptocurrency in a secure, fast bitcoin Wallet with all of the messaging
features of Telegram, the world’s most encrypted stand alone instant messenger. GetGems makes handling
bitcoin as simple as sending a text message. There is an Android and iOS application for download available.
The Counterparty Asset ID for GetGems is GEMZ!!!

e FoldingCoin:''%! FoldingCoin Inc. looks to harness computational power used in alternative cryptocurrency
blockchains to be better used for medical and scientific projects with goals of solving world problems. In doing
so, FoldingCoin Inc. looks to compensate participants with cryptocurrencies built on Counterparty. Folding-
Coin Inc currently distributes tokens to participants of Stanford’s Folding@home project.l'”! The Counterparty
Asset ID for FoldingCoin is FLDC!'®!

e Swarm:!!°! Swarm is attempting to decentralize the online crowdfunding scene and has hopes to be “the Face-
book of crowdfunding”.[?! The Counterparty Asset ID for Swarm is SWARM!?!!

e Spells of Genesis:'*?! Gaming company Everdreamsoft has developed Spells of Genesis as a blockchain based
trading card game on the Counterparty platform. Spells of Genesis is a mobile game mixing the collection
and strategic aspects of Trading Card games with the addictiveness of Arcade games./?*! While working as a
core of the whole game economy and background story, bitcoin and cryptocurrency will be used as an in-game
means of exchange. The use of blockchain technology will allow game items to be easily and freely traded
within the app and outside of it."?*! The Counterparty Asset ID for Spells of Genesis is BITCRYSTALS.!>*!

e Tatiana Coin:>! Singer song writer Tatiana Moroz released one of the earliest digital artist tokens. This
token can be redeemed for products and services from Moroz. The Counterparty Asset ID for Tatiana Coin is
TATIANACOIN!2%!

e A full list of currently developed assets on Counterparty can be found at XCPassets.org!?’!

5.2.6 Block Explorers

Since Counterparty Assets are created within the bitcoin blockchain, the assets actually exist in any bitcoin block
explorer, however, to decode the information on what bitcoin address has what asset an additional layer of block
exploration needs to be applied. Currently there are two block explorers you can use to locate Counterparty assets in
bitcoin wallets:

e Blockscan?®! - Blockscan was the first block explorer built specifically for the Counterparty protocol. You can
explore everything from the original burns used to generate XCP, to the most recent assets created by users.
This feature rich website allows you to really dive into the blockchain to take a look at all the assets, broadcasts,
and transactions that take place. Blockscan also offers additional features if you register for an account. Once
you login to an account made on Blockscan you can verify addresses that you own by signing messages or
broadcasting feeds and then your username will be associated with those wallets. This allows you to create
voting scoreboards and change asset descriptions for ones you own in that wallet.

o Counterparty Chain'?! - Counterparty Chain by CoinDaddy has a block explorer and API service for XCP
assets (Counterparty). But CoinDaddy is not just simply a block explorer, they also have a whole suite of
features available to the public including Asset registration, transfer services, asset enhancement, asset vending
machines, and enhanced broadcasting.
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EverdreamSoft. “Spells of Genesis - The First Game that Uses Bitcoin and Blockchain Technology”. www.spellsofgenesis.
com. Retrieved 2015-08-01.

“Counterparty XCP Block Explorer :: Asset Information”. blockscan.com.
“Tatiana Coin - Tatiana Moroz”. tatianamoroz.com.

“Counterparty XCP Block Explorer :: Asset Information”. blockscan.com.
https://xcpassets.org/all-assets/

“Counterparty XCP Block Explorer :: Home”. blockscan.com.

“CounterpartyChain - Counterparty Blockchain Explorer!". counterpartychain.io.

5.2.8 External links

Counterparty Project Homepage
Counterwallet

Blockscan

Official Counterparty Forum
LTBCoin (Counterparty asset)
Swarm (Counterparty asset)
SCARAB (Counterparty asset)

Digital Tangible (Counterparty asset market)
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5.3 NEM (cryptocurrency)
For other uses, see New economy movement.

NEM is a peer-to-peer cryptocurrency launched on March 31, 2015!"! and written in Java.[?l NEM has a stated goal
of a wide distribution model and has introduced new features in blockchain technology in its proof-of-importance
(POI) algorithm. NEM also features an integrated P2P secure, multisignature accounts and encrypted messaging
system and an Eigentrust++ reputation system. NEM technology is used in the private blockchain Mijin being tested
by financial institutions and private companies in Japan."!

5.3.1 History

NEM was started by a Bitcoin Talk forum user called UtopianFuture after having been inspired by Nxt and wanted
to improve upon it. Starting on January 19th, 2014, an open call for participation began on bitcointalk.org.'l The
goal was to create a community-oriented cryptocurrency from the ground up. P!

5.3.2 Development

NEM has gone through extensive open alpha testing starting June 25, 2014, followed by lengthy and comprehensive
beta testing starting on October 20, 2014.

The NEM developers are partially pseudonymous. %!

5.3.3 Unique features
Code

NEM is a new code base that was written entirely in Java. It uses the POI (proof-of-importance) algorithm in-
stead of POW (proof-of-work). NEM uses a client—server model where the NIS (NEM Infrastructure Server) runs
independent of the NCC (NEM Community Client). 7!

Reputation System

NEM is the first cryptocurrency to employ Eigentrust++ as a reputation system. Whereas other cryptocurrencies
might use systems like proof-of-work to ensure the health of the blockchain, NEM does this by monitoring past
behavior of nodes within the network. In proof-of-work, the amount of work a node does is used as a measure for
its ability to protect the network. But, with Eigentrust++, it is the quality of work that is important. This adds to the
NEM network’s ability to be run and maintained efficiently.®!

Proof-of-Importance

POl is the algorithm used in NEM to time stamp transactions. A NEM user’s importance is determined by how many
coins they have and the number of transactions made to and from their wallet. POI is different from other initiatives
which use a fee-sharing model that does not take into consideration one’s overall support of the network. In some
proof-of-stake systems a person only needs to have large amounts of coins to form a block; however, in NEM the
transaction amount as well as support of the network become a factor. This has been designed to encourage users of
NEM to not simply hold NEM but instead actively carry out transactions within the NEM ecosystem. !

Architecture

NEM’s design architecture consists of two components. One is the Node server or NEM Infrastructure Server (NIS).
The other is the NEM Community Client (NCC). The NIS is connected to the p2p network and acts as a gateway for
the NCC. The NCC is basically a client software that includes a wallet. Both the NCC and NIS can be configured
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to run off the same machine. As it is run from the same machine, both the NCC and the NIS will be exposed to the
Internet. A second use case is to separate the NIS from the NCC. [*]

The NIS can thus be configured to act as an additional layer of protection to the NCC thereby making the NCC
reasonably protected within its own confines as it can be made not to connect to the Internet. In addition, one can
have the option of putting a firewall between the NCC and the NIS, the NCC is therefore two steps away from the
Internet. This means that the NCC can be made to work in stealth mode. This type of modular design makes the
NCC insulated from external attacks. It is almost impossible to break into the NCC if the NCC is only connected
to the NIS through another firewall. If there is any attack on the wallet, it is almost certain that the attack is from
within the network rather than from outside the network. Another feature of this architecture is that the NCC acts
as a wallet and can be used on any computer, whereas the NIS represents a node on the NEM network and can be
hosted from remote locations. Additionally, the client can be loaded onto any computer and a person’s wallet can be
reloaded as long as this person has his private key. ['!]

The NIS can be placed on a Demilitarized Zone (DMZ) in a firewall and therefore itself is protected from the Internet.
Hence, there exists many options and configurations. This makes NEM’s architecture designed to be secure.

Multisig

NEM implements multisig (short for multi-signature) technology as an integral part of its platform. The benefit of
multisig is that it requires more than one user to sign a transaction. Specifically, NEM implements m of n multisig,
where m < n. Put in another way, m out of a total of n signatories must sign a transaction before it can be broadcast
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onto the block chain.

Multisig is a technology for enhanced wallet security. Multisig requires that another user or users sign a transaction
before it can be broadcast onto the block chain. This means that if one loses the wallet through a hack, no money can
be spent unless another wallet (or wallets if m is more than 2) signs it. Multisig also helps protect community-held
funds, in that a majority of designated users must agree before a transaction can be spent from a community-held
wallet. This is useful, for example, for fundraising or other community-oriented financing in order to prevent one
rogue community leader from stealing funds over which he or she has been given control.

Mijin

Mijin is a private blockchain based on NEM technology and utilizing the same APIs. It is being designed to de-
crease the costs for banking institutions by 90% while at the same time increase security.!'?! It is being tested by
Japan’s largest trust bank, SBI Sumishin, owned by Sumitomo Mitsui Trust Holdings, to add to their online banking
services.[*! Additionally, Sakura Internet has teamed of with Tech Bureau to offer 6 month free trials of Mijin.['4!
Mijin is also being tested by Infoteria in its enterprise software Asteria.!'”!

5.3.4 External links

o Official website

e Official forum
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54 Nxt
For other uses, see NXT.

Nxt is an open source cryptocurrency and payment network launched in November 2013 by anonymous software
developer BCNext. It uses proof-of-stake to reach consensus for transactions - as such there is a static money supply
and, unlike bitcoin, no mining. Nxt was specifically conceived as a flexible platform around which to build appli-
cations and financial services.®! It has an integrated Asset Exchange (comparable to shares), messaging system and
marketplace. Users can also create new currencies within the system. The last major release enabled Multisignature
capabilities and a plugin-system for the client.[*!

Nxt has been covered extensively in the “Call for Evidence” report by ESMA,! to which the Nxt community re-
sponded in July 2015.¢

5.4.1 History

On 28 September 2013 Bitcointalk.org member BCNext created a forum thread announcing the proposed launch of
Nxt as a second generation cryptocurrency and asking for small bitcoin donations to determine how to distribute the
initial stake. On 18 November 2013 fundraising for Nxt was closed, with 21 BTC raised.!”! The genesis block was
published on 24 November 2013. It revealed that 1,000,000,000 coins had been distributed to 73 stakeholders in
proportion to their level of contribution.””! The source code was partially released on 3 January. The full source code
was released on 1 March 2014 under the MIT License.!®!

5.4.2 Concept

Just as with bitcoin, the blockchain is at the core of this currency. But Nxt is written completely from scratch!®’
and has departed in several ways from existing cryptocurrencies. Most notably, in one of his founding statements,
BCNext asked the community not to consider the NXT coin as the important part, but rather to create currencies on
top of it!'! - possibly devaluing the core currency.

e Nxtis coded in Java.

e Nxt was the first currency to rely purely on proof-of-stake for consensus. Allowing a block creation rate of
roughly one minute.!!!

e The standard client works as a brain-wallet: Instead of storing keys in a wallet file, security works via a secret
passphrase. This means it can be accessed from any instance of the Nxt software.

Developer Accessibility

The core structure and the client features are aimed at facilitating external development.

e No centralized service is needed for accessing the API, not even a node run by the developer, since named
peers of the network can be directly accessed via API calls.['?!

Proof-of-Stake Consensus Mechanism

While bitcoin uses hashing power as proof for verifying transactions, Nxt works with the stake-size the user owns.
Block authors are selected in a practically random manner, with greater amounts of stake increasing the likelihood of
adding a block to the chain.[!! While in the case of bitcoin the cost of investing in mining gear serves as an incentive
not to attack the network, anyone seeking to attack Nxt would in the process necessarily reduce the value of their
personal coin holdings. This effectively avoids the security issue of a miner gaining 51% of the hashing power and
attacking the network.[%]
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The standard client is running in web browsers (Russian version pictured).

Forging

Since Nxt has an unchanging coin supply, no new units are created for block rewards. Instead the transaction fees are
passed on. After owning Nxt for about one day (1440 confirmations),!*! the Nxt software will begin to contribute to
the block generation process and can potentially earn coins for as long as an account is “unlocked”.

At the moment Nxt is open to attack if any account has 51% of the total coin supply that is forging.!'>! As outlined
in the founding statements!'%! future versions of Nxt will include “transparent forging”, a process which allows the
software to predict which accounts will forge upcoming blocks. This is basically done by iterating through all active
accounts and seeing which one has the highest “hit”. Transparent forging rapidly increases transaction processing,
since the account that will forge the next block is known. Another benefit of this feature is that accounts that are
due to forge, but do not, will be penalized by having their forging power temporarily reduced to zero. This raises the
threshold for an attack to 90%.!!>! The Proof-of-Stake algorithm requires little computation and energy, and can run
on smartphones and small devices like the Raspberry Pi platform.

5.4.3 Features

The core infrastructure of Nxt is complex. This adds risks as compared to the more lean bitcoin, but makes it easier
for external services to be built on top of the blockchain.[!

Asset Exchange

A peer-peer exchange allowing decentralized trading of shares, crypto assets. Since the blockchain is an unalterable
public ledger of transactions, the Asset Exchange provides a trading record for items other than Nxt. To do this, Nxt
allows the designation or “coloring” of a particular coin, which builds a bridge from the virtual crypto-currency world
to the physical world. The “colored coin” can represent property, stocks/bonds, commodities, or even concepts.!!6/117]
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Screenshot of the SecureAE Asset Exchange window

Data Storage

Arbitrary Messages enable the sending of encrypted or plain text, which can also function to send and store up to
1000 bytes of data permanently, or 42 kilobytes of data for a limited amount of time. As a result, it can be used to
build file-sharing services, decentralized applications, and higher-level Nxt services.!!
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Alias System
The Alias System feature of Nxt essentially allows one piece of text to be substituted for another, so that keywords

can be used to represent other things — names, telephone numbers, physical addresses, web sites, account numbers or
emails. This would for example allow for a decentralized DNS system similar to Namecoin.'®!

Voting System

Allowing holders of the currency or Nxt-Assets to vote in a cryptographically proven and externally verifiable way.
This can be used for future development decisions, or for shareholder voting. It can also be applied to public elections
and community based decision-making.[*!

Plugin Support
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A plugin running on NXT test-net, that will allow easier crowdfunding.

The standard Nxt client supports the installation of plug-ins. This makes it possible for external developers to add
features or usability enhancements. The plug-ins are not contained in a sandbox.[!"]

Monetary System
Implemented in version 1.4.8,2°! the Monetary System allows the creation of currencies on the Nxt blockchain.[>!12?!
These coins are backed by a specified amount of NXT, which can be redeemed if necessary. The possible proper-

ties range widely - including different models of inflation, exchange and the use of Proof-of-Work as distribution
system.[23]

Multi-signature and Phased transactions

The latest client (1.5) supports a method (named Phasing for Nxt) for requiring specific conditions for executing a
transaction. [ Such as approval of multiple accounts or the passage of an interval of time.

5.4.4 Criticism
Nothing at Stake Attacks

It is proposed that one could attack any Proof-of-Stake currency with zero costs.!**! There are several proposed attack
vectors. These include attempting to build blocks in every fork in the network, because doing so costs them almost
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nothing and ignoring any fork may mean losing out on the block rewards that would be earned if that fork were to
become the chain with the largest cumulative difficulty.

Distribution

Since Nxt had no mining phase, all initial units were released to 73 people through a one-time fund raiser via bitcoins,
after the announcement of the NXT project in the bitcointalk-forums by its inventor BCnext.!?!

User-generated passwords

To access an account, the user types a password or a passphrase from which a private key is calculated, unlike bitcoin,
where private keys are typically stored in a wallet file and not directly visible to the user.

5.4.5 3rd Party use
Local Economies

On the 18th of September, Wall Street investor Brian Kelly announced he would be investing in the Nxt based platform
Drachmae, which has as its aim the revitalisation of the local economy of the Greek Island Agistri.*®!

5.4.6 See also

e Cryptocurrency
e Alternative currency
e Crypto asset

e Peer-to-peer computing
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5.4.8 External links

e Official website

e Nxt source code on Bitbucket

5.5 Ripple (payment protocol)

For other uses, see Ripple.

Ripple is a real-time gross settlement system (RTGS), currency exchange and remittance network by Ripple. Also
called the Ripple Transaction Protocol (RTXP) or Ripple protocol,'*! it is built upon a distributed open source
Internet protocol, consensus ledger and native currency called XRP (ripples). Released in 2012, Ripple purports to
enable “secure, instant and nearly free global financial transactions of any size with no chargebacks.” It supports tokens
representing fiat currency, cryptocurrency, commodity or any other unit of value such as frequent flier miles or mobile
minutes.¥! At its core, Ripple is based around a shared, public database or ledger,®! which uses a consensus process
that allows for payments, exchanges and remittance in a distributed process.!”! The security of the Ripple consensus
algorithm was challenged by rivals in 2014,/ with Ripple defending the safety of the system.®! As of 2014, Ripple is
the second-largest cryptocurrency by market capitalization,'/!'!1 after bitcoin,!'211B31U4IISI Cyrrently implemented
by companies such as Fidor Bank, the Ripple protocol has been increasingly adopted by banks and payment net-
works as settlement infrastructure technology,'®! with American Banker explaining that “from banks’ perspective,
distributed ledgers like the Ripple system have a number of advantages over cryptocurrencies like bitcoin,” including
price and security.[!”!

5.5.1 History
Early development (2004-2012)

The predecessor to the Ripple payment protocol, Ripplepay, was first developed in 2004 by Ryan Fugger,!'8111°] a web
developer in Vancouver, British Columbia.?°! Fugger conceived of the idea after working on a local exchange trading
system in Vancouver, and his intent was to create a monetary system that was decentralized and could effectively allow
individuals and communities to create their own money. Fugger’s first iteration of this system, RipplePay.com,?!!
debuted in 2005 as a financial service to provide secure payment options to members of an online community via a
global network.201122]
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This led to the conception of a new system by Jed McCaleb of eDonkey network,?*! which was designed and built
by Arthur Britto and David Schwartz.[>*! In May 2011 they began developing a digital currency system in which
transactions were verified by consensus among members of the network, rather than by the mining process used by
bitcoin, which relies on blockchain ledgers.[*!! This new version of the Ripple system!?°! was therefore designed to
eliminate bitcoin’s reliance on centralized exchanges, use less electricity than bitcoin, and perform transactions much
more quickly than bitcoin.!*”! Chris Larsen,?!! who had previously founded the lending services companies E-Loan
and Prosper, joined the team in August 2012,!>3! and together McCaleb and Larsen approached Ryan Fugger with
their digital currency idea. After discussions with long-standing members of the Ripple community, Fugger handed
over the reins.!”!! In September 2012 the team co-founded the corporation OpenCoin,?!! or OpenCoin Inc.[?31?3]

OpenCoin and Ripple Labs (2012-2013)

Main article: Ripple (company)

OpenCoin began developing a new payment protocol called the Ripple Transaction Protocol (RTXP) based on Ryan
Fugger’s concepts.”!! The Ripple protocol enables the instant and direct transfer of money between two parties.”®! As
such the protocol can circumnavigate the fees and wait times of the traditional correspondent banking system,26(27]
and any type of currency can be exchanged including USD, Euros, RMB, yen, gold, airline miles, and rupees.?®!
To maintain security OpenCoin programmed Ripple to rely on a common ledger that is “managed by a network of
independent validating servers that constantly compare their transaction records.” Servers could belong to anyone,
including banks or market makers.[?®) The company also created its own form of digital currency dubbed XRP in a
manner similar to bitcoin, using the currency to allow financial insititutions to transfer money with negligible fees and
wait-time. "]

Among OpenCoin’s early investors were!**! Andreessen Horowitz and Google Ventures.!*s! On July 1, 2013, XRP
Fund II, LLC (now called simply XRP II)3! was incorporated as a wholly owned subsidiary of OpenCoin, and
headquartered in South Carolina.*!! The following day, Ripple announced its linking of the bitcoin and Ripple pro-
tocols via the Bitcoin Bridge. The bitcoin Bridge allows Ripple users to send a payment in any currency to a bitcoin
address.3?1331 Ripple also developed early partnerships with companies such as ZipZap.**! On September 26, 2013,
OpenCoin Inc. changed its name to Ripple Labs Inc.,?>! with Chris Larsen remaining CEO.1*>! On the same day
the Ripple reference server and client became free software, released as open source under the terms of the ISC
License.?! Ripple Labs continued as the primary contributors of code to the consensus verification system behind
Ripple, which can “integrate with banks’ existing networks.”**! In October 2013, Ripple partnered further with
ZipZap, with the relationship called a threat to Western Union in the press.!*”!

Focus on banking market (2014-2015)

By 2014 Ripple Labs was involved in several development projects related to the protocol, releasing for example an
iOS client app for the iPhone that allows iPhone users to send and receive any currency via their phone.3813%1140] This
Ripple Client client app no longer exists.[*!! In July 2014, Ripple Labs proposed Codius, a project to develop a new
smart contract system that is “programming language agnostic.”*?!

Since 2013 the protocol has been adopted by an increasing number of financial institutions to "[offer] an alternative
remittance option” to consumers./*3! Ripple allows for cross-border payments for retail customers, corporations, and
other banks, and Larsen was quoted stating that “Ripple simplifies the [exchange] process by creating point-to-point
and transparent transfers in which banks do not have to pay corresponding bank fees.”!?8! The first bank to use Ripple
was Fidor Bank in Munich, which announced the partnership in early 2014. Fidor is an online-only bank based in
Germany.**! That September the New Jersey-based Cross River Bank and Kansas-based CBW Bank announced
they would be using the Ripple protocol.®) By December Ripple Labs began working with global payments service
Earthport, combining Ripple’s software with Earthport’s payment services system. Earthport’s clients include banks
such as Bank of America and HSBC, and it operates in 65 countries. The partnership marked the first network usage
of the Ripple protocol.[*! In December 2014 alone, the XRP price value rose over 200%, helping Ripple surpass
litecoin to become the second biggest crypto-currency, and setting Ripple’s market capitalization at close to half a
billion.[4¢!

In February 2015, Fidor Bank announced they would be using the Ripple protocol to implement a new real-time
international money transfer network,*’! and in late April 2015, it was announced that Western Union was planning
to “experiment” with Ripple.!*”! In late May 2015, Commonwealth Bank of Australia announced it would be experi-
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menting with Ripple!*®! in relation to intrabank transfers.!*?! Since 2012 representatives of Ripple Labs have professed
support for government regulation of the crypto-currency market, claiming that regulations help businesses grow.>"!
On May 5, 2015 FinCEN fined Ripple Labs and XRP II $700,000 for violation of the Bank Secrecy Act,*!! based on
the Financial Crimes Enforcement Network's additions to the act in 2013.5! Ripple Labs agreed to remedial steps
to ensure future compliance, which included an agreement to only transact XRP and “Ripple Trade” activity through
registered money services businesses (MSB), among other agreements such as enhancing the Ripple Protocol.l*!! The
enhancement won't change the protocol itself, but will instead add AML transaction monitoring to the network and
improve transaction analysis.l>!! As of 2015, the current release of Ripple Trade is version 0.2.48-3 and the server
(known as rippled) is version 0.24.0.!!)

5.5.2 Concept

Ripple’s website describes the opensource protocol as “basic infrastructure technology for interbank transactions —
a neutral utility for financial institutions and systems.” The protocol allows banks and non-bank financial services
companies to incorporate the Ripple protocol into their own systems, and therefore allow their customers to use the
service.’¥ Currently, Ripple requires two parties for a transaction to occur: first, a regulated financial institution
“holds funds and issues balances on behalf of customers.” Second, “market makers” such as hedge funds or currency
trading desks provide liquidity in the currency they want to trade in.’*! At its core, Ripple is based around a shared,
public database or ledger that has its contents decided on by consensus.'®! In addition to balances, the ledger holds
information about offers to buy or sell currencies and assets, creating the first distributed exchange.>*! The consensus
process allows for payments, exchanges and remittance in a distributed process.”! According to the CGAP in 2015,
“Ripple does for payments what SMTP did for email, which is enable the systems of different financial institutions to
communicate directly.”>?!

In Ripple, users make payments between each other by using cryptographically signed transactions denominated in
either fiat currencies or Ripple’s internal currency (XRP). For XRP-denominated transactions Ripple can make use
of its internal ledger, while for payments denominated in other assets, the Ripple ledger only records the amounts
owed, with assets represented as debt obligations.['® As originally Ripple only kept records in its ledger and has no
real-world enforcement power, trust was required.!'8! However, Ripple is now integrated with various user verification
protocols and bank services.!3! Users have to specify which other users they trust and to what amount.''8! When a
non-XRP payment is made between two users that trust each other, the balance of the mutual credit line is adjusted,
subject to limits set by each user. In order to send assets between users that have not directly established a trust
relationship, the system tries to find a path between the two users such that each link of the path is between two users
that do have a trust relationship. All balances along the path are then adjusted simultaneously and atomically.!'8 This
mechanism of making payments through a network of trusted associates is named 'rippling'. It has similarities to the
age-old hawala system. ¢!

5.5.3 Design features
Gateways

A gateway is any person or organization that enables users to put money into and take money out of Ripple’s liquidity
pool.”l A gateway accepts currency deposits from users and issues balances into Ripple’s distributed ledger. Fur-
thermore, gateways redeem ledger balances against the deposits they hold when currency is withdrawn. In practice,
gateways are similar to banks, yet they share one global ledger known as the Ripple protocol. Depending on the type
and degree of interaction a user has with a gateway, the gateway may have anti-money laundering (AML) or know
your customer (KYC) policies requiring verification of identification, address, nationality, etc. to prevent criminal
activity."! Popular gateways as of 2015 included Coinex, Ripple Fox, Panama Bitcoins, Payroutes, Ripple Union,
Gold Bullion International, Bluzelle, Bitstamp, SnapSwap, and btc2ripple.7!

Trustlines and rippling Users must ‘extend trust’ to the Ripple gateway that holds their deposit. This manual
creation of a trustline indicates to the Ripple network that the user is comfortable with the gateway’s counterparty
risk. Furthermore, the user must put a quantitative limit on this trust and create a similar limit for each currency
on deposit at that gateway. For example, if a user deposits US$50 and BTC2.00 at The Rock Trading, the user will
have to grant trust of at least that much in both currencies to the gateway for the monies to be available in the Ripple
network.!>8! When a user has allowed multiple gateways in the same currency, there is an advanced option to allow
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Pictured is the 2014 Ripple user interface that allows for advanced users to add trustlines and “rippling.”

“rippling,” which subjects the user’s balance of that currency to switch (or ripple) between gateways. Though their
total balance doesn't alter, users earn a small transit fee for providing inter-gateway liquidity.>”!

Creditworthiness Similar to reasons during the Free Banking Era in the United States, the value of a currency
can vary significantly depending on a gateway’s creditworthiness. A non-profit trade association, the International
Ripple Business Association (IRBA), provides unified procedures and disclosure standards for gateways. 60116111621 A g
of June 2015, fifteen businesses had met or exceeded the IRBA standards.[001[61]

Consensus ledger

Ripple relies on a common shared ledger, which is a distributed database storing information about all Ripple ac-
counts. The network is “managed by a network of independent validating servers that constantly compare their
transaction records.” Servers could belong to anyone, including banks or market makers./?%! Though the Ripple pro-
tocol is freeware,?! Ripple Labs continues to develop and promote the Ripple protocol, which confirms financial
transactions via a network of distributed servers. Ripple Labs is currently assisting banks in integrating with the
Ripple network.*®! A new ledger is created every few seconds,®*! and the last closed ledger is a perfect record of all
Ripple accounts as determined by the network of servers. A transaction is any proposed change to the ledger and can
be introduced by any server to the network. The servers attempt to come to consensus about a set of transactions to

apply to the ledger, creating a new ‘last closed ledger’.[6%!

The consensus process is distributed,®*! and the goal of consensus is for each server to apply the same set of trans-
actions to the current ledger.[®* Servers continually receive transactions from other servers on the network,!®3 and
the server determines which transactions to apply based on if a transaction came from a specified node in the ‘unique
node list or UNL.” Transactions that are agreed upon by a “supermajority” of peers are considered validated.[6*
If the supermajority isn't in consensus, “this implies that transaction volume was too high or network latency too
great for the consensus process to produce consistent proposals,” and the consensus process is again attempted by
the nodes. Each round of consensus reduces disagreement, until the supermajority is reached.[®¥ The intended out-
come of this process is that disputed transactions are discarded from proposals while widely accepted transactions
are included.®*! While users may assemble their own UNL nodes and have full control over which nodes they trust,
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Ripple Labs acknowledges that most people will use the default UNL supplied by their client.!”!

Ledger security In early 2014,/9 a rival company called the Stellar Foundation%®! experienced a network crash.®!
The company brought in David Mazieres, Stellar’s chief scientist and head of Stanford University's secure computing
group, to conduct a review of the Stellar consensus system, which was similar to Ripple’s. Mazieres declared the Stel-
lar system unlikely to be safe when operating with “more than one validating node, '8! arguing that when consensus
is not reached, a ledger fork occurs with parts of the network disagreeing over accepted transactions.l”’ The Stel-
lar Foundation afterwards claimed that there was an “innate weaknesses” in the consensus process,[S] a claim which
according to Finance Magnates, “Ripple vehemently denied.”!®3! Ripple Labs chief cryptographer David Schwartz
disputed Mazieres’ findings and claimed that Stellar had incorrectly implemented the consensus system, as “the pro-
tocol provides safety and fault tolerance assuming the validators are configured correctly.”™ The company further
wrote that after examining Stellar’s information, they had concluded “that there is no threat to the continued operation
of the Ripple network.”¢”!

Use as a payment/forex system

Ripple allows users or businesses to conduct cross-currency transactions'®®! in 3 to 5 seconds.[>! All accounts and
transactions are cryptographically secure and algorithmically verified. Payments can only be authorized by the ac-
count holder and all payments are processed automatically without any third parties or intermediaries.[%8! Ripple
validates accounts and balances instantly for payment transmission and delivers payment notification with very little
latency (within a few seconds).!®”! Payments are irreversible, and there are no chargebacks.[””! XRP cannot be frozen
or seized.”!! While as of 2014 anyone could open an account on Ripple,!”!! by 2015 identity verification proce-
dures had been implemented.!>>! Ripple’s Path-finding Algorithm searches for the fastest, cheapest path between two
currencies.!”?! In the case of a user who wants to send a payment from USD to EUR, this could be a “one-hop” path
directly from USD to EUR, or it could be a multi-hop path, perhaps from USD to CAD to XRP to EUR.”3! Path
finding is designed to seek out the cheapest conversion cost for the user. As of May 14, 2014, Ripple’s gateways
allow deposits in a limited number of fiat currencies (USD, EUR, MXN, NZD, GBP, NOK, JPY, CAD, CHF, CNY,
AUD), a handful of crypto currencies (BTC, XRP, LTC, NMC, NXT, PPC, XVN, SLL) and a few commodities
(gold, silver, platinum).[741751176]

The Bitcoin Bridge The bitcoin bridge is a link between the Ripple and bitcoin ecosystems. The bridge makes it
possible to pay any bitcoin user straight from a Ripple account without ever needing to hold any of the digital currency.
Additionally, any merchant accepting bitcoins has the potential to accept any currency in the world. For example, a
Ripple user may prefer to keep money in USD and not own bitcoins. A merchant, however, may desire payment in
bitcoin. The bitcoin bridge allows any Ripple user to send bitcoins without having to use a central exchange such as
BTC-e to acquire them.33!l"7] Bitstamp acts as a gateway for the Ripple payment protocol, among other exchanges.

Privacy

Currently the only simple method for privacy on Ripple Trade is to keep the name of the owner of a wallet secret, as
the wallet address (and name if it has one) and its balance and transactions are visible in the ledger.”gl

Market makers

Any user on Ripple can act as a market maker by offering an arbitrage service such as providing market liquidity,
intra-gateway currency conversion, rippling, etc. Market makers can also be hedge funds or currency trading desks.
According to the Ripple website, “by holding balances in multiple currencies and connecting to multiple gateways,
market makers facilitate payments between users where no direct trust exists, enabling exchanges across gateways.”[”"]
With a sufficient number of market makers, the path finding algorithm creates a near frictionless market and enables
users to seamlessly pay each other via the network in different currencies, without assuming any undesired foreign
exchange risk.[3"!

Many such services are offered through a traditional platform of offers to buy or sell one currency for another currency.
Bids and asks are aggregated into order books, to create a decentralized exchange. Users can transact with market
makers to trade or convert currencies. Ripple’s path finding algorithm leverages this functionality to allow users to
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send money in one currency and the recipient to receive it in another currency.®! For example, a user can pay with
USD and the recipient can choose to receive the money in another currency, including bitcoins and XRP.[8!

Open API

Ripple Labs built the protocol to be friendly to the developer community, and resulting features include an API for its
payment network, based on the popular REST API standard. One of the earliest extensions by third-party developers
was a Ripple extension to e-commerce platform Magento, which enables Magento to read the Ripple public ledger
and create an invoice. There has been a Ripple Wallet payment option developed for retail situations as well.3!

5.54 XRP

XRP is the native currency of the Ripple network that only exists within the Ripple system.!®?] XRP are currently
divisible to 6 decimal places, and the smallest unit is called a drop with 1 million drops equaling 1 XRP.!8?] There were
100 billion XRP created at Ripple’s inception, with no more allowed to be created according to the protocol’s rules.®*!
As such, the system was designed so XRP is a scarce asset with decreasing available supply.[®*! Not dependent on
any third party for redemption, XRP is the only currency in the Ripple network that does not entail counterparty risk,
and it is the only native digital asset. The other currencies in the Ripple network are debt instruments (i.e. liabilities),
and exist in the form of balances.?! Users of the Ripple network are not required to use XRP as a store of value or a
medium of exchange. Each Ripple account is required, however, to have a small reserve of 20 XRP34! (US$0.38 as
of January 28, 201481). The purpose for this requirement is discussed in the anti-spam section.

XRP distribution

Of the 100 billion created, 20 billion XRP were retained by the creators, who were also the founders of Ripple Labs.
The creators gave the remaining 80% of the total to Ripple Labs, with the XRP intended to fund operations.!®3 Ripple
Labs also had a short-lived 2013 giveaway of under 200 million XRP (0.002% of all XRP) via World Community
Grid."®% As of November 30, 2012, 7.2 billion XRP of Ripple Lab’s amounts had been distributed,®”! with some of
the amount given to charities such as the Computing for Good initiative, which began offering XRP in exchange for
time volunteered on research projects.[®® As of March 2015, 67% of Ripple Labs’s original 80% was still retained by
the company,®3 with Ripple Labs stating that “we will engage in distribution strategies that we expect will result in
a stable or strengthening XRP exchange rate against other currencies.”'®”! The amount of XRP distributed and their
movement can be tracked through the Ripple Charts website.!*!

XRP as a bridge currency

One of the specific functions of XRP is as a bridge currency,’®! which can be necessary if no direct exchange
is available between two currencies at a specific time,[®!! for example when transacting between two rarely traded
currency pairs.!®!! Within the network’s currency exchange, XRP are traded freely against other currencies, and its
market price fluctuates against dollars, euros, yen, bitcoin, etc. Ripple’s design focus is as a currency exchange and
a distributed-RTGS, as opposed to emphasizing XRP as an alternative currency.®!! In April 2015, Ripple Labs
announced that a new feature called autobridging had been added to Ripple, with the intent of making it easier for
market makers to transact between rarely traded currency pairs. The feature is also intended to expose more of the
network to liquidity and better FX rates.%%!

XRP as an anti-spam measure

When a user conducts a financial transaction in a non-native currency, Ripple charges a transaction fee. The purpose
of the fees is to protect against network flooding by making the attacks too expensive for hackers. If Ripple were
completely free to access, adversaries could broadcast large amounts of “ledger spam” (i.e. fake accounts) and “trans-
action spam” (i.e. fake transactions) in an attempt to overload the network. This could cause the size of the ledger
to become unmanageable and interfere with the network’s ability to quickly settle legitimate transactions. Thus, to
engage in trade, each Ripple account is required to have a small reserve of 20 XRP,!®¥ (US$0.38 as of January 28,
2014!8]), and a transaction fee starting at .00001 XRP (US$.0000002 as of January 28, 201485) must be spent
for each trade. This transaction fee is not collected by anyone; the XRP is destroyed and ceases to exist.[>>! The
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transaction fee rises if the user posts trades at an enormous rate (many thousands per minute), and resettles after a
period of inactivity.">®!

5.5.5 Reception

Since its debut the Ripple protocol has received a fair amount of attention in both the financial and mainstream press.
Ripple has recently been mentioned in industry articles by The Nielsen Company, the Bank of England Quarterly
Bulletin, NACHA, and KPMG, with many of the articles examining Ripple’s effect on internationalizing the banking
industry.'®* In April 2015, American Banker asserted that “from banks’ perspective, distributed ledgers like the Ripple
system have a number of advantages over cryptocurrencies like Bitcoin,” including security.!'”) Wrote the Federal
Reserve Bank of Boston, “the adoption of distributed networks, such as Ripple, may help the [banking] industry
realize faster processing, as well as greater efficiencies for global payments and correspondent banking.”®*! Writing
for Esquire about Ripple as a payment network in 2013, Ken Kurson said that “the big financial-service brands ought
to feel about Ripple the way the record labels felt about Napster.”!®>! The New York Times website Dealbook points
out in 2014 that “(Ripple) is winning something that has proved elusive for virtual currencies: involvement from more
mainstream players in the financial system.”[!¢]

Comparisons to competition

Though Ripple is second in size to bitcoin as a digital currency, many members of the press have described Ripple as
an up-and-coming rival to bitcoin. In late 2014, Bloomberg called bitcoin a “failing” digital currency, after bitcoin’s
currency fell 54 percent in value in one year. Ripple was described as a significant competitor, in part because of its
real-time international money transfers.[°®! Bill Gates supported this outlook and mentioned the Ripple system when
asked about bitcoin in 2014, stating “there’s a lot that bitcoin or Ripple and variants can do to make moving money
between countries easier and getting fees down pretty dramatically. But bitcoin won’t be the dominant system.”[?”!
About Ripple’s allowance of any electronic value holder, the Vice President of the St. Louis Federal Reserve and
professor at Simon Fraser University, David Andolfatto, stated in 2014 that “Ripple is a currency-agnostic protocol.
Ripple is the winner. It processes anything.”®8! For its creation and development of the Ripple protocol (RTXP) and
the Ripple payment/exchange network, the Massachusetts Institute of Technology (MIT) recognized Ripple Labs as
one of 2014’s 50 Smartest Companies in the February 2014 edition of MIT Technology Review.!*!

Reactions to XRP

The reaction to XRP is polarized in the crypto-currency community.”! Proponents of bitcoin have criticized XRP
for being “pre-mined,” as XRP is built directly into the Ripple protocol and requires no mining. Also, Ripple Labs’
distribution of the original limited amount of XRP currency has met with a fair amount of controversy,!® and in par-
ticular the founders’ retainment of 20% is seen as a high percentage. However, Esquire countered in 2013 that “if that
is devious, then so is every company that’s ever gone public while retaining the great bulk of its shares.”®! Much of
the controversy was settled after the announcement that the founders!®®! Jed McCaleb!'%’! and Arthur Britto!®®! would
be selling their XRP at a mediated rate over several years, “a move that should add stability and restore confidence
to the XRP market.”®! CEO Chris Larsen in turn donated 7 billion XRP to the Ripple Foundation for Financial
Innovation, with the XRP to be “locked up” and donated over time. %!

5.5.6 See also

e List of online payment service providers

5.5.7 References

[1] “Official source code”. Github. Retrieved May 14, 2014.

[2] Buterin, Vitalik (September 26, 2013). “Ripple is officially open source”. Bitcoin Magazine (Coin Publishing Ltd.). Re-
trieved January 25, 2014.

[3] “Two US banks are ready to embrace the Ripple protocol”. Gigaom. September 24, 2014. Retrieved 2015-06-09.


https://en.wikipedia.org/wiki/The_Nielsen_Company
https://en.wikipedia.org/wiki/Bank_of_England
https://en.wikipedia.org/wiki/Bank_of_England
https://en.wikipedia.org/wiki/NACHA
https://en.wikipedia.org/wiki/KPMG
https://en.wikipedia.org/wiki/American_Banker
https://en.wikipedia.org/wiki/Federal_Reserve_Bank_of_Boston
https://en.wikipedia.org/wiki/Federal_Reserve_Bank_of_Boston
https://en.wikipedia.org/wiki/Esquire_(magazine)
https://en.wikipedia.org/wiki/Ken_Kurson
https://en.wikipedia.org/wiki/Napster
https://en.wikipedia.org/wiki/The_New_York_Times
https://en.wikipedia.org/wiki/The_New_York_Times
https://en.wikipedia.org/wiki/Bill_Gates
https://en.wikipedia.org/wiki/Federal_Reserve_Bank_of_St._Louis
https://en.wikipedia.org/wiki/Simon_Fraser_University
https://en.wikipedia.org/wiki/Massachusetts_Institute_of_Technology
https://en.wikipedia.org/wiki/MIT_Technology_Review
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Esquire_(magazine)
https://en.wikipedia.org/wiki/Chris_Larsen
https://en.wikipedia.org/wiki/List_of_online_payment_service_providers
https://github.com/ripple
http://bitcoinmagazine.com/7275/ripple-is-officially-open-source/
https://gigaom.com/2014/09/24/two-us-banks-are-ready-to-embrace-the-ripple-protocol-allowing-instant-global-money-transfers/

108

(4]

(5]

(6]
(7]

(8]
(9]
[10]
(11]
[12]

(13]
[14]

[15]
(16]

(17]

[18]
(19]

(20]

(21]

(22]

(23]

[24]
(25]
[26]

[27]

(28]
[29]
(30]
(31]
(32]

CHAPTER 5. NON PROOF-OF-WORK

“Ripple Labs Banks $3.5M for Open-Source Payments System and Virtual Currency”. Dow Jones & Company. Retrieved
January 28, 2014.

Bradbury, Danny (May 27, 2013). “Chris Larsen: Ripple is HTTP for money”. CoinDesk (Coindesk Ltd.). Retrieved
January 26, 2014.

“Tech Showcase: Ripple Labs”. Institute of International Finance.

Liu, Alec. “Beyond Bitcoin: a Guide to the Most Promising Cryptocurrencies”. Motherboard (beta) blogs. Vice Media
Inc.

“Safety, liveness and fault tolerance—the consensus choices”.

“Stellar Network Fork Prompts Concerns Over Ripple Consensus Protocol”.

“Crypto-Currency Market Capitalizations”. coinmarketcap.com. Retrieved 2014-01-19.

“LTC/USD alltime - Bitcoin / Altcoin market overview”. cryptocoincharts.info. Retrieved 2014-10-01.

Simonite, Tom (2013-04-15). “Bitcoin isn't the only cryptocurrency in town”. MIT Technology Review. Retrieved April
24,2013.

LTCUSD alltime Litecoin US Dollar chart from BTC-e (cryptocoincharts.info)

Powers, Shawn (March 2012). “Cryptocurrency: Your total cost is 01001010010” (PDF). Linux Journal (215): 28-29.
Retrieved October 21, 2012.

BATR (2013-04-17). “Bitcoins risk reward”. The Market Oracle. Retrieved April 24, 2013.

Popper, Nathaniel. “The rush to coin virtual money with real value”. The New York Times (The New York Times Company).
Retrieved January 26, 2014.

Todd, Sarah (April 7, 2015). “Banks Can Cherry-Pick the Best Bits from Bitcoin: Report”. American Banker. Retrieved
2015-06-16.

Buterin, Vitalik (February 26, 2013). “Introducing Ripple”. Bitcoin Magazine. Retrieved February 6, 2014.

Deng, Xiaotie; Graham, Fan Chung, ed. (November 29, 2007). Internet and Network Economics: Third International
Workshop, WINE 2007, Proceedings. Germany: Springer. p. 268. ISBN 978-3-540-77104-3.

Peck, Morgan (January 14, 2013). “Ripple Could Help or Harm Bitcoin”. IEEE Spectrum. Institute of Electrical and
Electronics Engineers. Retrieved January 27, 2014.

Reutzel, Bailey. “Disruptor Chris Larsen Returns with a Bitcoin-Like Payments System”. PaymentSource. Retrieved 18
March 2014.

Liu, Alec. “Ripple Could Make Bitcoin Great (or Destroy It)". Motherboard. Retrieved January 27, 2014.

Grant, Rebecca (April 11, 2013). “OpenCoin raises seed round so ‘anyone in the world can trade any amount of money in
any currency’". VentureBeat. Retrieved February 6, 2014.

Craig, Michael (February 5, 2015). “The Race to Replace Bitcoin”. Observer. Retrieved 2015-06-13.
“Company Overview of Ripple Labs Inc.”. Bloomberg. Retrieved January 27, 2014.

Andrews, Edmund L. (September 24, 2013). “Chris Larsen: Money Without Borders”. Stanford Graduate School of
Business. Retrieved 2015-04-10.

Bala, Dr. Venkatesh (October 8, 2014). “Lessons in Innovation Leadership: Chris Larsen”. Nielsen (The Cambridge
Group). Retrieved 2015-06-10.

Perry, John-David (December 5, 2014). “The Future for Global Value Transfers”. Fox Business. Retrieved 2015-06-16.
Lashinsky, Adam (August 22, 2014). “Isn't one Internet enough?". Fortune Magazine. Retrieved 2015-04-10.

Shirley, Siluk. “Google Ventures invests in Bitcoin competitor OpenCoin”. CoinDesk. Retrieved 18 March 2014.
“FinCEN Fines Ripple Labs Inc. in First Civil Enforcement” (PDF).

“OpenCoin Extends Ripple Network to Include All Bitcoin Merchants and Users”. Yahoo Finance. Retrieved 18 March
2014.


http://pevc.dowjones.com/Article?an=DJFVW00020131112e9bcncf1w&cid=&ctype=&from=Search&ReturnUrl=http%253a%252f%252fpevc.dowjones.com%252fArticle%253fan%253dDJFVW00020131112e9bcncf1w%2526cid%253d%2526ctype%253d%2526from%253dSearch
http://www.coindesk.com/chris-larsen-ripple-is-http-for-money/
https://www.youtube.com/watch?v=DvBns7XLLxo
http://motherboard.vice.com/blog/beyond-bitcoin-a-guide-to-the-most-promising-cryptocurrencies
https://www.stellar.org/blog/safety_liveness_and_fault_tolerance_consensus_choice/
http://www.coindesk.com/stability-questions-dog-ripple-protocol-stellar-fork/
http://coinmarketcap.com/
http://www.cryptocoincharts.info/
http://www.technologyreview.com/news/513661/bitcoin-isnt-the-only-cryptocurrency-in-town/
http://www.cryptocoincharts.info/period-charts.php?period=alltime&resolution=day&pair=ltc-usd&market=btc-e
http://www.missoulapubliclibrary.org/ftp/LinuxJournal/LJ12-03.pdf
http://www.marketoracle.co.uk/Article39996.html
http://dealbook.nytimes.com/2013/11/11/the-rush-to-coin-virtual-money-with-real-value/?_php=true&_type=blogs&_r=0
https://en.wikipedia.org/wiki/The_New_York_Times_Company
http://www.americanbanker.com/news/bank-technology/banks-can-cherry-pick-the-best-bits-from-bitcoin-report-1073642-1.html
https://en.wikipedia.org/wiki/American_Banker
http://bitcoinmagazine.com/3506/introducing-ripple/
http://books.google.com/books?id=thhpjLxjT88C&pg=PA268
http://books.google.com/books?id=thhpjLxjT88C&pg=PA268
https://en.wikipedia.org/wiki/International_Standard_Book_Number
https://en.wikipedia.org/wiki/Special:BookSources/978-3-540-77104-3
http://spectrum.ieee.org/telecom/internet/ripple-credit-system-could-help-or-harm-bitcoin
https://en.wikipedia.org/wiki/Institute_of_Electrical_and_Electronics_Engineers
https://en.wikipedia.org/wiki/Institute_of_Electrical_and_Electronics_Engineers
http://www.paymentssource.com/news/disruptor-chris-larsen-returns-with-bitcoin-like-payments-system-3012580-1.html?zkPrintable=1&nopagination=1
http://motherboard.vice.com/blog/the-ripple-economy-could-make-bitcoin-great
http://venturebeat.com/2013/04/11/opencoin-raises-seed-round-so-anyone-in-the-world-can-trade-any-amount-of-money-in-any-currency/
http://venturebeat.com/2013/04/11/opencoin-raises-seed-round-so-anyone-in-the-world-can-trade-any-amount-of-money-in-any-currency/
http://www.americanbanker.com/news/bank-technology/digital-only-german-bank-to-enter-us-market-court-millennials-1072853-1.html
http://investing.businessweek.com/research/stocks/private/snapshot.asp?privcapId=235707311
http://www.gsb.stanford.edu/insights/chris-larsen-money-without-borders
https://en.wikipedia.org/wiki/Stanford_Graduate_School_of_Business
https://en.wikipedia.org/wiki/Stanford_Graduate_School_of_Business
http://www.nielsen.com/us/en/insights/news/2014/lessons-in-innovation-leadership-chris-larsen.html
https://en.wikipedia.org/wiki/Nielsen_Holdings_N.V.
http://www.foxbusiness.com/technology/2014/12/05/future-for-global-value-transfers/
https://en.wikipedia.org/wiki/Fox_Business
http://fortune.com/2014/08/22/ripple-virtual-currency/
https://en.wikipedia.org/wiki/Fortune_Magazine
http://www.coindesk.com/google-ventures-invests-in-bitcoin-competitor-opencoin/
http://www.fincen.gov/news_room/nr/pdf/20150505.pdf
http://finance.yahoo.com/news/opencoin-extends-ripple-network-bitcoin-120500664.html

5.5. RIPPLE (PAYMENT PROTOCOL) 109

(33]
[34]
(35]
(36]

(37]
(38]
(39]
[40]

[41]

(42]

(43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]
(53]
[54]

[55]

[56]
(571
(58]
[59]
(60]
[61]
[62]

David, Gilson. “OpenCoin: Ripple users can send payments to bitcoin addresses”. CoinDesk. Retrieved March 17, 2014.
Kharif, Olga. “Ripple Takes on Western Union With Deal to Grow Payments”. Bloomberg. Retrieved January 28, 2014.
“The Future of Money and Bitcoin by Chris Larsen, CEO of OpenCoin”. Retrieved February 24, 2015.

Cooper, Jane (March 11, 2014). “Ripple Labs CEO looks to revolutionise online payments”. The Banker. Retrieved
2015-04-10.

Ryan, Philip (April 29, 2015). “Western Union Will Give Ripple a Chance”. Bank Innovation. Retrieved 2015-06-09.
Bradbury, Danny. “Ripple Courts Developers, Entrepreneurs With New Initiatives”. CoinDesk. Retrieved 18 March 2014.
“Introducing Ripple Client: the i0OS App”. Ripple Blog. Ripple Labs Inc.

Kirk, Jeremy. “Apple removes Blockchain, last Bitcoin wallet app, from iOS App Store”. PCWorld. Retrieved 18 March
2014.

Download the Ripple Client - Official site Archived June 4, 2015 at the Wayback Machine

Cawrey, Daniel (July 21, 2014). “Ripple Labs Unveils Proposal for New Smart Contract System”. coindesk. Retrieved
2015-06-09.

Scully, Matt (September 24, 2014). “Alternative Money Mover Ripple Labs Enters U.S. Banking System”. American
Banker. Retrieved 2015-06-16.

Bannister, David (September 30, 2014). “Next out of the block™. Banking Technology. Retrieved 2015-06-09.

Paul Vigna, Michael Casey (December 4, 2014). “BitBeat: Ripple Partners With Global Payments Service Earthport”.
Wall Street Journal. Retrieved 2015-06-09.

Wilmoth, Josiah (December 13, 2014). “XRP price rise gives Ripple $500 million market cap”. CryptoCoinNews. Re-
trieved 2015-06-09.

Reutzel, Bailey (February 23, 2015). “Digital-Only German Bank to Enter U.S. Market, Court Millennials”. American
Banker. Retrieved 2015-06-09.

Riley, Duncan (June 1, 2015). “CBA signs deal with Ripple for Blockchain settlements, may eventually support Bitcoin”.
Silicon Angle. Retrieved 2015-06-09.

Merrett, Rebecca (May 27, 2015). “Commonwealth Bank to launch Ripple payments between its subsidiaries”. CIO.
Retrieved 2015-06-05.

Higgins, Stan (November 3, 2014). “Money20/20 Day 1: Regulators, Finance Giants Forecast Bitcoin’s Future”. Coin-
Desk. Retrieved 2015-06-09.

“What Ripple’s Fincen Fine Means for the Digital Currency Industry”. American Banker. May 6, 2015. Retrieved 2015-
06-09.

“The ‘Ripple’ Effect: Why an Open Payments Infrastructure Matters”. Consultative Group to Assist the Poor. May 1, 2015.
“Executive Summary for Financial Institutions”. ripple.com. Retrieved 2015-06-16.

Katakam, Arunjay (September 4, 2014). “The evolution of cross-border transfers: new infrastructure for MNO’s to increase
remittance”. GSMA. Retrieved 2015-06-16.

Trach, Alina (May 27, 2015). “Ripple Trade to Implement Identity Verification Procedures”. ripple.com. Retrieved
2015-06-05.

“Ripple Explained: Medieval Banking with a Digital Twist”.

“Gateway Information”. ripple.com. Retrieved 2015-06-16.

John, Light. “Decentralized Exchange for Fun and Profit”. Let’s Talk Bitcoin. Retrieved January 26, 2014.
Tong, Anna. “Understanding trust lines”. Ripple Labs. Retrieved February 2, 2014.

“Ripple Gateways”. IRBA. Retrieved January 27, 2014.

“Public Disclosure Standards”. International Ripple Business Association. Retrieved May 14, 2014.

“International Ripple Business Association”. ZoomlInfo. Retrieved May 14, 2014.


http://www.coindesk.com/opencoin-ripple-users-can-send-payments-to-bitcoin-addresses/
http://www.bloomberg.com/news/2013-10-07/ripple-takes-on-western-union-with-deal-to-grow-payments.html
http://www.citizentekk.com/2013/06/11/the-future-of-money-and-bitcoin-by-chris-larsen-ceo-of-opencoin/
http://www.thebanker.com/Techvision/Ripple-Labs-CEO-looks-to-revolutionise-online-payments
https://en.wikipedia.org/wiki/The_Banker
http://bankinnovation.net/2015/04/western-union-will-give-ripple-a-chance/
http://www.coindesk.com/ripple-courts-developers-entrepreneurs-new-initiatives/
https://ripple.com/blog/introducing-ripple-client-the-ios-app/
http://www.pcworld.com/article/2095060/apple-removes-blockchain-last-bitcoin-wallet-app-from-mobile-store.html
https://download.ripple.com/
https://web.archive.org/web/20150604061104/https://download.ripple.com/
https://en.wikipedia.org/wiki/Wayback_Machine
http://www.coindesk.com/ripple-labs-unveils-proposal-new-smart-contract-system/
http://www.americanbanker.com/issues/179_185/alternative-money-mover-ripple-labs-enters-us-banking-system-1070201-1.html
https://en.wikipedia.org/wiki/American_Banker
https://en.wikipedia.org/wiki/American_Banker
http://www.bankingtech.com/249752/next-out-of-the-block/
http://blogs.wsj.com/moneybeat/2014/12/04/bitbeat-ripple-partners-with-global-payments-service-earthport/
https://en.wikipedia.org/wiki/Wall_Street_Journal
https://www.cryptocoinsnews.com/xrp-price-rise-gives-ripple-500-million-market-cap/
http://www.americanbanker.com/news/bank-technology/digital-only-german-bank-to-enter-us-market-court-millennials-1072853-1.html
https://en.wikipedia.org/wiki/American_Banker
https://en.wikipedia.org/wiki/American_Banker
http://siliconangle.com/blog/2015/06/01/cba-signs-deal-with-ripple-for-blockchain-settlements-may-eventually-support-bitcoin/
http://www.cio.com.au/article/575937/commonwealth-bank-launch-ripple-payments-between-its-subsidiaries/
http://www.coindesk.com/money2020-day-1-regulators-finance-giants-forecast-bitcoins-future/
http://www.americanbanker.com/news/bank-technology/what-ripples-fincen-fine-means-for-the-digital-currency-industry-1074195-1.html
https://en.wikipedia.org/wiki/American_Banker
https://ripple.com/integrate/executive-summary-for-financial-institutions/
http://www.gsma.com/mobilefordevelopment/the-evolution-of-cross-border-transfers-new-infrastructure-for-mnos-to-increase-remittance-volume
http://www.gsma.com/mobilefordevelopment/the-evolution-of-cross-border-transfers-new-infrastructure-for-mnos-to-increase-remittance-volume
https://ripple.com/knowledge_center/ripple-trade-to-implement-identity-verification-procedures/
http://www.coindesk.com/ripple-medieval-banking-digital-twist
https://ripple.com/knowledge_center/gateway-information/
http://letstalkbitcoin.com/the-decentralized-exchange-for-fun-profit/#.UuVJ4Hl67u0
https://support.ripplelabs.com/hc/en-us/articles/200916587-Understanding-trust-lines
http://www.xrpga.org/gateways.html
http://www.xrpga.org/
http://www.zoominfo.com/s/#!search/profile/company?companyId=357457089&targetid=profile

110

[63]
[64]
[65]
[66]

[67]

[68]
[69]

[70]

[71]

[72]
(73]
[74]
[75]
[76]

(771

(78]
[79]
(80]

[81]
(82]
[83]
[84]
(85]
[86]
(87]

(88]

[89]
[90]
[91]
[92]
(93]
[94]

CHAPTER 5. NON PROOF-OF-WORK

Britto, Arthur. “The Ripple Ledger Consensus Process”. ripple.com. Retrieved 2015-05-09.
“The Science of Trust”.
Pick, Leon (April 23, 2015). “Ripple orders freeze”. Finance Magnates. Retrieved 2015-06-09.

Carney, Michael (August 15, 2014). “Ripple settles with estranged founder Jed McCaleb, outlining a metered sale of his
XRP holdings”. Pando.com. Retrieved 2015-06-09.

Thomas, Stefan (December 7, 2014). “Why the Stellar Forking Issue Does Not Affect Ripple”. ripple.com. Retrieved
2015-06-05.

“Payment Network”. Ripple Labs. Retrieved February 2, 2014.

Simonite, Tom (April 11, 2013). “Big-name investors back effort to build a better Bitcoin”. MIT Technology Review.
Retrieved January 26, 2014.

Schwartz, Ariel. “Bitcoin 2.0: Can Ripple Make Digital Currency Mainstream?". Fast Company. Retrieved February 2,
2014.

McGarvey, Robert. "Ripple' is the New Bitcoin: Adventures in Virtual Currency”. The Street. Retrieved February 2,
2014.

Bradbury, Danny. “Chris Larsen: Ripple is HTTP for money”. CoinDesk. Retrieved February 2, 2014.

“Bridge Currency”. Ripple.com. Retrieved 2015-06-16.

“Grid”. RippleCharts. Archived from the original on 10 February 2014. Retrieved January 27, 2014.

“Company Summary”. Peercover. Retrieved January 27, 2014.

Southurst, Jon. “Bullion Exchange Brings Ripple into the Physical World”. CoinDesk. Retrieved February 2, 2014.

Bailey, Reutzel. “Ripple Network Adds Currency Conversion for Bitcoin Payments”. PaymentsSource. Retrieved March
17,2014.

“How does Ripple handle privacy?". ripple.com. Retrieved October 31, 2014.
“Market Makers”. Ripple.com. October 16, 2014. Retrieved 2015-06-16.

Spaven, Emily. “Online payment network Ripple Labs receives $3.5m in new funding”. CoinDesk. Retrieved January 27,
2014.

“Math Based Currency”. Ripple.com. Retrieved 2015-06-16.

“Ripple”. Github. Retrieved January 28, 2014.

“XRP Distribution”. Ripple Labs. Retrieved February 24, 2015.

“Proposed change to Ripple reserve requirement”. Ripple Blog. Ripple Labs Inc.

“Your resource for live Ripple (XRP) exchange rates”. Digigold Pty. Ltd. Retrieved January 28, 2014.

“Ripple Forum ¢ View topic - [OFFICIAL] We're moving the giveaway out of beta”. Retrieved February 24, 2015.

Jackson, Brian (January 21, 2014). “Beyond Bitcoin: Top 5 cryptocurrencies by market cap”. IT Business Canada. 1T
World Canada Inc.

Bradbury, Dan. “Ripple Labs now taking cash payments following deal with ZipZap and SnapSwap”. CoinDesk. Retrieved
February 2, 2014.

“XRP Distribution”. Ripple Labs website. Ripple Labs Inc.

“Network Feed”. Ripple Labs. Retrieved January 28, 2014.

King, Steve. “Missed Bitcoin? No Worries.”. Netswitch Technology Management. Retrieved January 27, 2014.

Liu, Alec (April 27, 2015). “rippled Feature Update: NuDB and Autobridging”. Ripple Blog. Retrieved 2015-06-16.
Teague, Solomon. “First Bitcoin, now Google-backed Open Coin”. EuroMoney. Retrieved February 2, 2014.

“Industry Perspectives: Ripple Inclusions”. ripple.com. Retrieved 2015-06-16.


https://ripple.com/knowledge_center/the-ripple-ledger-consensus-process/
http://bitcoinmagazine.com/15513/science-trust/
http://www.financemagnates.com/cryptocurrency/news/ripple-reportedly-orders-freeze-of-1m-worth-of-mccaleb-funds/
http://pando.com/2014/08/15/ripple-settles-with-estranged-founder-jed-mccaleb-outlining-a-metered-sale-of-his-xrp-holdings/
http://pando.com/2014/08/15/ripple-settles-with-estranged-founder-jed-mccaleb-outlining-a-metered-sale-of-his-xrp-holdings/
https://ripple.com/dev-blog/why-the-stellar-forking-issue-does-not-affect-ripple/
https://ripple.com/payment-network/
http://www.technologyreview.com/news/513606/big-name-investors-back-effort-to-build-a-better-bitcoin/
http://www.fastcoexist.com/1682032/bitcoin-20-can-ripple-make-digital-currency-mainstream
http://www.mainstreet.com/article/money/investing/ripple-new-bitcoin-adventures-virtual-currency?page=2
http://www.coindesk.com/chris-larsen-ripple-is-http-for-money/
https://ripple.com/knowledge_center/bridge-currency/
http://web.archive.org/web/20140210095959/https://ripplecharts.com/grid
https://ripplecharts.com/grid
https://gust.com/c/peercover
http://www.coindesk.com/bullion-exchange-brings-ripple-physical-world/
http://www.paymentssource.com/news/ripple-network-adds-currency-conversion-for-bitcoin-payments-3014583-1.html
https://wiki.ripple.com/FAQ#How_does_Ripple_handle_privacy.3F
https://ripple.com/knowledge_center/market-makers/
http://www.coindesk.com/online-payment-network-ripple-labs-receives-3-5m-new-funding/
https://ripple.com/knowledge_center/math-based-currency/
https://github.com/thelinuxkid/ripple/blob/master/ripple/jsonformat.py
https://www.ripplelabs.com/xrp-distribution/
https://ripple.com/blog/proposed-change-to-ripple-reserve-requirement-2/
http://rippleprice.com/
https://ripple.com/forum/viewtopic.php?f=18&t=4319
http://www.itbusiness.ca/slideshows/beyond-bitcoin-top-5-cryptocurrencies-by-market-cap
http://www.coindesk.com/ripple-labs-now-taking-cash-payments-zipzap-snapswap/
https://www.ripplelabs.com/xrp-distribution/
https://ripple.com/graph/#r8TR1AeB1RDQFabM6i8UoFsRF5basqoHJ
http://www.netswitch.net/missed-bitcoin-no-worries/
https://ripple.com/blog/rippled-feature-update-nudb-and-autobridging/
http://www.euromoney.com/Article/3217807/First-Bitcoin-now-Google-backed-OpenCoin-a-new-disintermediation-threat-for-banks.html?single=true
https://ripple.com/news/

5.6. STELLAR (PAYMENT NETWORK) 111

[95] Kurson, Ken (November 27, 2013). “The true value of Bitcoin and Ripple”. Esquire Blogs (Hearst Communications, Inc.).
Retrieved January 26, 2014.

[96] Kharif, Olga (December 15, 2014). “Bitcoin Bears Say Told-You-So as Digital Currency Falls”. Bloomberg. Retrieved
2015-06-16.

[97] Higgins, Stan (January 22, 2015). “Bill Gates: Bitcoin Alone Won't Solve Global Payments Challenges”. CoinDesk.
Retrieved 2015-06-16.

[98] Cawrey, Daniel. “Federal Bank VP: Bitcoin Threat Means Banks Must ‘Adapt or Die’". CoinDesk. Retrieved May 14,
2014.

[99] Bergstein, Brian. “50 Smartest Companies”. MIT Technology Review. Retrieved March 12, 2014.

[100] Long, Monica (August 14, 2014). “Settlement of Jed’s XRP”. Official Ripple Forum. Retrieved 2015-06-16.
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e “Ripple Could Make Bitcoin Great (or Destroy It)". Motherboard. January 23, 2013.
e “Ripple Labs Unveils Proposal for New Smart Contract System”. CoinDesk. July 21, 2014.

e “Isn't one Internet enough?". Fortune Magazine. August 22, 2014.

5.5.9 External links

e Ripple.com

5.6 Stellar (payment network)

Stellar is an open source protocol for value exchange. It was founded in early 2014 by Jed Mccaleb and Joyce
Kim, its board members and advisory board members include Keith Rabois, Patrick Collison, Matt Mullenweg,
Greg Stein, Joi Ito, Sam Altman, Naval Ravikant and others.!!2IBI4ISI6N The Stellar protocol is supported by a
nonprofit, the Stellar Development Foundation. The Foundation’s mission is to expand financial access and literacy
worldwide.[71BIPIIOIITII2T At Jaunch, Stellar was based on the Ripple protocol. After systemic problems with the
existing consensus algorithm were discovered, Stellar created an updated version of the protocol with a new consensus
algorithm, based on entirely new code. The code and whitepaper for this new algorithm were released in April 2015,
and the upgraded network went live in November 2015 [I31H410SIH6II71L8I191120]

5.6.1 Design

Stellar is an open source protocol for value exchange./?!! Servers run a software implementation of the protocol, and
use the internet to connect to and communicate with other Stellar servers, forming a global value exchange network.
Each server stores a record of all “accounts” on the network. These records are stored in a database called the “ledger”.
Servers propose changes to the ledger by proposing “transactions”, which move accounts from one state to another
by spending the account’s balance or changing a property of the account. All of the servers come to agreement on
which set of transactions to apply to the current ledger through a process called “consensus”. The consensus process

happens at a regular interval, typically every 2 to 4 seconds. This keeps each server’s copy of the ledger in sync and
identical.[2211231124](24]

5.6.2 Real-world Applications of Stellar

Several nonprofits and businesses are implementing Stellar as financial infrastructure, particularly in the develop-
ing world. One such example is Praekelt Foundation, which will be integrating Stellar into Vumi, it’s open-source
messaging app, to let young girls in Sub-Saharan Africa save money in airtime credits.2>/1261(271128]

Oradian, a cloud-based banking software company, also plans to use the Stellar network to connect microfinance
institutions (MFIs) in Nigeria.mmo]
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5.6.3 Stellar Consensus Protocol

The white paper and code for the Stellar Consensus Protocol (SCP) were released on April 8, 2015. The white paper
introduces federated Byzantine agreement (FBA), a new approach to consensus for which SCP is the first construction.
FBA relies on quorum slices, in which each node chooses which other nodes to trust, for system robustness. Together,
quorum slices determine system-level quorums. SCP allows open membership.!!31[171 [311[321(33]
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Chapter 6

The technology

6.1 Block chain (database)

A block chain or blockchain is a permissionless distributed database based on the bitcoin protocol'!! that maintains a
continuously growing list of transactional data records hardened against tampering and revision, even by operators of
the data store’s nodes. The initial and most widely known application of the block chain technology is the public ledger
of transactions for bitcoin!?! which has been the inspiration for similar implementations often known as altchains.*!

6.1.1 Name

The block chain is primarily tamper resistant through timestamping the hash of batches of recent valid transactions
into “blocks”, proving that the data must have existed at the time. Each block includes the prior timestamp, forming
a chain of blocks, with each additional timestamp reinforcing the ones before it,!!! thus giving the database type its
name. Each block chain record is enforced cryptographically and hosted on machines working as data store nodes
extending this validation to the network as a whole.!

6.1.2 Basic principles

The core advantages of the block chain architecture include the following:

e The ability for a significant number of nodes to converge on a single consensus of the most up-to-date version
of a large data set such as a ledger, even when the nodes are run anonymously, have poor connectivity with one
another, and have operators who may be dishonest or malicious (see Sybil attack).

o The ability for any node that is well-connected to other nodes to determine, with a reasonable level of certainty,
whether a transaction does or does not exist in the confirmed data set (see consistency).

e The ability for any node that creates a transaction to, after a certain period of confirmation time, determine with
a reasonable level of certainty whether the transaction is valid, able to take place, and become final (i.e. that
there were no conflicting transactions confirmed into the block chain elsewhere that would make the transaction
invalid, such as the same currency units “double-spent” somewhere else).

e A prohibitively high cost to attempt to rewrite or alter any transaction history.

e An automated form of resolution that ensures that conflicting transactions (such as two or more attempts to
spend the same balance in different places) never become part of the confirmed data set.

A block chain implementation consists of two kinds of records: transactions and blocks. Transactions are the actual
data to be stored in the block chain, and blocks record and confirm when and in what sequence transactions became
journaled as a part of the block chain database. Transactions are created by participants using the system in the normal
course of business and blocks are created by users known as “miners” who use specialized software or equipment

114


https://en.wikipedia.org/wiki/Distributed_database
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Node_(networking)
https://en.wikipedia.org/wiki/Ledger
https://en.wikipedia.org/wiki/Transaction_processing
https://en.wikipedia.org/wiki/Bitcoin
https://en.wikipedia.org/wiki/Tamper-evident_technology
https://en.wikipedia.org/wiki/Trusted_timestamping
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Proof-of-work_system
https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Node_(networking)
https://en.wikipedia.org/wiki/Consensus_(computer_science)
https://en.wikipedia.org/wiki/Sybil_attack
https://en.wikipedia.org/wiki/Consistency_(database_systems)
https://en.wikipedia.org/wiki/Transaction_processing
https://en.wikipedia.org/wiki/Write%E2%80%93write_conflict
https://en.wikipedia.org/wiki/Journaling_file_system

6.1. BLOCK CHAIN (DATABASE) 115

designed specifically to create blocks. In the case of cryptocurrencies, a transaction is created anytime someone sends
cryptocurrency to another.

Users of the system create transactions which are loosely passed around from node to node on a best-effort basis. The
definition of what constitutes a valid transaction is based on the system implementing the block chain. In cryptocur-
rency applications, a valid transaction is one that is properly digitally signed, spends one or more unspent outputs of
previous transactions, and the sum of transaction outputs does not exceed the sum of inputs.

Meanwhile, miners attempt to create blocks that confirm and incorporate those transactions into the blockchain. In
a cryptocurrency system such as bitcoin, miners are incentivized to create blocks in order to collect two types of
rewards: a pre-defined per-block award, and fees offered within the transactions themselves, payable to any miner
who successfully confirms the transaction.

6.1.3 Decentralisation

Every node in a decentralized cryptocurrency has a complete or partial copy of the block chain. This avoids the
need to have a centralized database that other systems, such as PayPal, require.’] Whereas a conventional ledger
records the transfers of actual bills or promissory notes that exist apart from it, the block chain is the only place that
cryptocurrency can be said to exist, in the form of unspent outputs of transactions.!®/h 3

Transactions of the form payer X sends Y currency to payee Z are broadcast to this network using software applica-
tions. Network nodes can validate transactions, add them to their copy of the ledger, and then broadcast these ledger
additions to other nodes. 61" 8

Cryptocurrencies use various timestamping schemes, such as proof-of-work, to avoid the need for a trusted third
party to timestamp transactions added to the block chain. This avoids anyone easily double-spending the currency.!”!

6.1.4 Token-less block chain debate

There is an ongoing!®! debate!®!!!! as to whether a blockchain-like system without a native token can still be considered
a blockchain!'1['?] Some have argued that token-free block chains serve as a distributed version of multiversion
concurrency control (MVCC) in databases.!'3! Just as MVCC prevents two transactions from modifying a single row
in a database, block chains prevent two transactions from spending a single output in a block chain.

Others have interpreted blockchains’ function in a different way, arguing that blockchains are more akin to finite state
machine automata “where the state of the system is updated sequentially, via atomic transitions (transactions) that
are replicated across every machine, in order.”l'¥]

6.1.5 Data storage

Cryptocurrencies use block chains to timestamp transactions to prevent double-spending.

The bitcoin block chain can also be used as a trusted timestamp for arbitrary messages, not just transaction infor-
mation. Various 3rd party application services store messages directly in the block chain, so anyone who has the
block chain can read the message.>!161[17118] Bitcoin core developer Mike Hearn among others have discouraged
embedding large messages in the bitcoin block chain, criticizing it as "bloat".[1?11201[21]

Other applications store a hash value in the block chain, demonstrating data existence and confirming data integrity
without revealing actual data and without bloating the block chain.??!?3! This extra information in the block chain
can be used to implement "colored coins" or side chains to support functionality such as smart contracts.

6.1.6 Bitcoin sidechain implementations

The bitcoin network uses the original bitcoin block chain based on proof of work.

Sidechainst*! are private or public networks that may or may not be based on the bitcoin protocol, and are isolated
from the blockchain allowing workflow and functionality to exist in confinement until confirmation on the blockchain
is required or desired, at which point bidirectional transferability is supported. These systems work in conjunction
with the blockchain. Examples are
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Liquid'®! - Exchange sidechain from Blockstream
ChromaWay - Sidechain platform for colored coins
DIONS - Digital I/O sidechain concept for identity

t@ (tee-zero) - SEC approved sidechain developed by Overstock.com

6.1.7 Alternative chain designs

Networks running software based on the bitcoin protocol but using alternative cryptocurrency tokens (known as
altcoins)?®! or implementations which are simply database designs in the classical sense exist. These newer designs
generally provide additional features or functionality which earlier cryptocurrency designs such as bitcoin’s did not.
Developments from the first implementation, bitcoin, have built additional features for performance, anonymity,
storage and smart contracts./?®! Starting with a strong focus on financial applications, uses of blockchain technology
are progressively extending to many new sectors of activities, including the creation of decentralized applications and
collaborative organisations that eliminate a middleman.!*”] Notable designs include:

Namecoin — Cryptocurrency merge-mined with bitcoin possessing the ability to store data within a chain
Mastercoin — Cryptocurrency metaprotocol to bitcoin with the ability to process various transactions
Peercoin — Cryptocurrency incorporating the proof of stake in its consensus model

Ethereum — Cryptocurrency supporting storage of turing-complete smart contracts at specified addresses on its
blockchain, with a 15 second block time

Billon - Regulated “cryptocash” blockchain solution as digital cash for governmental fiat currencies
Swarm and Koinify - decentralized crowdfunding
Synereo - synchronous and asynchronous communication

LaZooz - decentralized real-time ride sharing

6.1.8 See also

Bitcoin network

Colored coins
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6.2 Cryptocurrency tumbler

A cryptocurrency tumbler or cryptocurrency mixing service!!l is a service offered to mix potentially identifiable
or 'tainted'® cryptocurrency funds with others, with the intention of confusing the trail back to the fund’s original
source. Tumblers have arisen to improve the anonymity of popular cryptocurrencies, usually bitcoin, since they
provide a public ledger of all transactions.3114]

In traditional financial systems, the equivalent would be moving funds through banks located in countries with strict
bank-secrecy laws, such as the Cayman Islands, the Bahamas and Panama offshore banks.

Tumblers take a small percentage transaction fee of the total coins mixed to turn a profit, typically 1-3%.!°!

Mixing helps protect privacy, but can also be used for money laundering by mixing illegally obtained funds. Mixing
large amounts of money may be illegal, being in violation of anti-structuring laws. Financial crimes author Jeffrey
Robinson has suggested tumblers should be criminalized due their potential use in illegal activities, specifically funding
terrorism,' however a report from the CTC suggests such use in terrorism related activities is 'relatively limited'.[!

There has been at least one incident where an exchange has blacklisted “tainted” deposits descending from stolen
bitcoins.!”!81 Manual or lightly automated mixing methods can make detection of taint more difficult unless the
exchange follows the trail,!! but this approach does protect privacy like a true mixing service would.

The existence of tumblers has made the anonymous use of darknet markets easier and that of law enforcement
harder."1!
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6.2.1 Alternative implementations

Newer and proposed coin implementations such as Dash - (formally Darkcoin), Zerocoin'' ! and Cloakcoin have built
in the mixing services as a part of their blockchain network.

The Dark Wallet client software for bitcoin was built to natively mix transactions between users to achieve the same
effect without relying on a centralised service.!'?!
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6.3 Proof-of-stake

Proof-of-stake is a method by which a cryptocurrency blockchain network aims to achieve distributed consensus.

While the proof-of-work method asks users to repeatedly run hashing algorithms to validate electronic transactions,]

proof-of -stake asks users to prove ownership of a certain amount of currency (their “stake” in the currency). Peercoin!?!
was the first cryptocurrency to launch using Proof-of-Stake. Other prominent implementations are found in BitShares,

Nxt, BlackCoin, NuShares/NuBits and Qora.

6.3.1 Block Selection Variants
Proof-of -stake must have a way of defining the next valid block in any blockchain. Selection by account balance

would result in (undesirable) centralization, as the single richest member would have a permanent advantage. Instead,
several different methods of selection have been devised.

Randomized Block Selection

Nxt and BlackCoin use randomization to predict the following generator, by using a formula that looks for the lowest
hash value in combination with the size of the stake.3!#Il>] Since the stakes are public, each node can predict - with
reasonable accuracy - which account will next win the right to forge a block.


https://en.wikipedia.org/wiki/Dash_(cryptocurrency)
https://en.wikipedia.org/wiki/Zerocoin
https://en.wikipedia.org/wiki/Cloakcoin
https://en.wikipedia.org/wiki/Block_chain_(transaction_database)
https://en.wikipedia.org/wiki/Dark_Wallet
https://en.wikipedia.org/wiki/Bitcoin
https://www.theverge.com/2013/12/19/5183356/how-to-steal-bitcoin-in-three-easy-steps
https://www.bitcoinsuisse.ch/en/the-taint-and-the-bitcoin/
http://www.cityam.com/blog/1399908808/darkcoin-cryptocurrency-putting-privacy-first/
http://bitcoin-mixing-services.com/analysis.html
http://www.ibtimes.co.uk/bitcoin-tumbler-business-covering-tracks-world-cryptocurrency-laundering-1487480
http://www.ibtimes.co.uk/bitcoin-tumbler-business-covering-tracks-world-cryptocurrency-laundering-1487480
https://www.ctc.usma.edu/posts/financing-terror-bit-by-bit
https://bitcoinmagazine.com/1323/mtgox-the-bitcoin-police-what-the-largest-exchange-is-doing-about-the-linode-theft-and-the-implications/
http://bitcointalk.org/index.php?topic=73385.0
https://bitcointalk.org/index.php?topic=162807.msg1713104#msg1713104
http://www.janes.com/article/47455/law-enforcement-struggles-to-control-darknet
http://www.forbes.com/sites/andygreenberg/2014/01/13/bitcoin-anonymity-upgrade-zerocoin-to-become-its-own-cryptocurrency/
http://www.bbc.co.uk/news/technology-29283124
https://en.wikipedia.org/wiki/Cryptocurrency
https://en.wikipedia.org/wiki/Block_chain_(database)
https://en.wikipedia.org/wiki/Consensus_(computer_science)
https://en.wikipedia.org/wiki/Proof-of-work
https://en.wikipedia.org/wiki/Hash_function
https://en.wikipedia.org/wiki/Peercoin
https://en.wikipedia.org/wiki/Nxt
https://en.wikipedia.org/wiki/BlackCoin
https://en.wikipedia.org/wiki/Nxt
https://en.wikipedia.org/wiki/BlackCoin

6.3. PROOF-OF-STAKE 119

Coin Age Based Selection

Peercoin's proof-of-stake system combines randomization with the concept of “coin age,” a number derived from the
product of the number of coins times the number of days the coins have been held. Coins that have been unspent for
at least 30 days begin competing for the next block. Older and larger sets of coins have a greater probability of signing
the next block. However, once a stake of coins has been used to sign a block, they must start over with zero “coin
age” and thus wait at least 30 more days before signing another block. Also, the probability of finding the next block
reaches a maximum after 90 days in order to prevent very old or very large collections of stakes from dominating the
blockchain.!?!017] This process secures the network and gradually produces new coins over time without consuming
significant computational power.'8! Peercoin’s developer claims that this makes a malicious attack on the network
more difficult due to the lack of a need for centralized mining pools and the fact that purchasing more than half of
the coins is likely more costly than acquiring 51% of proof-of-work hashing power .[°!

Velocity Based Selection

Reddcoin's 'Proof of Stake Velocity' (PoSV)!?! claims to encourage velocity i.e. movement of money between people,
rather than hoarding.

Voting Based Selection

Instead of only using the stake size, the block generators can be selected by votes. BitShares uses a system where
stake is used to elect a total of 101 delegates, who are then ordered at random.!'! This has many of the advantages
of shareholder voting (for example, the flexible accountability enhance the incentives of the generators to act re-
sponsibly), and yet it reintroduces the dangerous sybil attack - as in one case where one user posed as the top five
delegates.!!?!

6.3.2 Advantages

Proof of Work relies on energy use. According to a bitcoin mining-farm operator, energy consumption totaled
240kWh per bitcoin in 2014 (the equivalent of 16 gallons of gas).!'*! Moreover, these energy costs are almost always
paid in non-cryptocurrency, introducing constant downward pressure on the price. Proof of Stake currencies can be
several thousand times more cost effective.!4]

The incentives of the block-generator are also different. Under Proof-of-Work, the generator may potentially own
none of the currency he is mining. The incentive of the miner is only to maximize his own profits. It is unclear
whether this disparity lowers or raises security risks.['3] In Proof-of-Stake, those “guarding” the coins are always
those who own the coins (although several cryptocurrencies do allow or enforce lending the staking power to other
nodes).

6.3.3 Criticism

Some authors!'®117! argue that proof-of-stake is not an ideal option for a distributed consensus protocol. One problem
is usually called the “nothing at stake” problem, where (in the case of a consensus failure) block-generators have
nothing to lose by voting for multiple blockchain-histories, which prevents the consensus from ever resolving. Because
there is little cost in working on several chains (unlike in proof-of-work systems), anyone can abuse this problem to

attempt to double-spend (in case of blockchain reorganization) “for free”.[!®!

Many have attempted to solve these problems:

e Peercoin uses centrally broadcast checkpoints (signed under the developer’s private key). No blockchain reor-
ganization is allowed deeper than the last known checkpoints. The tradeoff is that the developer is the central
authority controlling the blockchain.

e Nxt's protocol only allows to reorganize last 720 blocks.!'”! However, this only rescales the problem: a client
may follow a fork of 721 blocks, regardless of whether it is the tallest blockchain, preventing consensus.


https://en.wikipedia.org/wiki/Peercoin
https://en.wikipedia.org/wiki/Bitcoin#Blockchain
https://en.wikipedia.org/wiki/Reddcoin
https://en.wikipedia.org/wiki/BitShares
https://en.wikipedia.org/wiki/Sybil_attack
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Private_key
https://en.wikipedia.org/wiki/Nxt

120

Statistical simulations have shown that simultaneous forging on several chains is possible, even profitable. But Proof
of Stake advocates believe most described attack scenarios are impossible or so unpredictable that they are only

CHAPTER 6. THE TECHNOLOGY

Ethereum's suggested Slasher protocol allows users to “punish” the cheater, who mines on the top of more than
one blockchain branch.?”! This proposal assumes you must double-sign to create a fork and that you can be

punished if you create a fork while not having stake.

theoretical.[211122]

6.3.4 See also
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6.4 Proof-of-work system

A proof-of-work (POW) system (or protocol, or function) is an economic measure to deter denial of service
attacks and other service abuses such as spam on a network by requiring some work from the service requester,
usually meaning processing time by a computer. The concept may have been first presented by Cynthia Dwork and
Moni Naor in a 1993 journal article.!!! The term “Proof of Work” or POW was first coined and formalized in a 1999
paper by Markus Jakobsson and Ari Juels.!?!

A key feature of these schemes is their asymmetry: the work must be moderately hard (but feasible) on the requester
side but easy to check for the service provider. This idea is also known as a CPU cost function, client puzzle,
computational puzzle or CPU pricing function. It is distinct from a CAPTCHA, which is intended for a human to
solve quickly, rather than a computer.

6.4.1 Background

One popular system—used in bitcoin mining and Hashcash— uses partial hash inversions to prove that work was done,
as a good-will token to send an e-mail. For instance the following header represents about 252 hash computations to
send a message to calvin@comics.net on January 19, 2038:

X-Hashcash: 1:52:380119:calvin@comics.net:::9B760005E92FODAE

It is verified with a single computation by checking that the SHA-1 hash of the stamp (omit the header name X-
Hashcash: including the colon and any amount of whitespace following it) begins with 52 binary zeros, that is 13
hexadecimal zeros:”

0000000000000756af69e2{tbdb930261873cd71

Whether POW systems can actually solve a particular denial-of-service issue such as the spam problem is subject to
debate; P! 41 the system must make sending spam emails obtrusively unproductive for the spammer, but should also
not prevent legitimate users from sending their messages. Proof-of-work systems are being used as a primitive by
other more complex cryptographic systems such as bitcoin which uses a system similar to Hashcash.

6.4.2 Variants

There are two classes of proof-of-work protocols.

o Challenge-response protocols assume a direct interactive link between the requester (client) and the provider
(server). The provider chooses a challenge, say an item in a set with a property, the requester finds the relevant
response in the set, which is sent back and checked by the provider. As the challenge is chosen on the spot by
the provider, its difficulty can be adapted to its current load. The work on the requester side may be bounded
if the challenge-response protocol has a known solution (chosen by the provider), or is known to exist within a
bounded search space.

1. request service
E 3. challenge 2. choose ‘
4. solve 5. response

7. grant service 6. verify

Client Server

e Solution-verification protocols do not assume such a link: as a result the problem must be self-imposed
before a solution is sought by the requester, and the provider must check both the problem choice and the
found solution. Most such schemes are unbounded probabilistic iterative procedures such as Hashcash.
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E 1. compute
2. solve 3. send
4. verify

Sender Receiver

Known-solution protocols tend to have slightly lower variance than unbounded probabilistic protocols, because the
variance of a rectangular distribution is lower than the variance of a Poisson distribution (with the same mean). A
generic technique for reducing variance is to use multiple independent sub-challenges, as the average of multiple
samples will have lower variance.

There are also fixed-cost functions such as the time-lock puzzle.

Moreover, the underlying functions used by these schemes may be:

e CPU-bound where the computation runs at the speed of the processor, which greatly varies in time, as well
as from high-end server to low-end portable devices.[!

e Memory-bound [171B1P1 where the computation speed is bound by main memory accesses (either latency or
bandwidth), the performance of which is expected to be less sensitive to hardware evolution.

e Network-bound ! if the client must perform few computations, but must collect some tokens from remote
servers before querying the final service provider. In this sense the work is not actually performed by the
requester, but it incurs delays anyway because of the latency to get the required tokens.

Finally, some POW systems offer shortcut computations that allow participants who know a secret, typically a private
key, to generate cheap POWs. The rationale is that mailing-list holders may generate stamps for every recipient
without incurring a high cost. Whether such a feature is desirable depends on the usage scenario.

6.4.3 List of proof-of-work functions
Here is a list of known proof-of-work functions:

e Integer square root modulo a large prime!!l
e Weaken Fiat—Shamir signatures!'!
e Ong-Schnorr—Shamir signature broken by Pollard [!!

e Partial hash inversion!!1l!212] This paper formalizes the idea of a proof of work (POW) and introduces “the
dependent idea of a bread pudding protocol”, a “re-usable proof of work” (RPOW) system./’3/ as Hashcash

e Hash sequences!'¥

e Puzzles!'

e Diffie-Hellman-based puzzle!'®!
e Moderate!f!

e Mbound”!

o Hokkaido!®!

e Cuckoo Cycle!

e Merkle tree based!'”!

e Guided tour puzzle protocol!'"!
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6.4.4 Reusable proof-of-work as e-money

Computer scientist Hal Finney built on the proof-of-work idea, yielding a system that exploited reusable proof of work
(“RPOW?”).1"8! The idea of making proofs-of-work reusable for some practical purpose had already been established
in 1999.2! Finney’s purpose for RPOW was as token money. Just as a gold coin’s value is thought to be underpinned
by the value of the raw gold needed to make it, the value of an RPOW token is guaranteed by the value of the
real-world resources required to 'mint' a POW token. In Finney’s version of RPOW, the POW token is a piece of
Hashcash.

A website can demand a POW token in exchange for service. Requiring a POW token from users would inhibit
frivolous or excessive use of the service, sparing the service’s underlying resources, such as bandwidth to the Internet,
computation, disk space, electricity and administrative overhead.

Finney’s RPOW system differed from a POW system in permitting random exchange of tokens without repeating
the work required to generate them. After someone had “spent” a POW token at a website, the website’s operator
could exchange that “spent” POW token for a new, unspent RPOW token, which could then be spent at some third
party web site similarly equipped to accept RPOW tokens. This would save the resources otherwise needed to 'mint’
a POW token. The anti-counterfeit property of the RPOW token was guaranteed by remote attestation. The RPOW
server that exchanges a used POW or RPOW token for a new one of equal value uses remote attestation to allow any
interested party to verify what software is running on the RPOW server. Since the source code for Finney’s RPOW
software was published (under a BSD-like license), any sufficiently knowledgeable programmer could, by inspecting
the code, verify that the software (and, by extension, the RPOW server) never issued a new token except in exchange
for a spent token of equal value.

Until 2009, Finney’s system was the only RPOW system to have been implemented; it never saw economically
significant use. In 2009, the bitcoin network went online. Bitcoin is a proof-of-work cryptocurrency that, like Finney’s
RPOW, is also based on the Hashcash POW. But in bitcoin double-spend protection is provided by a decentralized
P2P protocol for tracking transfers of coins, rather than the hardware trusted computing function used by RPOW.
Bitcoin has better trustworthiness because it is protected by computation; RPOW is protected by the private keys
stored in the TPM hardware and manufacturers holding TPM private keys. Hackers who steal a TPM manufacturer
key, or anyone capable of obtaining the key by examining the TPM chip itself, could subvert that assurance. Bitcoins
are “mined” using the Hashcash proof-of-work function by individual nodes and verified by the decentralized P2P
bitcoin network.

Other cryptocurrencies have used different hashing algorithms, as well as prime chains as proof of work.

6.4.5 Notes

1.~ On most Unix systems this can be verified with a command: echo -n 1:52:380119:calvin@comics.net:::9B760005E92FODAE
| openssl shal

6.4.6 See also

e Bitcoin
e Cryptocurrency
e Bitmessage

e Proof-of-stake
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6.4.8 External links

e Finney’s system at the Wayback Machine (archived December 22, 2007)

e Bit gold. Describes a complete money system (including generation, storage, assay, and transfer) based on proof

6.5

of work functions and the machine architecture problem raised by the use of these functions.

Zerocoin

Zerocoin is a cryptocurrency proposed by Johns Hopkins University professor Matthew D. Green and graduate
students Ian Miers and Christina Garman as an extension to the bitcoin protocol that would add true cryptographic
anonymity to bitcoin transactions. Zerocoin was first implemented into a fully functional cryptocurrency by Gary Le
and Poramin Insom, as the Moneta cryptocurrency. [ Zerocoin provides anonymity by the introduction of a separate
mixing service known as zerocoin that is stored in the bitcoin block chain. Though originally proposed for use with
the bitcoin network, zerocoin could be integrated into any cryptocurrency.
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6.5.1 Rationale

Bitcoin transactions are all stored, by design, in a public ledger (the block chain) that is accessible to everyone.
These transactions provide privacy through pseudonymity, in that while each transaction is associated with the public
address of the sender and receiver, the names of the owners of these addresses are at no time made known to the
bitcoin network. To increase privacy, each person could create as many public addresses as they like, making it
difficult to link transactions to the same person. If additional privacy were required, it is possible to launder bitcoin
through a trusted third party, where the input coins are mixed in a large pool and output to a new address.?!

Regardless of the best precautions, by data mining of the block chain, it becomes possible in certain cases to link a set
of public addresses to a specific (unnamed) individual. For example, this could be done by the analysis of spending
habits, or by having the change of a transaction from one public address being sent to another. Furthermore, by
utilizing information external to the block chain, such as public bitcoin addresses posted on a web site, or the postal
address used with a bitcoin purchase, the possibility exists that every single bitcoin transaction of a given person could
be determined.

Zerocoins are purchased with bitcoin in fixed denominations by a zerocoin mint transaction. Later, these zerocoins
can be redeemed for bitcoin to a different bitcoin address by a zerocoin spend transaction. Through the use of
cryptographic accumulators and digital commitments with zero-knowledge proofs, it is not possible to link the bitcoin
address that was used to mint the original zerocoin to the bitcoin address used to redeem the zerocoin.

6.5.2 Zerocoin protocol

The zerocoin!®! extension to bitcoin would have functioned like a money laundering pool, temporarily pooling bitcoins
together in exchange for a temporary currency called zerocoins. While the laundering pool is an established concept
already utilized by several currency laundering services, zerocoin would have implemented this at the protocol level,
eliminating any reliance on trusted third parties. It anonymizes the exchanges to and from the pool using cryptographic
principles, and as a proposed extension to the bitcoin protocol, it would have recorded the transactions within bitcoin’s
existing block chain.

The anonymity afforded by zerocoin is the result of cryptographic operations involved with separate zerocoin mint
and spend transactions.’’! To mint a zerocoin, a person generates a random serial number S, and encrypts (that is
commits) this into a coin C by use of second random number r. In practice, C is a Pedersen Commitment. The coin
C is added to a cryptographic accumulator by miners, and at the same time, the amount of bitcoin equal in value to
the denomination of the zerocoin is added to a zerocoin escrow pool.

To redeem the zerocoin into bitcoin (preferably to a new public address) the owner of the coin needs to prove two
things by way of a zero-knowledge proof. (A zero-knowledge proof is a method by which one party can prove
to another that a given statement is true, without conveying any additional information apart from the fact that the
statement is indeed true.) The first is that they know a coin C that belongs to the set of all other minted zerocoins (C1,
C2,... Cn), without revealing which coin it is. In practice, this is done quickly by use of a one-way accumulator that
does not reveal the members of the set. The second is that the person knows a number r, that along with the serial
number S corresponds to a zerocoin. The proof and serial number S are posted as a zerocoin spend transaction, where
miners verify the proof and that the serial number S has not been spent previously. After verification, the transaction
is posted to the blockchain, and the amount of bitcoin equal to the zerocoin denomination is transferred from the
zerocoin escrow pool. Anonymity in the transaction is assured because the minted coin C is not linked to the serial
number S used to redeem the coin.

The accumulator used for the zero-knowledge proof would have to be re-computed every time a spend transaction is
verified, and although this can be done incrementally if the accumulator checkpoint is carried on from earlier blocks
to the new block, it would still add some overhead to the verification-process. Additionally, both the accumulator
checkpoint and all the zerocoin serial numbers would have to be added to every bitcoin block, thus increasing the size
(although not substantially).

Since the verification process for zerocoins is much more computationally heavy than for bitcoins, the verification
time for a block would increase up to 6 times depending on the ratio between bitcoins and zerocoins. Preliminary
tests done by the developers show that even with the increased verification time and blocks twice the size of current
bitcoin blocks, the verification time for an entire block would not exceed five minutes, and since a new bitcoin block
is currently created every ten minutes on average, the increased verification time should not be a problem. !
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6.5.3 Moneta

Zerocoin was implemented into a fully functional cryptocurrency called Moneta. The Zerocoin software was first
released to the public on December 18th, 2015!!!

6.5.4 Criticism

One criticism of zerocoin is the added computation time required by the process, which would need to have been
performed primarily by bitcoin miners. If the proofs were posted to the block chain, this would also dramatically
increase the size of the block chain. Nevertheless, as stated by the original author, the proofs could be stored outside
of the blockchain.! To counter criticisms that the anonymity offered by zerocoin would facilitate illegal activity, it
has been suggested that a backdoor, or other features, could be added to the zerocoin protocol to allow police to track
money laundering, but this was not advocated in the original paper."!

Since a zerocoin will have the same denomination as the bitcoin used to mint the zerocoin, anonymity would be
compromised if no other zerocoins (or few zerocoins) with the same denomination are currently minted but unspent.
A potential solution to this problem would be to only allow zerocoins of specific set denominations, however this
would increase the needed computation time since multiple zerocoins could be needed for one transaction.

Depending on the specific implementation, the zerocoin protocol would rely on one or more trusted parties to generate
two large prime numbers, p and g, so n = p q. Since n has to be hard to factor, p and ¢ must be unknown to normal
users for zerocoin to be secure. The protocol could rely on RSA unfactorable objects to avoid having to have a trusted
party for the setup process.!*! Such a setup, however, is not possible with the new Zerocash protocol.

6.5.5 Zerocash

The improved version of the protocol “that reduces proof sizes by 98% and allows for direct anonymous payments
that hide payment amount” was announced on 16 November 2013.1% The developers presented their technical paper
at the 2014 IEEE Security & Privacy Symposium along with launching the site.!”’

The new protocol was called Zerocash. It is now not an extension to the bitcoin, but rather an independent technology
with the same basic principles as blockchain and transactions, which was planned to implement in alt-coin.®! Zerocash
utilizes succinct non-interactive zero-knowledge arguments of knowledge (also known as zk-SNARKS), a special kind
of zero-knowledge method for proving the integrity of computations.”” Such proofs are less than 300 bytes long and
can be verified in only a few milliseconds. However, zk-SNARKSs require a large initial database for verifying (about
1.2 GB) and long time for producing a proof (spending the coin): 87 seconds to 178 seconds. !

Between 5 October, 2015 and 11 January, 2016, the Zerocash website starting noting that “The Zerocash protocol is
being developed into a full-fledged digital currency, Zcash.”.['!]

6.5.6 Bear Bonds

A faster implementation of zero knowledge proofs using zk-SNARKSs was created for a new cryptocurrency called
Bear Bonds. Bear Bonds requires only about 3 seconds and 85 KB of memory to create a transaction proof.!'?! Similar
to Zerocash, Bear Bonds is an alt-coin with its own blockchain and transaction protocol.
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