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Dogecoin ( ¥ )

Dogecoin 1.10.0 BRSNS | C/C++ 75,487 1,151
e
Java
Ripple 0.32.1 XSRS L 31,547 1,125
C/C++
L —IREXI A T
Litecoin 0.10.2.20 . C/C++ 27,600 1,115
HNBEMRSA
Mist Browser 1.1 SRR R JavaScript 2,772 1,080

TBEINA , B star #5 , NRBERESHTFREXE | BRI,
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3t Linux 2E£28
Hlp-candidate 2.0.0 Hyperledger IR | Java 11,445 48
N =

ETFRMENEIEX
Multichain-explorer 0.8pre Python 15,186 37

BRI RETERS

o —ftzemiggm  Java
Bitcoin-wallet 5.0 . 18,424 26
FRILSTEE | (android)

HFEFRMHR
OmniJ 0.3.7 5 ¥ &8 Omni| Java 5216 24
Layer g9 Java 3£H]

nem core & NIS

nem.core 0.6.79 1 NCC g9EEZE4H Java 36,200 24
BRERSS
SHEAEMEIXE

BlockCrawler 1.0 i Fb%FﬁE’JEJ& PHP 255 24
HERTNIE S

9 >#F Colored
coins INBEHYTSEE

Colored-coins-explorer | 1.5 o . Javascript 1,304 5
Bitcoin X3RN %S

25

3 MiXAE

3.1 Z2iFmiEAMHER
ARUREEELENL LR, RERSRRVMNREE. HFBRTEL. &

REERRERNBRIEEERRHITHREER  ILSENNZERRS ANE

1) BWAIFSZR ( Input Validation and Representation )
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5)

6)

7)

MARIESFNIUBEEZREHFR. RISHETFFRRATS 29 , XS
ARERBTIRANRSERNERN. XLRREE EhXimh . Bt
SQLIEA. wiEAT,

APIiRF ( APl Abuse)

APl RARESHBEAEZEN—NMIE | KAZHM APLIERRHTERER
BIERLIENBRIFTERRT. ZfEA API AT, BR3IAR LR,

Z 45 ( Security Features )

IZRBEEQESIALE. ipiaiEs). TIEME. BN E RS S ERE.
WNTZETE ( Memory Management )

SRFRIEEXN—RRRENATR , ENRREENTME. BREER. W
ERNE. XRXRREBESSHRRSTHRTE. BFERE , & C/C++
IESPELN—XRE.

FHEFAZS ( Time and State )

DHNTESHEFIRSEX. SEHEEZ BN ERIUTESHREIRE
HERHZRERE | IESE. TR, XHREFE, SHHITEBRX
RREERSEY. HEREE.

IR R IRERFE ( Errors )

XERBSHRNSFELEEGX , KREIN—MRERZRERINLIEER
(HERBRIEIR ) NTISBREREITREIMEL | B—FiRmREFERER
ERENREERE TEZER.

KIBERERA ( Code Quality )
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ESHBRESSEATTTNANT A, WFTBEEMS | RSAHIBES b
JUASIEARZIRIS RS BIRNZEHmREEIEAE. SEsEs|
. BRtEE.

8) IIEANECHELIRE ( Encapsulation )
BEMIRERE X DRIQEFIREGIRAETE | KOARBFEEE | &KX
PRFEERMAEERNEES. ENNRREERREE. SRt Bub
IBKNIES.

9) UBBEITIMRAYERFE ( Environment )
1S RRER UBZIMIAR |, fIaNEi TR E R, SR SRS
Bl miR2PARERERN.

A1/ \ERESR BRI EREEX | ENAILATERERER , —BEH5F

SIENERME. SERET. ST EHFERR. Re—SRmmEMAsirEZIh

LA , ENEBEMPIFIIEITEE. SEERFTEA,

3.2 Z2R/iRA%!

BANGRABNZERES A=MEK5 B High ) 3 Medium FIf( Low ),
HERIINEBERNMEE | B5EE ( confidence ) FIF"EZE (severity ) . &
SEEREAINRE S ERATTEENE | LIS strepy (TEREBRCHE P Xin
HiFREIAEERRR. FEEERERRIRARLAEER M HRmATE
t Peangip st buffer overflow Y@ ZLLZ185T5 A null pointer dereference )

BEENR A, XA NERGEERATLVERI AR SRR SRS | W& 1 F

‘Z“
/)
o



_3_
1 1=l [ 5% IR S 2 0 S 5

Pt

1 mELANSTEEREE. BEEENXR

4 FEXREERHIRENZ 2 BIRE
S BRI i 2 S RS | MR it
KBS, BT RNTE R RN TEER  TRIEHHIRSH.

B DR BRI,
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BTEL. FefiliNteRiEEREERS  BrtRRHREGTEIFEERRAY
T2 |, A& RSN B PX AR sliRRE HER , AIXIRNmERZE
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BFTREEITES | IBRDE/IBTE1000 , BHENRERAL

B7H, #H15]



_3_
1 1=l [ 5% IR S 2 0 S 5

Bitshares-0.x
Bitshares-2
Bitmonero
Webthree-umbrella
Dogecoin

493

230

Dash

Ethereumj

Bitcoin Block Explorer

Wl eRRsE
| Bemese

90.45

Litecoin

BT TR

Bitcoin-wallet
Bitshares-2-ui

BlockCrawler
Mist Browser

L e e o e e e e e e L L e s e o i e e
0 100 200 300 400 500 600 1200 1300

2 FERHIm BT EimEER
MFRILIET | RS X RS EARREENZ SR, RREUMNX
EMEPRITAIERRR 746 1, FEiFERE 3497 1. mRSERH R ERINRELT
WBREEF RIS | LIrERAESFRBT L& T & BFMRARIS U TIESE
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ERTERNEES |, QIR SR EXBEERR AT BN XK IRGES(TRZE Ripple ,
BEEERE 223 1. BEEIEHE  ZRHRIUERRNIGNRIXREER IR+
BEEKR. AP&RS. AR Y. 8% B8ERR 2T ATISIREEE
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1es , EPEEET]. FAART. BARTERR T EEERRITS. BREIZK
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L2 XEHFEE A2 Ethereumj INH |, ZIEEET XD HUNAH
& Ethereum Y Java SCHL., #&NZRAR , ZIMBE&=RRE 1101 , BEERENZE

EXb.

FEFERENZRES | BREHSESHNEETXHENSRIRSHE BitShares , H
B AE S EEREEL 669 1, HFEEiRE 4 1, BERRE 665 1 ; BRE
LR EBRA( BitShares-0.x & BERIR 25 1 FEiKE 1236 1 VETIHENE ,

ERAFERARIZEX.

NRESHEERE , XHHENLEES Bitcoin Block Explorer lRRZERS. H
BAHRRRU) | (N 984 17D , BRFHE 11 TBHEE— I =RRR. T2
BARYRE %84 2015 5 9 BIERELEHIETT | BRiERABEZERMBIFFEIM
2%, NERSINAVENZENE , KEZIME ( Github star 51879 141) BIFFA

ANABEEABPHTREFEENR2RE.

EMWHENRGF , BERREAFESERE , 2512 Ethereum Wallet 7
Hlp-candidate( EFXHRIERTEFE™ ), LEIMIF RN HEZFE Omni Y java

LI Omni) RE—1"EERE , BIALEHRT.

4.2 SeRERRAPHIER

HRMAA RIS ERERENRS. Bl 3 Bx 7 #illlEFaEREAIS B
. BIERE , XKSHRAN "BARESFR" KFE , ZXHREERHTIIAF
BAREFRLIWESERY , —BEREEMIEEEHA , JENERRSHUT. (E8X
HENFTEREE#. RTEIBEHAFERN "MARESFRRE" KR, 5

XFEESERE IS ZI—NRER | 289 Java iIESRIXEREEE (40 Ripple ) M
%9

n, #£15 ]



_3-
1 11=l BRI LV &

T NI E2R |, FEMNES (40 C. C++ ) EEBIRTFHRERARER , 557 Java
RIREIRIPHE |, (EEEF2ZREPKinHERE,

"WIBRERR" XEREHIRS  FENEERRREAARARZERIRTE |
REREEIE | IEERRESHAFRH. ARERSFRERE  FERR TS
HRFsTHE. BEERFHER. ATXRERHMIEERETTERUESFEERS
 , —BRREREHERIERTPHEKRIRK.

T KRRBOET —E0H , XERAETERSSMIALE. UREHE.
BINEESHEER  WEEIANBZSHRSERESLE , SFBEFAERE. T
IRGEER{SKi |, INETIRER AP BN TTEUERE (KA ) RERTUTNEE | ATHRIE
HRINER | ST FE—EHERN "FLEHMENE" B |, SO BRI

AN I ERIBESD.

APIiZF Hifth

B NRIESFRR
u TR ERR-
Rt

u NEEE
 APIRA

u Hfth

E 3 WNREFEERLSRRNAHER GRALYN)
4 H—P R T NI E ST EANS R L SRR E. 5N
B9 25 PMHEH , HRGESHRERRERZE9 NI (16.22% , 121 1) MIAZEH

BEATLER (21.72% , 1624 ) . TEXIXFIMImEEITEERE , FaHEEE.
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3.35%
SRAMER BRI KR TH]
sl
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B EAONHE R IR R TR
FIRFASINE
Hit

A
B 4 #NmEPSrRERENSHIER REKRES)
1) A=/ NI ( ETFRARIESETERR )

= Java NARERAEA NI HALIEMRIEIESRERINEE  IRNARS =
S5 Java NEFBZZAEMESHIZE ARG, REF Java RENREFRF
N ERZEPNEHAERTRNES HENEREY Java ZAibEO UNI) 7HE8Y
EAREN

BE - NMHIARZE Java B E 2R MHIESATHUTIVERIE | FHEF™ &A%
NIGIE,

2) ARERFRENE (BTREFMERR )

YR EERRSHIMET | ER— e E R FUNAERIREERET AR |
FIHERFRAAINZIERIBES [ SEUZTRUNES. UTRNAINEER. S1a50
FIER] DNS HURE™EIRiR.

BT - NfEFRERRFRYNRENERERES | FHERERIBR RIS B EAEEZ b
MELERERRIM T, MRERDFIATR | TLEERZE RS (e A AR AR R ZE

ERpTRFRERI.
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4.3 ZeFRSEDHIER

E3ESSHRNIE PSRRI HERNIENZ 2 NIRRT 7o, BEXR
i, SEEREEL  PREREESSFE TR EENRN |, (BNEETE—ERE
B ERMETEIINERE. FAARNABZ2I@NEMERS. ATESENT
BRNIBENZ 2NN AT — P REEPMEEREERIERSIZ 2 RRIIR

(LRI

5 B T #IN B PR EiRmEARIS 1 1ER. SEERAINRRS fHIEREL |
IBRERBF ALUHIXIRREH. EEENRRRET AN  EFERAENEE
RIa. RERRECRER. FEB,. RSB FIMTFIR | IR T XL HART
IBRERFRIT, XEOREAASHERNTERERE  (BAFEEREERY
Z2fRE , —BERAAR  CUESEERERSTENL. SENBRESRRRESH
—MATBENRRR | WXENATERS T B RERIENABRIPEMRA , BB ASIER

RERERS  SEHOT=EN "IENAE" (IXERBE.

LA TIERFEESEER AP (ERAZER |, fIIAR e ERFFFERIER
. BEASE AP BSRENES. RNZIRLERR AP, TRESEIEFETRESEAE

RISEIERE , NS IEFZIE It EE RITE .

SeimaomBal  BI0T BRMEELE" KR, EERKRRRE
JLUAR , MBS FE—EHEN "THRELEAEBR" | "M TESRINRE"
FAA , XIGSEERTEERMIEIMER | (HERARERIBIOAGE , —BERE
BITRENRE XFEERNF RGBS EEHIRRANE NI REIRENE, FL L

HINKENRFFRREREESTRBRIRE "FE" B SIRHYERRSREX

g 120, #1571



_3-
1 11=l BRI LV &

REMEMATAMEERMEESITISRR  RIFIERMNSEGCEERRER AR EMIGEE

RO E A

6 H—E R TR A PHISHEANZERENSMER. FERBNE
RRKNERFHIN T 87 FYXEIMAEIL 10 XEPERERRE , 41 "FMEIRIEEEE
B . "RBREAEE "EBRE. APl FEREXER , AMETHEEZN  EEBFR
—I3%) "Hith" XEBHE. TN 25 MNREF , BIRSHNRiRRES BIERER
RURERRE (13.94% , 1181 1) | AREMFATEHRIRREN (13.20% , 1118 1) .
TEXXFMRERE TEZRRE | FEHinTE.

AEEE HEFNRRREERNS
1.38% 0.66% Hifth

0.42%

BN

u B ERE R

u APLZER

B RIS AR
B NRIESER
et

" RFEE

= PR IRE TR

= Eifth

SRR AL IRERRE
12.13%

B 5 N EPHERRERENSHIERL GRREND)
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KERFEERE

13.94%

AR FRRETE
13.20% K {ERNEHER
B RREMFRFERMBEEL
" RGRMERICRAE
L=2d:ns R =
n TEREEFER
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7.27% SR NEERELL
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FzemN_— | e
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6§ HMTE P BREFINSBIER REERSRAS)
1) KEANEEEE (BTAEREXRRER )

BB AEERMER , XFOBAERERTE  (BRERWE
RIBRESIERTRHFEBIEER , R TSHMUEIERSEER THEIRNEE | 3
EXNEEREEOHRIEE LIRS,

BB : FFREMIGEISS BN FERY | MFRTRIITERE,

2) AREMFRIBGERE (BT APHRAXRRR )

B RNRAEREBCRIUTISRIA RO E |, FAENE P RKIEHXEE |
g CiEE gets(), strepy(), strcat(),sprintf(),scanf()Z,

B5SE : MR EEHREAIXLRE ERAEREMNERRE A fgetsOB(L gets() ,

EIRH ST ERAN IS E.
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— AREPRRRNERTER 1 P HANSERGRA . SRS EH.
IEBAIMAILET , AREAEER.

AREEET 360 IR TRIBBD IR | EICRTVEES,
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